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AHHOTaUMA

[laHHOe PyKOBOACTBO SIBASIETCS MOMOLLHUKOM AN CUCTEMHBIX a4MUHUCTPATOPOB U
aagMuHucTpatopoBs Vb, oCyLLecTBASOWMX YCTaHOBKY, HACTPOMKY M 3KCMAyaTaLmto
NporpamMmMHOro cpeacTea aHaam3a 3awmweHHoctn RedCheck Nix (ganee — RedCheck,

Cucrema).

[na nonb3oBatenen RedCheck pekomeHayeTcs 03HaKOMUTLCS ¢ PYKOBOACTBOM

Noab3oBatena RedCheck Nix.

[na Bzanmogencteus ¢ RedCheck nocpeacteom RestAPl pekomeHayeTcs

o3HakomuTbca ¢ JokymeHTaumen APl RedCheck.

[ns 06HOBNEHMA C NpeabiAyLLNX BEPCUIA NCNOb3YITe NHCTPYKUMIO 4.8

O6HoBaeHne RedCheck Nix.

Yro HoBoro B RedCheck Nix 2.11 ana agmuHucrpatopa

= [JlobassieH HOBbIM TMnN 3agaHunsa - CkaHnpoaHme YARA npasun

= YayJduweHa paborta c obpasamu Docker:

= noaaepxka Red Hat 8;
" MoAJep>KKa jar;
* noaaepxka dnf;
= noaaepxka Alpine.
= HoBas nogaepxnaemas naatpopma Alpine (3.9 — 3.22 / edge)

= [loanep>xka ckaHnposaHua CYB/Z MongoDB

= [logaepxka ckaHupoaHua OpenShift

=  W3meHeHwns B Ayaute CYB/l — obbeamHeHne 3agaHunsa ¢ Ayantom
KOHUrypaumm

= J[lobaBieHa cermMeHTHas posieBas Mojesb




[laHHOe PyKOBOACTBO COCTOUT U3 C/IeAYHOLLMX PA3AE/IOB:

1 3HakomcTtBo ¢ RedCheck

= 2 CucrteMHble TpeboBaHuUs

= 3 YcraHoBka RedCheck Nix

= 4 ConpoBoxaeHune Cucrtemol

= 5 TepMWHbI 1 cOKpaLLeHWd

Mpoun3BoAMTENb MOXET BHOCUTb B PYKOBOACTBO M3MEHEHMS, CBA3AHHbIE C
ynydlweHvem MNO. AkTyanbHas BEPCUS LOKYMEHTaLMM AN HOBOW pesakuum

PyKOBOACTBa HaxoA4MTCA HAa CAUTE KOMMaHWMN.

AO «AnTaKc_Coq)T»

yn. Maskosckoro, g. 10, nom. VII, mkp. bonweso,
r. Kopones, Mockosckas 06a., 141090

info@altx-soft.ru / support@altx-soft.ru

Aapec cavta
NPOWN3BOAUTENS:

AZpec canTa ToBapa: redcheck.ru

MouToBbIN agpec:

altx-soft.ru

REDCheck
{0



1 3HakomcTBO ¢ RedCheck

CopeprxaHune
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1.1 OcHOBHble cBeAeHUs

1.2 Peno3suntopum OVALdb

1.3 ApxutekTypa RedCheck

1.4 OyHKUMOHAAbHbIE BO3MOXHOCTU

1.5 PosieBas mogenb RedCheck

1.6 Peaakunm RedCheck

1.7 lnueH3snpoBaHue

1.8 Kak noay4ymnTb TECTOBYH Bepcuo?

1.9 MNepeyeHb NoaaepP>XMBAEMbIX NAaTHOPM

1.10 NMepeyeHb NHTETPUPYEMbIX CUCTEM

1.11 Cnyxkba TeXHUYeCcKoM Noaaep>XKu




1.1 OcHOBHbIe cBeaeHunA

RedCheck npeacraBnseTt cobon KOMMNIEKCHOE peLleHne AN aHaam3a 3alMLWEHHOCTY
v ynpasnenus VIb ana npeanpuatni aroboro macwtaba (6e3 TexHuueckmx

OrpaHMYeHnin KOMYeCTBa CKaHMpPYeMbIX XOCTOB).

Cnctema npesHasHayeHa Ans ncnonb3oBaHma VT-cneunanncrtamm, cnyxxbamm UB, a

TakK>XXe opraHamMmun no atrectaymnmn 0b6beKTOB VIHCI)OpMaTl/BaLI,VIVI.
Cucrema npyMeHMa AnA peweHua cneayroumx saaau:

"  LIeHTPa/N30BaHHOE CETEBOE WM JIOKaNbHOE OnpeaeneHme ya3BUMOCTEN
cucTtemMHoOro n npuknagHoro MO, annapaTtHbix naaThopm;

" KOHTPOJIb HAaCTPOEK NnapamMeTpoB He3onacHOCTY, cobatogeHUs TpeboBaHMi
NONUTUK N cTaHgapTos Ub;

*  MHBeHTapwu3auua obopyaosaHua u lN0;

®  KOHTPOJb LLeOCTHOCTM GaloB 1 KaTanoros;

= CO3jaHve OTYETOB MO pe3y/bTaTam ayAWTOB.
O6bexktamu ckaHnpoBaHusa ana RedCheck asnsarorca:

=  OC Microsoft Windows u Linux, B TOM UMC/ie OTEUECTBEHHbIE;
= ceTeBO€e 0H6OpPYyAOBaHME;

= npotokoabl ACY TTIT;

= CpeacTBa BUPTyanunsaLum;

= CpeACTBa KOHTeNHepu3aLmm 1 OpKecTpaLmu;

= CYB/;

= odwucHble nakeTbl 1 gpyroe npuknagHoe MMO;

Cuctema MOXKeT MCNO/Ib30BaTbCA ANA peainsalnm mep 3awmuTbl MHGopmaumum
B NC n ACY, a taioke ansa obecneueHna 6e3onacHOCTM NepCcoHasibHbIX AaHHbIX

B cooTBeTcTBUMU € npukasamu PCTIK Poccun:

= N2 17 ot 11 dpeBpans 2013 r,;
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= N221 ot 18 peBpans 2013 r,;
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= N2 31 ot 14 mapTta 2014,

= N2 239 ot 25 gekabps 2017 r,

B YacTu:
1. orpaHnMuyeHusa nporpammHon cpegbl (OMNC):

" yrpaBJieHNe YCTaHOBKON (MHCTannsLmen) KoMnoHeHToB MO, B TOM unce:
" onpejeseHre KOMMOHEHTOB, NOAJEXaLlL X YCTaHOBKE;
" HacTpoWka napamMeTpoOB YCTaHOBKN KOMMOHEHTOB;

" KOHTPOJIb 3@ YCTAaHOBKOW KOMMOHeHTOB MO;
2. peructpauum cobbitnii 6esonacHoctu (PCB):

= cbop, 3anNUCb 1 XpaHeHne MHPOpPMaLMM O COBbITUAX HE30MacHOCTN B TEYEHMM
TaHOB/IEHHOTO BPEMEHW XPaHEHUS;
CTaHOBJIEHHOrO Bpeme aHeHus;
" MOHWTOPWHT (MPOCMOTP, aHaAN3) pe3ybTaToOB PerncTpaLmm cobbiTuia

6e30nacHOCTV 1 pearnpoBaHne Ha HUX;
3. KOHTponAa (aHanusa) 3awmweHHocTn nHpopmaumm (AH3):

= BbIfiIBNEHWe, aHanu3 yassumocten NIC 1 onepaTMBHOe yCTpaHeHWe BHOBb
BbIAABJIEHHbIX YA3BMMOCTEN;

" KOHTPOJb YCTaHOBKM 06HOBAeHMM 10, Bkatouas obHosaeHme MO cpeacts
3aLnTbl MHOPMaL MK,

"  KOHTPOJb paboTOCNOCOHHOCTM, MAapaMEeTPOB HACTPOMKN U NPABUAbHOCTH
¢dyHkumoHmposaHusa MO n C3U;

" KOHTPOJb cOCTaBa TexHuueckunx cpeacts, MO n C3U;
4. obecneuenuns uenoctHoctn UC n nupopmauum (OLL):
= KOHTpoOAab uenoctHoctm MO, Bkatouas MO C3Y;

5. 3awunTbl cpeabl BUpTYanusauum (3CB):

@)Check



"  KOHTPOJIb LIeNOCTHOCTM BUPTYaNbHON MHGPACTPYKTYpPbl U €€ KOHUrypaLmii;

6. ynpaBneHusa koHpurypaumeit UC n cucremMbl 3almMTbl NePCOHasIbHbIX AAHHbIX
(YKD):

= ynpaB/ieHune nameHeHnammn koHourypaumm NC n cnctemsl 3awwmTsl
MepCOHabHbIX AaHHbIX;
" AOKYMeHTUpOBaHue nHbopmaumm (AaHHbIX) 06 M3MeHeHMAX B KOHPUrypaLumm

NC n cnctembl 3amuTbl NEPCOHaNbHbIX AaHHbIX.

CucTteMa MOXET UCMOb30BaATLCA A/ peannsaunm Mep no obecneyeHmro
6e30MacHOCTN 3HaUKMbIX O6BEKTOB KPUTUUYECKOW MHGOPMALIMOHHOM
NHPPaCTPYKTypbl B COOTBETCTBUM C npukazoMm OCTIK Poccum N2 239 ot 25 aekabps

2017 r., B vactu:
1. uaentndpukauma n ayrentnpuxkauua (MA®D):

"  MHBEHTapu3auna MHPOPMaLMOHHbIX PeCypPCOB;
=  aHanu3 yA3BUMOCTEW U UX YCTPAHEHWE;

= peructpaums cobbiTnii 6esonacHocTy;

*  MOHWTOPWHTI 6e3onacHoOCTY;

" npoBeAeHMEe BHYTPEHHNX ayANTOB;

" npoBeAeHVE BHELIHUX ayANTOB;
2. obecneueHue yenocrHoctu (OLL):

= KOHTpoOAb yenoctHoctu MO;

" KOHTPO/b LLeOCTHOCTM MHPopMaLmy;
3. ynpaBneHue KoHpurypauyuei (YK®D):

" naeHTUdMKaumns o6bEKTOB ynpaBaeHUs KOHPUrypaLumen;
" yrnpasJeHNe N3IMEHEHUAMY;

" KOHTPO/b AENCTBMI MO BHECEHUIO N3MEHEHWI;

4. ynpaBneHue obHosneHnamu MO (OMO):
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" MOWCK, Noay4YeHre obHoBAeHNN MO OT JOBEPEHHOTO UCTOUHWKA;
"  KOHTPOJIb LIeNOCTHOCTM 06HOBAEeHWI [O;

= ycTaHOBKa o6HoBaeHu MO.

RedCheck BHeceH B rocyapCTBEHHbIN peecTp cMcTeMbl cepTudmKaL M CpeacTs
3aWmMTbl MHPOPMaLMK No TpeboBaHMAM 6e30MacHOCTM MHPOPMaLMKN 1 UMeeT

ceptndukat coorsetcteua N2 3172 ot 23.06.2014.

RedCheck BHeceH B EAMHBIN peecTp poccMncKmx NporpaMm A8 31eKTPOHHBbIX

BbIUMCANTENbHbBIX MalLVH 1 6a3 AaHHbIX, HOMep B peectpe — 765

,@)Check
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. CHCTEMA CEPTHOUKALIIN
- CPE/ICTB 3AIIMTHI THOOPMALH

; .: 110 TPEFOBAHMSIM BE3OIIACHOCTU MH®OPMALIUU

Ne POCC RU.0001.015H00 5 i

CEPTUO®UKAT COOTBETCTBUSA ;

Ne 3172

BHeceH B rocy/japCTBeHHbIH PeecTp CHCTeMbl cepTudm
CPeJCTB 3al{UThl MH(OPMaLH 110 TpeboBaHHAM Ge30MacHOCTH
23 mions 2014 .

Beigan: 23 urons 2014 .
[HeiicrButenen o: 23 urons 2020 .
CpoK JieficTBus IPOA/IEH 710: 23 uioHst 2025 I.

Hacrosmuumii ceprudukar yzpocToBepsiet, uTo a/M3a 3aMMINEeHHOCTH
RedCheck, paspaboranHoe u npoussogumoe AQ « DT», ABISETCSA CPECTBOM
KOHTpPO/Il  (aHa/M3a)  3alMLIEHHOCTH  MH(OPMS e cojepKaijed CBeJIeHUH,
COCTaB/ISIOIMX TOCYAAPCTBEHHYIO TaiHy, COOTE e6oBaHuAM 10 GesoracHoCTH
MH(POPMALMH, YCTAHOB/IEHHBIM B JJOKyMEHTe « 7 110 Ge30macHOCTH MH(pOPMALHH,
yCTaHaB/IMBalOLMe YDPOBHH /IOBEpHS K Cp : ©CKOM 3alUTBl MH(OPMALMK
u cpejicTBam obecriedeHust 6e30macHOCTH HHG OHHBIX TexHosorui» (PCTIK Poccuy,

2018) - mo 4 ypoBHIO JOBepHs H Tex! opusax TY AJIMHKO.501410.RC02-01
TIPH BBITO/IHEHUH YKa3aHUH 10 9KCIUT WM, fipuBe/leHHbIX B (hopmyssipe AJIMEO.501410.
RC02-01.30.

TeXHHYeCKoro 3akmoueHus ot 10.03.2014,
epTU(MKAIIMOHHBIX ~MCIIBITAHWH  MCTIBITATeIbHON
(arrecrar aKKpeIUTal[iH or 11.04.2016
Ne C31 RU.0001.01B¥100:500: CIIepPTHOro 3akirodeHus or 19.05.2014, odopmieHHOro
OpraHoM I10 cepTH( Y «HUWU TIT3U SCTIK Poccum» (arrecrar
akkpeguranuy ot 05.05.2 C3M RU.0001.01BM00.A002), TeXHUUECKHMX 3aK/ITIOUEHH

2018 30.09.2020, o¢opM/IEHHBIX I10 pe3y/IbTaTaM HCITbITAaHHi
pueri OO0 «LIBW», u 3KcrepTHOro 3akmodenus or 17.11.2020,

CeprudukaT BblZaH Ha
O(OPMJIEHHOTO  TI0  pe3yJIbTar:
naboparopueit 000

enb: AO «AJITOKC-CODT»
141067, Mockosckas 06/1., I. KoposieB, MKp-H Bomueso, yi1. MasiKOBCKOro,
A. 10A, nom. VII

B./IroTukoB

Tp ¢ i B HacTOREM cepmd)uxa‘re COOTBETCTBHS,
Ha obbeKTax (o&uxru uud)opua'maauuu) paapemaeru TIPH Ha/IHYMH C O Heif B rocyAapc peectpe
CpeACTs 3auuTh uHGopmaiuu no Tpeboranuam GezonacHoCTH uud)opuaquu

REDCheck
‘q)
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1.2 Peno3sutopuin OVALdb

NHndbopmaumorHon 6ason Cuctemsl sasetca Penosutopui npobaem 6e3onacHoCcTu
OVALdb (zanee — Peno3utopuin, OVALdD), pazpaboTaHHbIv 1 conpoBoxaaemblin AO
«ANTIKC-CODT».

Penosutopuin OVALdb aBiAeTca OTKPbITbIM 1 pa3MelLLieH Ha

cante https://ovaldbru.altx-soft.ru/.

NHpopmauma B Penosntopum npesactaBieHa Ha OCHOBE A3bIKOB U K1acCcUdmKaTopos,
Bxoaawmx B Npotokon AsTomatumsauymnm KoHteHTa besonacHoctn (SCAP, Security
Content Automation Protocol). OnpegeneHns ya3BMMOCTEN BbINOJAHEHbI Ha A3biKe

OVAL (Open Vulnerability and Assessment Language).

Kpome koHTeHTa, pa3pabotaHHoro komnaHuen AJITOKC-CODT, ero cogepkaHune
CMHXPOHM3MPOBAHO C 3KCMEPTHbIMK pecypcamu, Takmmm Kak BAY ®CTIK Poccuy,
HKUKW, 6ronneteHn nponssoanTtenein n pas Apyrnx MexayHapoaHbIX 3KCMEePTHbIX
CNpPaBOYHMKOB. [leprnoanyHOCTb Ny6AMKaLUN HOBBIX ONpeseneHni coctaBaseT 2-3
AHSA B COOTBETCTBMM C NyHAMKaLMAMM SKCNEPTHBIX PecypcoB 1 nponssoantenen. B
cnyyvae obHapy>XeHMUs KPUTUUYECKOW N PacnpOCTPaHEHHOUW YA3BUMOCTH, MHbOpMaLus

B PENO3UTOPUN NOABNAETCA B TOT XK€ AEHDb.

NHbopmaumsa aBaseTcs obLLes0CTyNHON U MOXET CBOBOAHO NCMO/b30BaThCS
NOObIM 3aNHTEPECOBAHHbBIM YaCcTHbIM AN FOPUANYECKUM IULIOM B
NCCAeAoBaTENIbCKUX UM COBCTBEHHbIX LIeNSX, UCKAOUYas KOMMepYeckoe
MCMoNb30BaHWe, B TOM YMcC/ie BCTPanBaHMe B BUAE KOMMOHEHTOB B Apyrne

NporpaMmHble NPOAYKTHI.

@)Check
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1.3 Apxurektypa RedCheck

RedCheck coctont 13 nepeuHs KOMNoHeHTOB, pa3paboTaHHbix AO «AJITIKC-CODPT»
B paMKax eAnHOM NnaTdopMbl, KOTOPble PEKOMEHAYeTCs yCTaHaBAMBaTb Ha O4HOM

cepepe. RedCheck coctont 13 cneayroLmx KOMNOHEHTOB:

= RedCheck Api (REST APl KOMNOHEHT)

= RedCheck Web (Beb-koHcob)

= RedCheck Sync Service (cnyxba CMHXpPOHM3aLMKM KOHTEHTa 6€30MacHOCTM)
= RedCheck Scan Service (cny>x6a ckaHMpoOBaHuWsA)

= RedCheck Cleanup Service (cny>cba ounctkm 6a3bl gaHHbIX)

= RedCheck LDAP Import Tools (ytunauta nmnopta xoctos n3 AD —

PykoBoacTBO)

RedCheck moxeT ncnonb3oBatb HECKOIbKO Cy>6 ckaHnpoBaHua (RedCheck Scan
Service), B COOTBETCTBUM C UCMOJIb3YEMOM JINLLEH3VEN.

RedCheck Taoke noasep>xunBaeT pacnpeseneHHOe pacrnoNoXeHNs KOMMNOHEHTOB.
Cxema B3aMMOZAeNCTBMA KOMMOHEHTOB MeXAy cObOoM Mpu Takon ycTaHOBKe

npmeejeHa Ha pUCyHKe HMXKe:

@)Check
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sync.altx-soft.ru
syncN.altx-soft.ru
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REDCheck Users

R
'ﬂ

L o 4

REDCheck Update Server

8080/HTTP
443/HTTPS

4——445/SMB.

—

)

REDCheck WEBClient

5432/TCP

‘R’
LI B
1433/TCP

REDCheck Sync

8081/HTTP
444/HTTPS

8081/HTTP
«——

S 444/HTTPS

REDCheck REST API

b

5432/1CP
1433 /1CP

Yv

1433/1CP

' | D

REDCheck Scan

5432/TCP > I

SQL Server

RedCheck Update Server aBnsetca Heobs3aTelbHbIM KOMMOHEHTOM U
nmueHsnpyetcs otaenbHo. YctaHoska RedCheck Update Server nponssogutcsa B

DMZ-cermeHTe cetu ana 06HOBNEHMA KOHTEHTa be3onacHoCTM 6e3 focTyna K cetn
NHTepHeT co cTopoHbl komnoHeHTa RedCheck Sync.

REDCheck
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1.4 PyHKLUMOHaNbHbIE BO3MOXXHOCTHU

B npouecce BbIMONHEHMA BCEX TUMOB 3aAaHn He TpebyeTca OCTaHOBKa MK
nepesanyck CEpBMCOB Ha KOHEYHbIX XOCTax.

O6Hapy>xeHne XocToB

RedCheck BbimosHAET MONCK aKTUBHBIX XOCTOB M KOHTPOJIb LLe/IOCTHOCTM CETU MO
3aZ,aHHOMY Ny/y CeTeBbIX aApecoB. [ns o6bHapy>XeHHbIX B CETU XOCTOB ONpesenseTcs
nx IP-agpec, DNS, FQDN, NetBIOS, Tvn onepaynoHHoOn cnctemel. Takxke nmeeTcs
BO3MOXHOCTb onpeaenntb Haanume areHta RedCheck. Mo pe3synbtatam BbIMOAHEHMA
3a/laHnA BrepBble BbiABAEHHbIE XOCTbl MOTYT ObiTb UMMNOPTUPOBAHbI B OA4HY 13

cywecTBytowmx rpynn CUCTEMbI, UAN 3KCMOPTUPOBAHbI BO BHELLHWIA daii.

CKaHVIpOBaHI/le BbINosiHAETCS 6e3 I'IpVIBMJTGI'VII?I B pexnme ‘-IepHoro AllWKa.
Ayaut B pexxnme «lleHTecT»

B pamkax gaHHoro ayanta RedCheck no3BosisieT BbINONHUTL CETEBOE CKaHNMPOBaHME
6e3 npuBMaernin B pexxnme YepHoro smka. Ayant B pexmme «leHTecT» MoxeT

BbIMOJIHUTb ChefyroLlmne TUnbl CKaHMpOBaHMI\/’l B paMKaX O4HOTro 3a4aHNA:

= CkaHMpOBaHMe NOPTOB — MPOBEJEHME CETEBOW MHBEHTapu3aumm bes
NpUBUAETNIA AN oNy6AMKOBaHHBIX CNY>K6 KaXAoro xocTa, BoisneHve MO n ero
BEpCUY;

= [lonck ya3BMMOCTEN — NPOBeAEHMEe ayanTa ya3BMMocTelr 6e3 npusmaermm ¢
BbIMOJHEHVEM AOMONHUTENbHbIX CKPUNTOB ANS BbIABJIEHHOIO MO UTOram CeTEBOM
nHBeHTapwmsauum [O.

= [logbop naposnen — BbINONHEHWE Nogbopa Naposien Ha OCHOBE YKa3aHHbIX

cnoBapew ana Tpebyembix ceTeBbIX CTyX6.

AyauT yasBumocten

@)Check
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RedCheck BbinonHsAeT LeHTpann3oBaHHOe ceTeBOe MW NOKaIbHOE CKaHMpPOBaHWe
XOCTOB Ha Hasnmnuune yassumocten OC, obliecnctemHoro v npukaagHoro MO, a Takxe
ceTeBoro obopyaoBaHuns. CkaHMpOBaHWe BbIMOAHAETCA MO0 C MCMONb30BaHNEM
areHta RedCheck, ninbo Ha ocHoBe 6e3areHTHOM TEXHONOTWN C UCMOIb30BaHMEM
NPUBUIETMPOBaHHbIX y4eTHbIX 3anucen (benbin Awmk). Bo Bpemsa ckaHMpoBaHua
COMOCTAaB/IAETCA COCTOAHNE NapaMeTPOB CUCTEMbI CUTHATypaM YA3BUMOCTEN,

cogepxxalumxcsa B otkpbiTom Penosuntopum OVALdb n onncanHbix B popmate SCAP.
Ayaut obHoBNEeHUMA

RedCheck no3Bonset o6Hapy>untb HeycTaHOBAEHHblE OOHOBAEHNS He30MacHOCTM Ha
y3nax cetm n cGopmMmpoBaTb HEOOXOAMMbIE CCbINKM A8 3arpy3KM HEAOCTAOLLMX
obHoBneHn. Ob6bekTaMn ayanTa ABASAIOTCA aKTyalbHble KNIMEHTCKME N CEpBEpPHbIE
Windows u Linux onepaLnoHHble CUCTEMBI, @ TaKXKe LUMPOKUIM NepeyeHb Apyroro

obuecmcteMHoro u npuknagHoro MO nan ceteBoro obopyzaosaHus (1.9 MepeueHb

nogjepxkvBaemblx NaAaTGopm). PesynbTtat ayanta 0O6HOBAEHWUI COAEPXKUT:

HaVMeHOBaHMA OOHOBNIEHNN, CBEAEHMA O PUCKAX, CBA3AHHbIX C OTCYTCTBUEM
HegocCTatoLwero O6HOBNEHNSA Ha Y3/1e CETH, CCbIIKY HAa MPOU3BOAMUTENS, 3aABUBLLETO O
BbIXOAe OOHOBNEHWMA, CCbINKY Ha peno3nTopuin (b6asy), rae XpaHATCa AOCTYMNHble A4

3arpy3kn oH6HOB/IEHWS.

CkaHVpoBaHWe BbIMOAHAETCA ANMBO ¢ ncnonbloBaHnem areHta RedCheck, nmbo Ha
OCHOBE 6e3areHTHON TEXHO/IOTMU C UCMOJIb30BaHNEM NMPUBUIETMPOBAHHbIX YYETHbIX

3anucen (benbin ALWKK).

B RedCheck peannsoBaH MmexaHU3M yrnpaBaeHus O6HOBIEHUAMWN COBMECTHO CO

cnyxb6om WSUS.
AyanTt KoHdUrypauum

RedCheck no3Bonsiet aBTomaTn3anpoBaTb NPOLECC KOHTPOSA NapaMeTpoB
6e30MacHOCTN 1 OCYLLECTBAATb OLLEHKY COOTBETCTBMSA MHPOPMALMOHHbBIX CUCTEM, ee

OTAENbHbBIX KOMMOHEHTOB UM XOCTOB, CTaHAapPTaM, NOJINTUKaM 6630ﬂaCHOCTI/I,

@)Check
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peKkoMeHAaLMaM BEHA0POB UAN APYTUM «MPU3HaHHbIM NpakTukam» (best practices).
RedCheck copep>xuT 60abLIOe KONMYECTBO rOTOBbIX KOHOUIypaLmii, pa3paboTaHHbIX
Ha ocHOBe TpeboBaHUN MeXAYHapPOAHbIX CTaHAAPTOB 1 pekoMeHaauui. Moaaepxka
cTaHgapTtm3oBaHHoro popmarta SCAP no3sosfeT Nosb3oBaTeNsaM 3arpy>aTtb

CTOPOHHME KOHbUrypaLumm, nim Ncnoab3oBaTb COOCTBEHHbIE.

Takke AyauT KOHPUrypaLm no3sonseT NnpoBoanTts nposepky CYB/,
Ha COOTBETCTBME NMapaMeTpoB KOHGUrypaumm nam noamtnke 6es3onacHocTy,

Hanpumep:

* TpebOBaHWIO K MAPONbHON MNOAUTUKE;
* TpebOoBaHWIO K MeTOoZaM ayTeHTUbUKaALMY;
= TpeboBaHMIO K pasrpaHuyeHnto goctyna b/;

* TpebOBaHMIO K Pe3epPBHOMY KOMMPOBAHWUIO 1 BOCCTaHOBAEHMIO B/,

CkaHunpoBaHwue BbinosiHAeTCa Mbo ¢ ncnonb3osaHnem areHta RedCheck, nmbo Ha
OCHOBe 6e3areHTHON TeXHOIOTUKN C UCMOJIb30BaHNEM NMPUBUIETMPOBAHHbIX YYETHbIX

3anucen (benbi AWMKK).
MuBeHTapusauua

RedCheck no3Bonsiet nonyyatb geTanbHy0 MHPOPMaLMIO 06 annapaTHbIX 1
NPOrpamMMHbIX CPeACTBax CKaHMPYeMbIX XOCTOB, BK/IHOYas: TUMbl U ONMUCaHMeE
obopyAoBaHMSA, BEPCUM U pPeAaKkLnMmn OnepaLMoOHHbIX CUCTEM, YCTaHOBJ/IEHHbIE NaKeTbl
06HOBIEHWW 1 nCNpaBaeHui, yctaHoBaeHHoe 10, 3anyweHHble cnyx6sbl,
nosib3oBaTenewn v rpynn, ceegeHvsa ob obwmx nankax. Fnybokas getaansaymsa
OTYETOB U UCNoAb30BaHNe GyHKLMM KOHTPOIb MO3BONAET OTC/IEXNBATb CaMble
He3HauyuTebHble N3MEHEHMA B COCTaBe NPOrpamMMHOro 1 annapaTHoOro

obecneyeHnsa cetn. PeannsoBaHa BO3MOXHOCTb MHBEHTapn3aunn o6pa30|3 Docker.

CkaHVpoBaHWe BbIMOAHAETCA ANMBO ¢ ncnonbloBaHuem areHta RedCheck, nmbo Ha
OCHOBE 6e3areHTHON TEXHO/IOTMWN C UCMOJIb30BaHNEM NMPUBUIETMPOBAHHbIX YYETHbIX

3anucen (benbin ALWKK).

@)Check
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Pukcaumsa (KOHTPOb LLeNIOCTHOCTH)

RedCheck moxeT 06Hapy>1Tb 1 ONOBECTUTb O HECAaHKLIMOHMPOBAHHbIX N3MEHEHMAX
LEeNOCTHOCTN B KOHPUTypaLMOHHbIX darnax, nankax, BeTkax peectpa (aBro3arpyska,
dann hosts, dann KOHPUrypaLnm MexXceTeBOro akpaHa). BkatoueHune pexunma
KoHTposib no3BOASET C 3a,@aHHOW NEPUMOAMNYHOCTBIO OCYLLECTBAATL MPOBEPKY

LENOCTHOCTU 3TaJIOHHbIX (I)aVIﬂOB.

KoHTpo/b LieslocTHOCTM Nanok 1 GpanioB ocyLwecTBAAeTCsA No BbiIbpaHHOW Macke
HavMeHOBaHMA METOAOM KOHTPOJIbHOTO CyMMUpOoBaHua no aaroputmam MD5, SHA1,

SHA256, SHA512, TOCT 34.11-2012.

CkaHunpoBaHwue BbinosiHAeTCa Mbo ¢ ncnonb3osaHnem areHta RedCheck, nmbo Ha
OCHOBe 6e3areHTHON TeXHOIOTUWN C UCMOJIb30BaHNEM NMPUBUIETMPOBAHHbIX YYETHbIX

3anucen (benbi AWMKK).
AyanNT cncTeM KOHTeMHepu3aLum

RedCheck no3sosifeT npoBoAVTbL KOMMIEKCHBIN ayanT 6e3onacHoOCTN Ansa 06pa3os u
KOHTeNHEepOB, peasn3oBaHHbIX Ha H6a3e naatpopmbl KOHTeHepu3aunn Docker, a
TaK>XXe CMcTeMbl OpkecTpauun n macwtabuposaHma Kubernetes. B pamkax gaHHow
bYHKUMM AOCTYMHBI MPOBEPKM Ha YA3BUMOCTU, KPUTUYHbIE HEYCTaHOBJ/IEHHbIE
obHOBAEeHNA 6e30NacHOCTW, HeBEPHbIe HAaCTPOMKM NapaMeTpoB KOHPUrypaLnii,
WHBEHTapu3aumnsa, Gukcauma n KOHTPOb LeIOCTHOCTU. B pamkax LTaTHbIX
bYHKLMOHaNbHbIX BO3MOXHOCTEN AOCTYMHa OTAe/bHaA 3ajaya NpoBepKu

ys3BMMoOcCTel dannoB-obpaszos Docker ¢ yueTOM apxXmTeEKTypbl CNOEB.

CkaHVpoBaHWe BbIMOAHAETCA ANMBO ¢ ncnonbloBaHuem areHta RedCheck, nmbo Ha
ocHoBe 6e3areHTHOM TEXHO/IOTMM C UCMONb30BaHWEM NPUBUAETMPOBAHHbBIX YUYETHbIX

3anucen (benbi AWMKK).

Ayaunt yassumocten ACY TN
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AyanT yazeumocTert ACY Tl npeaHa3Ha4veH AN NPOBEAEHMSA MPOBEPOK Ha Haanumne

ya3BuMocTer npotokonos ACY Tr1.

BbisiBNeHWE yA3BMMOCTEN MPOBOAUTCA NMYTEM COMOCTABAEHUS CUTHATYP, XPAHALLUXCA
B b/} RedCheck, c ngeHTMdMKaLNOHHBIMUY CBEAEHNAMM O 3aMNyLLEHHOM U

onybanKoBaHHOM Ha ckaHupyemom xocte 0.

CkaHVpoOBaHwMe BbIMONHAETCA Ha CETEBOM YPOBHe, 6€3 NCNoab30BaHNA NPUBUAETUM

WV YYETHbIX 3anmcen (YepHbin AWMK).
NMpoBepka aocTynHOCTH

RedCheck obnagaet BO3MOXHOCTbIO MPOBEPKN JOCTYMHOCTM A0DABAEHHBIX XOCTOB
AR NOObIX CUCTEMHbBIX PEXMMOB CKaHUPOBaHUA C NpusBuaernammn (benbin AWmK),
YyUYUNTbIBasi HACTPOEHHbIE TPAHCMOPTbI/MPOTOKO/bI 4OCTYyMNa N YYeTHbIe 3anmcu

RedCheck gna ckaHnpoBaHwms.

Pe3yJ'IbTaTOM BbINMONHEHWA 3a4aHNA ABNAETCA VIH(I)OpMaLI,MFI O AOCTYNHOCTN XOCTa AnAd
BbIMOJIHEHNA CKAHNPOBaHNA C NPpUBUNETUAMN (Eeﬂbll\;l FILLI,VIK), nmbo KOHerTHbIl\/'I

OTCYTCTBYHOLLUIA NapaMeTp HaCTPOMKM.

CkaHuVpoBaHWe BbIMOAHAETCA AMBO ¢ ncnonbloBaHnem areHta RedCheck, nmbo Ha
OCHOBE 6e3areHTHON TEXHO/IOTMUN C UCMOJIb30BaHNEM NMPUBUIETMPOBAHHbIX YYETHbIX

3anucen (benbi AWMKK).
CkaHnposaHume YARA npasun

RedCheck no3Bonset aBToMatM3npoBaTe 06Hapy>XeHMe BPeAOHOCHbIX OObEKTOB 3a
CYEeT NPMMEHEHNE CUFHATYPHOrO aHaan3a Ha OCHOBE Habopa Mob30BaTENbCKUX

YARA npaswn.

Pe3ynbTaToOM BbIMONHEHMA 3a4aHVA ABAAETCA CMMCOK YCMewwHo oTpaboTaHHbIX
npasua n nHdopmauma o pannax, B KOTOPbIX 66110 O6HAPY>KEHO CUTHATYpHOe

coBrajeHue.
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CKaHVIpOBaHI/le BbIMOJIHAETCA MO 6e3areHTHOW TEXHOIOTUN C UCMOJ/Ib30BaHMEM

NPVBUAETMPOBAHHbBIX YUETHbIX 3anucen (benbi AWwumk).

3a,£|,aHMFI MOTYT BbIMONHATLCA KaK MO pacnMCaHUKo, Tak 1 No Tpe6OBaHMI-O.

[JokymeHTupoBaHue pe3synbratoB ayauta (OTuertnbl)

®yHKuMAa [JokyMeHTUpOBaHWe pe3ynbTaToB ayAmnTa NO3BOASAET NO UTOry NMPOBEPOK
chopmmpoBatb oT4yeT B CUCTEME M COXPaHUTb ero B darn popmata HTML, PDF, MHT,

CSV vnm XML.

Cnctema No3BOIAET OCYLLECTBAATbL OTNPABKY OTYETOB MO 3NEKTPOHHOW MOoYTe, a
TaKk>Xe 3KCMOPTMPOBaTh pe3yabTaTbl MPOBEPOK B MPOrpPaMmMbl CTOPOHHMX

opraHusaumm.
®dyHkuua KoHtponb

[JaHHas onuma no3sossfeT BbIbpaTb pe3yabTaT CKaHMPOBaHNA HEOBXOANMOTO
3aflaHunA AN CPaBHEHWA C MOCAeAyrOLWUMM pe3yabTaTaMuy TOTO Xe 3aAaHuns (3TanoH).
KoHTposb paboTaet ¢ 3agaHnamun Ayant yassumocTen, AyanT KOHPuUrypaumm,
NHBeHTapm3auma n Pukcauma. CpaBHEHME HOBbIX OTYETOB C 3TaJIOHOM MO3BOJIAET

yBI/I,D,QTb I'IpOl/I3OLL|eALLIVIe N3IMEeHeHWMA Ha XOcCTe.
KoMnoHeHT AHaNAUTUKM

JaHHas dyHKUMA HeobxoanMa AN KOHTPOASA CKaHMPOBaHUA MHOPACTPYKTypb,
aHann3a n ycTpaHeHu s yA3BUMOCTEN U COOTBETCTBUA KOHGUrypaumnam 6e3onacHocTu.
NHCTpyMeHT No3BOAsEeT TOYHO OMpesenvTb, Kak MpobaemMbl JOCTyNa K XOCTaMm, Tak U

dHaAn3 nxX CKaHMpoBaHUA B pernamMeHT.

AHanus yﬂ3BVIMOCTel\/'I Nno3BONAET ONPELENNTL MNOABAEHNE HOBbIX YIPO3, KONNYECTBO
HE YCTPaHEHHbIX, a TakKXe OTAeﬂbeIVl CMMCOK MO 3aKpbITbIM npo6neMa|v|

6e3onacHoCTH, B yKa3aHHbII\;l nonb3oBaTeneM periamMmeHT (CpOK aHa/n3a B AHFIX).
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[aHHbIN GyHKLUMOHAN NpubanxkaeT knaccnyeckmin ckaHep 6esonacHoctn RedCheck k
BO3MOXHOCTIM MOLLHbIX VM-pelueHnin 6e3 HeOBXOANMOCTM NPOBOANUTL MHTErpaLmm

W ynpaBasTb yS3BMMOCTSIMM MO pe3y/ibTaTaM CKaHWpPOBaHWA B eAVHOM MHTepdeiice.
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1.5 PoneBasa moaenb RedCheck

CermeHTHasn poneBaa mopaesb

B RedCheck peannsoBaHa cermeHTHas posieBasi MOAe/b. ITO NO3BOASET pa3bmBaTb
NHPPaCTPYKTYpYy Ha HemnepeceKkaroLwmecs mexay cobon cermeHTbl. K kaxkgomy
CErMeHTy aAMUHMCTPaTOpP (Cynepnosib30BaTeNb) NPMBA3bIBAET NONb30BaTENEN
RedCheck. Kaxxabih nonb3oBaTelb MOXET B3aMMOAENCTBOBATb C 0O BbEKTaMWN TO/IbKO

CBOero cermMmeHTa, a MMeHHO!

" rpynnbi;
" XOCTbl

" 33jaHus;
= OTYeThbl;

" pe3ysbTaTbl CKaHNPOBaHWA.

Mocne yctaHoBkM RedCheck co3paetcs cermeHT no ymonuanuio (Default).

Mpo ynpaeneHne cermeHTamu umntante B 4.1 HacTporika poneBon Mogenu.

PasrpaHuueHue npaB goctyna

B RedCheck ansa pasrpaHnyeHns npas focTyna peasv3oBaHa poaeBas MOAeb.
Monb3oBatenamu CnucrteMbl MOryT 6bITb JOMEHHbIe yyeTHble 3anmcn OC, a Takxke

nokanbHble nonb3osatenn RedCheck (4.1 Hactpowvika posiesoint moaenu). Poab

nosb3oBaTena B Cucreme onpegenAaerca ero npnHag1eXXHOCTbHO K OAHOVI M3 4veTblpex

rpynn 6e3onacHoctn RedCheck:

= REDCHECK_ADMINS - Cynepnonb3oBaTenb;

= REDCHECK_ADMINIS - AamuHuctpatop WB;

= REDCHECK_SYSTEMS — CuctemMHbIn AgMUHUCTPATOP;
= REDCHECK USERS - lNMonb3oBatenb Ub.

MNMepeueHb BO3MOXKHOCTe ponen nonb3oBartenen RedCheck
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YHpaBneHme — BO3MOXHOCTb CO34aBaTb, MPOCMAaTPMBaATb, USMEHATb U YAaNATb.

Ha3BaHwue ponu

Cynepnosib3oBaTesb
(RedCheck_Admins)

AamuHncTpatop b
(Redcheck_Adminis)

CuCTeMHbIV aMUHUCTPATOpP
(RedCheck_Systems)

REDCheck
{0

MepeyeHb BO3MOXHOCTEW

O6nazaeT BCEMU BO3MOXHOCTAMU B pamkam
paboTbl ¢ KoHcoNbIo ynpaBneHua RedCheck

YnpasneHue xoctamu (+nMnopT / akcnopT
XOCTOB);

YnpasneHue rpynnamu;

MpocMOTp y4YeTHbIX 3anucen;

YnpasneHue 3agaHnamuy;

MNpocMOoTp 1 yaaneHve pesyibTaTtos
CKaHMpOBaHWs,;

YnpasneHue ¢pyHkumen KOHTpoab ans
BbINOJIHEHHOIO 33/laHNA

YnpasneHue otyetamu;

YnpasneHve npoduaamun ana Ayamta
yA3BUMOCTEN / KOHDUTYpaumi;

MNpocmoTp nonb3oBatenamun ansa paboTbl C
RedCheck

3anycK CMHXPOHM3aLUMN KOHTEHTa
6e3onacHoCTM 1 MMnopTMpoBaHne OVAL-
curHatyp;

MpocmoTp XypHana cobbITUA 1 CNPaBKM O
nporpamme;

YnpaBnieHune xoctaMmu (+MMMAOPT / 3KCMOpT
XOCTOB);

YnpasneHwve rpynnamu;

YnpaBneHue yyeTHbIMU 3anuncsamu;
MpOCMOTpP CBOWCTB 3ajaHNi;

YnpasneHve npoduaamun ana Ayamta
yA3BMMOCTEN / KOHPUrypaumm (4onycTumMo
yAaneHne TONbKO NOb30BaTENbCKUX
npodwunen);

N3meHsaTb HacTponku RedCheck (+ cmeHa
JNLEH3NOHHOTIO KNoYa);

3anyck 1 HaCTPOWKa CUHXPOHM3ALMN KOHTEHTA
6e3onacHocCTy;
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[Nonb3oBatenb b
(RedCheck_Users)

REDCheck
{0

= [lpocMOTp XypHana cobbITU 1 CNpaBKkK O
nporpamMmme;

= [IpoCcMOTp CBOWCTB XOCTOB;

= [IpocmoOTp CBOWCTB rpynm;

= [IpoCMOTp y4yeTHbIX 3anucen;

= [lpoCMOTp CBOWCTB 3ajaHni;

= [lpocMOTp pe3ynbTaToB CKaHMPOBaHWS;

= [lpocmoTp paboTbl yHKLUMN KOHTPONL Ans
oTyeTa BbIMOJHEHHOrO 3ajaHunA

= [lpocmoOTp OTYHeTOB;

= [lpocmoTp npodunen ana Ayamta
yA3BMMOCTeN / KOHUrypaumm;

= [lpocMOTp cnpaBKku O NPOrpamme;

= 3anyck CMHXPOHWU3aLMWN KOHTEHTa
6e3onacHocCTy;
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1.6 Pepakuum RedCheck

RedCheck pgoctyneH B ueTbipex pegakumax:

Base — npegocTaBasieT HEOOXOANMbIE MHCTPYMEHTbI 414 ayAnUTa YA3BUMOCTEN U
obHoBneHnn Windows 1 Linux cuctem npv NoBCeAHEBHOM KOHTPOE 3aLlULLEHHOCTH

ncC.

Professional — Bkitouaet B cebs ocHOBHOM Habop Bo3MOXXHOCTeN CucTeMbI Ans

MOHUTOPUHIa U ynpasJieHNA 3aWNLLEHHOCTbLIO ceTen KOpPnopaTnBHOIO YypPOBHA.

Expert — BkntoyaeT Bce QyHKLMM N CKaHMpyeMble NaaTtGopmbl, NO3BOASET
NPOBOAMTbL KOMMIEKCHBIN ayanT 6e30mnacHOCTM 06pa3oB Ha baze naathopmbl

KOoHTenHepu3aumn Docker.

Enterprise — obnagaet Bcemu nmerowmmMmca GyHKLUNOHaNbHBbIMY BO3MOXHOCTAMM
Cuctemsl. Pejakuma opreHTMpOBaHa Ha KpyrnHble n pacnpegenérHble NC n

06J1a,u,aeT BO3MO>XHOCTbHO NMOAKNHOUYEHNA AOMOJHUTEIbHbIX Mop,yneﬁ CKaHMpPOBaHMA.

¢YH KUUUOHaJIbHble
BO3MOXXHOCTU

OYHKUWMNOHAJIbHBIE BO3MOXHOCTU

O6Hapy>eHune XocToB

Professional

Ayaut B pexxnme «[leHTecT»

AyanT ya3BUMOCTEW
AyanTt obHOBNAEHWM

AyanT KOHOUrypaLmi

REDCheck
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HBeHTapu3aumsa + + + +

dukcauma n KOHTPOb + + + +

Ayaut CYB/[, — + + +

3a JOMNOJIHUTE/IbHYIO MnaaTy (No

AyawnTt yassumocten ACY Tr1 -
KONMYeCTBY XOCTOB)

AyanT ya3BumMocTer obpasos
Docker

MpoBepKa JOCTYNMHOCTM + + + +

OtyeTbl NO pe3ynbTatamMm

ayautos * * * +
OC Windows u Linux + + + +

CeTeBOe 0bopysoBaHue - + + +

3a JIONONHUTENbHYIO NaaTy (Mo
KOJIMYECTBY XOCTOB)

CpegctBa BUpTyanmsauum - + + +

CpegactBa KOHTeMHepU3aLLmm 1

MpoTtokonbl ACY TI1 -

opKecTpaLmu B B * +
— + + +
CeptnédunuympoBaHHas Bepcus + + + +

REDCheck
{0
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AzanTtaumns KoHUrypaLmi 3a JONONHUTENbHYO NAaTy +

PaspaboTka nHANBMAYaNbHbIX

o - 3a AOMNONHUTENbHYIO MaT
KOHdUrypaLmi 6e3omnacHoCTK A y y

PaCLLIMpeHHaFI nojaep>ka 3a AONONHUTENBHYHO NaaTty +

MopkntoueHne
AOMOJIHUTENBHBIX CNYXO

CKaHMPOBaHMA (NMLEH3NPYHOTCA
OTAeNbHO)

MHoronotoyHoe
CKaHWpoBaHue benbim AWwmMKom

MHoronoTto4Hoe
CKaHWpoBaHue YepHbiM + + + +
AWNMKOM («[leHTecT»)

BO3MOXHOCTb MHTErpaumm c
nomoubro RestAPI

Web-koHconb ynpasaeHus + + + +

NHdpopmaLmsa o Bepcumn 1 yCTaHOBAEHHbIX CyX6ax NporpaMmbl, a Takxxe 06
orpaHuyeHuax ncnosb3yrowencs pegakunm RedCheck, HaxoguTca B
nyHkTe Cnpaska — O nporpamme.

REDCheck
{0
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1.7 InueHsupoBaHue

CucTeMa NNLEH3MPYETCA COTacHO peAakumam, ykasaHHbiM B 1.6 Peakuinm

RedCheck

Cucrema JIMUEH3NPOBAHNA HE HaK/lajblBaeT Ol'paHl/I'«IeHl/Il\/JI Ha KOJN4eCTBO
NnpPoBOANMbBIX ayANUTOB, UX MOBTOP, a TakKXXe KOJIMYeCTBO CKaHNPYEMbIX XOCTOB B

KaXXZ4oM ayauTe B Npejesnax NCnoib3yeMOon NNLLEH3NN.

Cpok aeuncTeua anueHsnm coctaeaseT 1-3 roga, Bo3MoxHO npunobpeteHne RedCheck
Ha 2 roga wau bonee. B nepuog aenctemsa anueHsnmn nonbsosartento RedCheck
6ecnnatHo npepocTaBaseTcs HasoBas TexHUYeckas noaaepsxka, 4oCTyn K

aKTyaNbHOMY KOHTeHTy 6e3onacHocTn n o6HoBneHus Bepcmii RedCheck.

CBeseHuns 06 akTyanbHbix anueH3nsax Ha CA3 RedCheck v LieHax npuBeseHbl B

oduuManbHOM Npanc-ancTe, onybaMkoBaHHOM caliTe

npoaykta https://www.redcheck.ru n opuymanbHom carite KOMNaHUK

JNUEH3VOHHOE COIMNMALWEHWE C KOHEYHBIM MOJIb3OBATEJIEM
REDCHECK (EULA)

@)Check
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1.8 Kak nonyuuTtb TecToByl0 Bepcunio?

Ana npnobpeteHns anueHsmm RedCheck Heobxoarmo obpatntbca B oTAeN Nposax

AO «ANNTOKC-COPT» B cBOBOAHOM PpopMe — sales@altx-soft.ru nam k naptHepam B

BalleM peruvoHe - https://www.altx-soft.ru/company/partner net/

Yto6bI NoNyumTh TectoByto Bepcmto RedCheck, Heobxoaunmo:
War 1. Nepewtn Ha cant RedCheck — CkauaTb TecToByto Bepcuto.

LWar 2. Yepe3 dopMy 06paTHOM CBA3M 3aNONHWUTL 0b6sA3aTe/IbHbIe MO ANS Bbl4aum

TEeCTOBOM nnueH3nn.

LWar 3. B TeueHne pabouero gHs Ha 31eKTPOHHYHO MOUTY, yKa3aHHYH Npu 3anpoce,
ByaeT oTnpaBaeHO cOObLLEeHNE C TECTOBBIM NULLEH3NOHHBIM KJTFOUOM U

KPaTKOW MHCTPYKLMEN MO NCMOb30BaHWIO.
RedCheck gocTyneH B cnegyrowmx Bepcmax:

=  CeptnduumposaHHas PCTIK Poccnm Bepcns (ana apyrnx rocysapcrs MOryT
6bITb 4OCTYMHBI CEPTUPULIMPOBAHHbIE BEPCMM MO TpeboBaHNAM COBCTBEHHOTO
perynatopa, MHGOPMaLmIO O JOCTYMHOCTY MOXHO MOAYYNUTb Y
COOTBETCTBYHOLLLETO ANCTPUOLIOTOPA);

= HecepTndumumpoBaHHaa cTaplias Bepcua (06a1agaet HOBbIMU GYHKLMAMUN U

HaxoAuTca Ha cepTudmkaumn).

CeptndpuumpoaHHaa PCTIK Poccmn Bepcns RedCheck noctaBasietcs B TeueHun 5-

10 paboumx gHen. B nocTtaBky BXOAAT:

= cepTudunumpoBaHHasa Bepcua aucTpunbytmea Ha USB-HocuTene;

" JIMLEH3UA Ha BaaHKe C YHUKaNbHbIM KNHOUOM;

" KOMIMAEKT CONPOBOANTENBHOWN N 3KCMJyaTaLMOHHOW AOKyMeHTauun (Ha USB-
HocuTene);

= konus Ceptndukara coorsetctBua GPCTIK Poccuu;

* abOHEMEHT Ha pPacCLUMPEHHYH TEXHNYUECKYHO NoAAepXKKy (Mpuy 3akase).
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Mpn HeobxoanMOCT 06HOBAEHWA KOHTEHTa Wb B opnaliH pexxume ncnoib3yercs

napa NornH/naponb ans goctyna k LieHTpy cepTndmLmpoBaHHbIX OBHOBAEHWA.

HeceptndunumnposaHHas Bepcms RedCheck nocrtaBnsietcs B 31eKTpOHHOM BUAE B

TeueHun 1-3 paboumx agHen. B noctaBKy BXOAAT:

" JIMLEH3USA/UKN Ha BAaHKe C YHMKaIbHbIM KJOYOM (31eKTPOHHO, pdf);
* aboOHEMEHT Ha PaCLUMPEHHYH TEXHUUECKYHO NoAAep KKy (Mpu 3akase,

3N1EeKTPOHHO).

@)Check
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1.9 NepeueHb NnoaaeprKkmMBaemMbix nnatpopm

Microsoft Windows

XP' / XP Embedded / Vista/7/8/81/10/ 11
Server 20032 /2008 / 2008 R2 /2012 / 2012 R2 /2016 / 2019 / 2022

AlmalLinux 8.x / 9.x

Amazon Linux 2 / AMI / 2023

Alpine 3.9 -3.22 / edge

CentOS Linux5/6/7/8

CentOS Stream 8 /9

Debian6.0/7/8/9/10/11/12

Debian GNU/kFreeBSD 6 / 7

Debian GNU/Linux2.2/3.0/3.1/4.0/50/6.0/7

Fedora CoreOS 34

FreeBSD 10 /11 /12

Linux Mint 17 /18 / 19/ 20

Mageia4/5/6/7/8/9

openSUSE 10.2/10.3/11.0/11.1/11.2/113 /114 /121 /122 /123 /13.1
/13.2

openSUSE Leap 15.0/15.1 /153 /154 /421 /422 /423

Oracle Solaris 10 /11 /111 /112 /113 /114

Oracle Linux4/5/6/7/8/9

Red Hat Enterprise Linux3/4/5/6x/7x/8x/9x

Red Hat CoreOS 4

Rocky Linux 8 /9

Solaris 10 / 11

SUSE CaaS Platform 3 / 4

SUSE Linux Enterprise Desktop 10 /11 /12 /15

SUSE Linux Enterprise Server 10 /11 /12 /15

SUSE Linux Enterprise Server for SAP 11 /12 /15

SUSE Linux Enterprise Point of Service 11

SUSE Linux Enterprise Real Time 11/ 15

SUSE Linux Enterprise High Performance Computing 15

Ubuntu 4.10 / 5.04 /5.10 /6.06 / 6.10 / 7.04 / 7.10 / 8.04 / 8.10 / 9.04 / 9.10 /
10.04 /10.10 /11.04 /11.10 / 12.04 / 12.10 / 13.04 / 13.10 / 14.04 / 14.10 /
15.04 /15.10/16.04 /16.10 /17.04 /17.10 / 18.04 / 18.10 / 19.04 / 19.10 /
20.04 /20.10 /21.04 /21.10 / 22.04 / 22.10 / 23.04 / 23.10 / 24.04 / 24.10 /
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25.04
= VMware Photon 0OS1.0/20/3.0/4.0

OTteuectBeHHble OC

= ALT Linux SPT6 /7

= ALT8SP/10SP

= ALT9/10

= Astra Linux CE (Opén) 2.12

= AstraLinuxSE1.5/1.6/1.7 /1.8 Open / BopoHex / CmoneHck
= REDOSMUROM7.1/72/73

= ROSA DX COBALT 1.0

= ROSA SX COBALT 1.0

= ROSA Cobalt 7.9

= ROSA Enterprise Linux Desktop 7.3
= ROSA Enterprise Linux Server 7.3

= SberLinux OS Server

= SberLinux CoreQOS

CeteBOe o6opyaoBaHue

= Check Point GAIA

= (Cisco I0S

= Cisco NX-OS

= Eltex cepun ESR / MES

= FortiGate FortiOS 5.0 v Bbiwe

= Huawei VRP

= UserGate UTM 6.1.0.10123F / 6.1.5.11134R v BbiLie

BupTtyanusauus

= Astra Linux "bpect"

= Microsoft Hyper-V Server 2008 / Hyper-V Server 2008 R2 / Hyper-V Server
2012 / Hyper-V Server 2012 R2

= kak ponb Windows Server 2008 / Windows Server 2008R2 / Windows Server
2012 / Windows Server 2012 R2

= ROSA Virtualization 2.1

= VMware ESXi Server 5.0 /5.1/55/60/65/6.7/7

= VMware vCenter Server 5.1 /55/60/65/6.7/7

=  VMware NSX

CYBA,

REDCheck
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Microsoft SQL Server 2005 / 2008 / 2008 R2 / 2012 / 2014 / 2016 / 2017 /
2019 / 2022

MysSQL Server4.1/50/51/55/56/57/60/80/81/82

Oracle Database Server 11 /12 /18 /19

Pangolin

PostgreSQL8/9/10/11/12/13/14/15/ 16

ACY TN

Codesys V2 / V3

Citect SCADA

Iconics GENESIS (32/64)

IGSS

Siemens Automation License Manager
Siemens SICAM PAS

Siemens Simatic WinCC

Siemens Simatic WinCC flexible
Siemens STEP7

Wonderware InTouch

MK AraBa

MJIK Kactom

MK OseH

MK Sncm

MK Advantech APAX-xxxxKW, ADAM-xxxxKW
MNJIK Ergon

MK Fastwel

MK Omron

MK ReallLab!

MK Rockwell Automation

MK Siemens Simatic S7

MJIK Schneider Electric Modicon
MK Yokogawa FCN

KontenHepusauus

REDCheck
'Q)

Docker 1.13.0 v Bbiwe (Storage Driver overlay?2)
Kubernetes 1.18 /1.19/1.20/1.21 /122 /1.23 / 1.24
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'RedCheck He noddepxusaem ckaHuposaHue Windows XP npu nomouwu WinRm-

MmyHHeJ1A;

2RedCheck He noddepxusaem ckaHuposaHue Windows Server 2003 npu homouju

azeHma,

MonHbIV NepeyeHb nogaep>xxnsaemoro MO gocTyneH Mo CCblkKe.

B Tabanuax 1-3 npesacTaBieHbl BO3MOXHbIE PEXMMbI CKAaHUPOBAHWA ANS
COOTBETCTBYHOLLMX TUMOB 3a4aHWN.

Ta6bamua 1 OnepaLMoOHHbIe CUCTEMDbI

Uenu
CKaHMpoBaHUWU/Tunbl FreeBSD
3apaHun

Ayaut
yA3BMMOCTEN

AyanTt obHOBAEHW

AyanT KOHOUTypaLnii

NHBeHTapu3auma

®Pukcauns

AyanTt B pexume
NeHTecT

,@)Cheek 35
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Ta6baunuya 2 CeteBoe o60opyaoBaHue

enu
1 o Check
CKaHMpoBaHUN/Tunbl .
> Point
3agaHnm

Ayant
yA3BMMOCTEN

Ayant obHoBAEHWM NA

AyanT KOHOUrypaLmi AL

[
. -

NA

AyanTt B pexume
[NeHTecT

BB

AL

NA

AL

AL

NA

BB

AL

NA

AL

AL

NA

BB

AL

NA

AL

AL

NA

BB

Ta6auua 3 Cucrembl BUPTyanm3aummn M KOHTEMHepU3aumm

Uenu
CKaHMpoBaHuW/Tunbl
3apaHuM

Ayaut
yA3BMMOCTEN

AyanTt obHOBAEHW

AyanT KOHOUTypaLmi

NHBeHTapu3auma
®Pukcauns
Ayant B pexxnme lNeHTecT

REDCheck
‘q>:

AL

NA

AL

AL

NA

BB

AL

NA

AL

AL

NA

BB
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YcnoBHble 0603HaueHuns

«A» — areHT,

«AL» — 6e3areHT (SSH);

«RE» — 6e3areHT (WinRM);

«NA» — pexunm ckaHMpPOBaHWUS W TUN 3aJaHNA He NMPUMEHMMBI;

«BB» — ayanT metoaoM YepHOro Awmka.

@)Check
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1.10 MNMepeueHb MHTErpMpyemMbiX CUCTEM

RedCheck nmeert gevictytowime nHterpauumn co cieayrowmmm SIEM-cuncremamu:

= Kaspersky KUMA (oduumanbHbI canT);

= Neurodat SIEM (oduULLMaNbHbIA CaWT);

= R-Vision (0duLManbHbIA CaunT);

= Security Vision; (0dMUMaNbHbIA CanT)

VIHCTpyKUMIO MO MHTEerpauum 1 KOHGUrypaumm MOXHO HauTK Ha canTe
pa3paboTtumka SIEM-cucrembl am npu obpalleHmm K HUM B TEXHUYECKYH

NOALEPXKKY.

,@)Check
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1.11 Cay>xb6a TeXHUUECKOW NoAAEPIKKN

TexHUYeckne BOMNPOChI, CBA3aHHbIE C UCMOb30BaHMEM ckaHepa He3onacHOCTU
RedCheck, MOXHO 3aaaTb Halewn cny>kbe TEXHNUECKOW NOAAEPXKKM YA0OHbIM A5

Bac cnocobowm:

=  Web-nopran: portal.altx-soft.ru

*  DjeKTpOHHas nouta: support@altx-soft.ru

= Web-cait npoaykra: redcheck.ru
Mpw obpaLleHnn B cy>kby TEXHUYECKOWN NOAAEP>KKM HEOOXOAMMO yKa3aTh:

" HOMep NNLEH3NK;

" HOMep KymnoHa A/ PacLUMPEHHOM TEXHUYECKOW NOAAEPXKKY;

" HavMeHOBaHWe NpeACcTaBAAeMOM OpraHn3aLuy;

"  MPUKPENnuTb NOJHbIE CKPUHLLIOTbI OKHA KOHCOAW, rae 3aduKCupoBaHa
npobsiema 1 onuncatb AeNCTBUSA, KOTOPbIE MPUBOAAT K TaKOMY pe3ynbTaTty

= B C/ydae ownbok B pabote CuctemMbl, NpUKpPennTb Gara XXypHana cobbITUR

COOTBETCTBYHOLLEW CY>KObI, B KOTOPOM 3admKcnpoBaHa npobiema.

C PernameHTOM OKa3aHMs TEXHUUECKOWN nogaep>XkKm MO>XHO O3HaKOMUTbCA

Ha CaNTe NPOV3BOAMTENS.

@)Check
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2 CucremHble TpeboBaHusA

CopeprxaHune

= 2.1 TpeboBaHWs K annapaTtHOMy obecneyeHuro

= 2.2 TpeboBaHMA K NpOorpaMMHOMY obecrneyeHunro

= 23 TpeboBaHWs K ceTeBOU MHDPpaCTpyKType

REDCheck
't)’
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2.1 TpeboBaHMA K annapaTHOMy obecneueHuto

[JonyckaeTca yctaHoBka komnoHeHToB RedCheck Ha BupTyanbHble MalumHbl. MNpn
3TOM CMCTEMa BUPTyanu3saLmm goaxkHa bbeiTb coBMectnma ¢ OC, npeactaBAeHHbIMU B
nyHkTe 2.2 TpeboBaHMA K NporpaMMHoOMy obecneyeHmto

TpeboBaHMs K annapaTHbIM pecypcam, KOTopble HEOOXOANMbI ANSi KOPPEKTHOM

pabotbl RedCheck:

KomnoHeHTbI AnnapatHble Tpe6oBaHNA

CoBmecTHasA ycTtaHOBKa

CepBepHbIl KOMMOHEHT
(redcheck-api)

KoHconb ynpasrieHuns LLM Xeon, yactota He Huxe 1,86 ITu, He meHee 4
(redcheck-client) anep
Cny>xba ckaHMpoOBaHMA O3Y He meHee 12 Th
(redcheck-scan-service) M3Y He meHee 2 b

Cny>x6a cMHXpOHM3aLmm
(redcheck-sync-service)

Pa3zaenbHasn ycraHOBKa

LIIM Xeon, yactoTta He Huxe 1,86 Tu, He meHee 2
aaep
O3Y He meHee 6 b
M3Y He meHee 1THb

CepBepHbIl KOMMOHEHT
(redcheck-api)
KoHconb ynpasneHus
(redcheck-client)

REDCheck
f3o
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LI Xeon, yactota He Huxe 1,86 [T, He meHee 2
aaep
O3Y He meHee 6 b
M3Y He meHee 1B

Cnyx6a ckaHMpoBaHMA
(redcheck-scan-service)

LI Xeon, yactota He Huxe 1,86 MTu,He meHee 2
Cny>xba CMHXpOHM3aLMK anep
(redcheck-sync-service) O3Y He meHee 4 Th
M3Y He meHee 1B

LI Xeon, yactota He Huxe 1,86 [T, He meHee 2
aaep
Cepsep CYB/; O3Y He meHee 6 b
MN3Y He meHee 10 I'b (pekomeHaaLnm No pacyery
obbema b/l npnBeaeHbl HUXeE)

AOI‘IOI’IH unTeJZibHbi€é KOMMNOHEHTbI

LI Xeon, yactoTta He Huxe 1,86 Tu, He meHee 2
[LONONHUTENbHBIN MOAY b aaep
CKaHWpOBaHMA O3Y He meHee 6 Tb
M3Y He meHee 1B

TpeboBaHus kK 06bemy HDD npeacraBneHbl 6e3 yyeTta pa3melleHmsa Ha OBM
onepaumnoHHbIx cuctem, CYB/, n apyroro cuctemHoro u npukaagHoro [10.

"' - B cnyuae pasmewjeHus cepsepa CYB/] coemecmHo ¢ komnoHeHmamu RedCheck

annapdamstelie mpe6oeaHu;7 ck1adbisaromcs.
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3HaueHus B Tabanue ABASIOTCA PEKOMEHAYEMbIMU, peaibHOe NoTpebieHne MoXeT
OT/INYATLCA B 3aBUCUMOCTM OT CLLeHapUeB MCnoab3oBaHusa Cnuctembl. PekomeHayeTcs
BbINOJIHATH MOHUTOPWHT NoTpebaeHns CPU 1 namsaTh Ha XxocTax Ans onTumMmusaunm
notpebaeHnsa pecypcos.

Boigensembii o6vem HDD Ha cepBepe B/l npesHa3zHaueH A5 XpaHEHUS KOHTEHTa
VB v pe3ynbtatoB ckaHnpoBaHus. [Mpn onpeseneHnm Heobxoammoro obvema HDD

cnepyeT yuntbiBaTh caeayrouime hbakTopbi:

"  KONM4YecTBO CKaHMPYEMbIX XOCTOB + KONINMYECTBO TUMOB ayAnTOB 414 KaXXAa0ro
XOCTa,
" Y4acToTa NpOBOAUNMBIX CKaHMpOBaHMVI;

* Nnepuoj XxpaHeHusa pesyabTaToB CKaHMpoBaHua B B/,

OpueHTMPOBOYHO HeobxoamMbi 06bem HDD (ans ogHOro Tmna ayamrta) MOXHO

onpegennTb Mo cneayrollen popmyne:
VHDD = Vcp NT

rae VHDD — Heobxogumeblii 06bem HDD, T'b; Vcp — cpeaHnini o6bem pesynbtatoB
CKaHMpPOBaHMA OAHOTO XOCTa,
Vcp = 2 Mb; N — konnuecTtBo ckaHMpyeMbIX XOCTOB, eJ,.

T — NepuoA XpaHeHWs pe3ybTaToB CkaHMpoBaHus B b/, Hea.

Tak, N5 XpaHeHWs pe3ybTaToB exXeHeaelbHOro ckaHnpoBaHusa 100 xocToB B
TeyeHue nonyroaa, Heobxoammo Bbigennts 0,002*100*26 = 5,2 I'b cBoboaHOro

AMCKOBOrO NPOCTPaHCTBa.

3HaueHws Bbigensemoro obbvema HDD Ha cepsepe B/l B 3aBUCMMOCTM OT KOANYeCTBa

CKaHWPYEMbIX XOCTOB (419 OAHOrO TUMa ayAnTa) NpeacTaBaeHbl B Tabavue.

KonuuectBo
CKaHUpYyeMbIX XOCTOB

YactoTta ckaHMpoBaHus

He 6onee 200 1 pa3 B kBapTan 3

REDCheck
'Q)
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1 pa3 B mecaL, 6

1 pa3 B Hegento 22
1 pa3 B kBapTan 5
Ot 200 ao 500 1 pa3 B mecsy, 13
1 pa3 B Hegento 53
1 pa3 B kBapTan 20
OT 500 20 2000 1 pas B mecsu, 52
1 pa3 B Hegento 212
1 pa3 B kBapTan 35
2000% 1 pa3 B mecaL, 100
1 pa3 B Hegento 400

* 3HaueHVA NpesCTaBaeHbl N3 YCI0BUA XPaHEHNA pe3y/IbTaTOB CKaHMPOBAHNA B

TeUeHUN OAHOTO roja.

** lna obecrneyeHns 6bICTPOAENCTBNA N YMEHbLUEHWA BPEMEHHbIX MHTEPBANOB
BbIMOAHAEMbIX onepauni ¢ b/l pekomeHayetca CYB/l pacnonarate Ha SSD.
Ncnonb3oBaHme SSD A0MKHO MPUMEHATLCA COBMECTHO C BbIMOJIHEHWEM paboT no

onTUMM3aLLMN N TOHKOW HacTporike CYB/,.
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2.2 TpeboBaHMA K nporpaMmMHoMy obecneueHunro

TpeboBaHus k MO ans KOPPEKTHOro GYHKLUNOHNUPOBAHNSA OCHOBHbIX KOMMOHEHTOB
RedCheck:

= OC:
= Astra Linux 1.7.6 SE (CMoneHck / BopoHex / Open);
= Astra Linux 1.8.1 SE (CMoneHck / BopoHex);
= Debian 12;
= PEAOC7.3;

= SberLinux 8.x;

= PostgreSQL sepcus 12.5 - 16;
= Postgres Pro Bepcus 14 / 15;
= Jatoba 4.13.2/58.2/6.6.1
= Platform V Pangolin;
= Bpay3ep Ha ocHoBe sapa Chromium;
= KomaHaHas obosiouka Bash;
= (CraTMueckas CTpoka npuriaweHus (AnHaMmyeckas CTpoka MpUrialleHns He

noaaep>XXneaercsa).
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2.3 TpeboBaHMA K ceTeBON MHPPaCTPYKType

B3anmopencreme ocyLLecTBaseTca No NPOTOKOAaM CTeka CeTeBbIX MPOTOKOJ/IOB
TCP/IP. NHnumauma ceTeBbIX B3aMMOAENCTBUI OCyLLecTBAseTca VICTOUHMKOM C

ncnoanbsoBaHneM gUHaMUYECKUX NMOPTOB, onpeaesieHHbIX B OC.

Bce nopTbl Ha3HaueHWA MOryT BbITb NepeonpesesieHbl, KPOMe NoNyYeHns
06HOBIEHN C OPULMaNbHOTO penosnTopms Npounssogutens (Cepauc

CMHXPOHM3aLuK - https://syncn.altx-soft.ru).

Tabauua 1 — nepeyeHb CeTeBbIX MOPTOB B3anMoAencTBns kKoMnoHeHToB RedCheck

Mopr MpuknapgHoi

Ha3HaueHue

Ha3Ha4YeHuA ﬂpOTOKOJ’I/KOMMeHTapMﬁ

Be6-koHcob Beb-koHcoNb 8080/TCP HTTP/B3anmogencTaume ¢
RedCheck RedCheck BeO-KOHCONbIO
(pekomeHayeTcs

ycTtaHOBUTb SSL-
ceptndukat u
nepeornpeaennTb nopr)

Cnyxb6a REST Cny>x6a REST 8081/TCP HTTP/B3anmogaencreune co
RedCheck RedCheck cny>x6om REST RedCheck
(pekomeHayeTcs

yCTaHOBUTb SSL-
ceptudmkat u
nepeonpeaennTb NOPT)

Beb-koHcoNb Cepsuc DNS 53/TCP

RedCheck DNS/3anpocbl B ciyxoy
paspeLLeHns NMeH

Cnyx6a REST baza AaHHbIX 5432/TCP Bsanmogaeincteume ¢ 6ason

RedCheck JAaHHbIX

Cnyxb6a REST Cepsuc DNS 53/TCP DNS/3anpocbl B cnyx6y

RedCheck pa3peLleHns MMeH

REDCheck
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Beb6-koHconb /
Cnyx6a REST

Cnyxba
CKaHMpPOBaHMs
RedCheck

Cnyxba
CKaHMpPOBaHMs
RedCheck

Cnyxba
CKaHMpPOBaHMs
RedCheck

Cnyxba
CKaHMpPOBaHMs
RedCheck

@)Check

Cepsuc
3NIEKTPOHHbIX
MOUTOBbIX
coobuleHun, e-
mail

basa gaHHbIX

AreHTt RedCheck
Ha CKaHMPyeMOM
obbekTe cetn

AreHTt RedCheck
Update Ha
CKaHMpPyemMoM
obbekTe cetn

be3areHTHOE
CKaHWpOBaHMe
0ObEeKTOB Cetn

25/TCP

5432/TCP

8732/TCP

8733/TCP

22/TCP

80, 443/TCP

1433/TCP

3306/TCP

5432/TCP

1521/TCP

50000/TCP

SMTP/OTnpaBka NOYTOBbIX
YBELOMIEHNI O
pe3yabTatax paboTbl
GTY

B3anmogaencteme ¢ 6ason
AAHHbIX

B3anmogaencteme ¢
areHToOM CKaHMPOBaHMS
RedCheck

B3sanumogencteme ¢
areHToM OBbHOBAEHUM
RedCheck

SSH/Be3areHTHOE
ckaHupoBaHue Linux

HTTP/HTTPS/Bbe3areHTHoe
CKaHMpoBaHMe 0H6BbEKTOB C
Be6-40CTYyNnoMm

CkaHupoBaHue 6a3
JaHHbIX Microsoft SQL

Server

CkaHupoBaHue 6a3
AaHHbIX MySQL

CkaHunpoBaHwue 6a3
AaHHbIX Postgres SQL

CkaHupoBaHue 6a3
AaHHbIX Oracle Database

CkaHunpoBaHwue 6a3
AaHHbIX IBM DB2
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Cnyxba
CKaHMpPOBaHMs
RedCheck

Cnyxba
CKaHMpPOBaHMs
RedCheck

Cnyxba
CKaHMpPOBaHMs
RedCheck

Cnyxba
CUHXPOHM3aLNN
RedCheck

Cnyxba
CUHXPOHMU3aLUN
RedCheck

Cnyxba
CUHXPOHMU3aLUK
RedCheck

Cnyxba
CUHXPOHMU3aLUK
RedCheck

Cnyxba
CUHXPOHM3aLNN
RedCheck

@)Check

CkaHupoBaHue B
pexxmme
«[leHTecT»

CeTeBoW KaTanor

Cepsuc DNS

basa gaHHbIX

CeTeBOW KaTasor

Cepsep
OBHOBNEHUN
RedCheck

MNMpokcn-cepsep

Cepsuc
CUHXPOHM3aLUn
(https://syncn.altx-

39015/TCP

0-
65535/UDP-
TCP

445/TCP

53/TCP

5432/TCP

445/TCP

445/TCP

3128/TCP
(nopt
3aBUCUT OT
cny>6bl
NPOKCK)

443/TCP

CkaHupoBaHue 6a3
AaHHbIX SAP HANA

CkaHunpoBaHue 06bekToB
cetu B pexxnme [leHTect

SMB/B3anmoaencreme ¢
KaTaJlOrom B CETEBOM
pa3MeLLeHnm ans
XpaHeHns OTYeToB O
pe3ynbTaTax
CKaHWpoBaHuA

DNS/3anpocbl B cayxby
pa3peLleHma UMeH

B3savmogaencteme ¢ 6ason
AAHHbIX

SMB/B3anmopencTeme ¢
KaTasiorom obHOBAEHUI B
CeTeBOM pa3MeLLeHnn ¢
obanH-KOHTEHTOM

SMB/B3anmoaencreme ¢
KaTasorom o6HOBAEHMWI Ha
cepBepe 0OHOBAEHUI
RedCheck

HTTPS/doctyn Kk cepsucy
CUHXPOHM3aL MK
npoun3BoauTens yepes
NpoKCcKn-cepsep
(https://syncn.altx-
soft.ru)

HTTPS/JocTtyn k cepsucy
CUHXPOHM3aL MM
npovsBoauTens
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soft.ru) (https://syncn.altx-

soft.ru)

Cnyxba Cepsuc 25/TCP SMTP/OTtnpaBka NOYTOBbIX
CUHXPOHM3ALUN  31EKTPOHHbIX yBEAOMIEHUI O
RedCheck NMOYTOBbIX pe3yabTatax paboTbl

coobLeHnn, e- CyX6bl

mail
Cnyxba Cepsuc DNS 53/TCP DNS/3anpocbl B ciyx6y
CUHXPOHMU3aLUK paspeLLeHns MeH

RedCheck

[na obecneyenus ctabunbHoun paboTel RedCheck, ceteBas HdpacTpykTypa
opraHusaunm gosxHa obecrneyrBaTtb NPOMYCKHYH CMOCOBHOCTb IMHNI Nepegaun,

He HMXXe NpuBeseHHOW B Tabanue.

CkaHupoBaHue
CkaHupoBaHue
nocpeacrsom AreHta
nocpegctsom SSH

CKaHMpOBaHWA
CkopocTb nepegayvt JaHHbIX, 160 121
Kéut/c
CymmapHbIi o6beM Tpaduka Ha £ 000 8 400

y3en, Kb

MpuBeaeHHbIe B TabanLe 3HaUEHNS pacCcunTaHbl A5 BbINOJAHEHUS Hanboee
pecypcoemKkoro 3agaHus AyauTt ysa3BuMOCTel (MOJHOe CKaHUPOBaHWe).

REDCheck
'q>:
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3 YcraHoBka RedCheck Nix

CopeprxaHune

REDCheck
'Q)

3.1 Astra Linux 1.7

3.2 Astra Linux 1.8

3.3 Debian 12

34 PEA OC7.3

3.5 SberLinux

3.6 YcraHoBka RedCheck Update Server (Windows)

3.7 YctaHoBka areHta RedCheck (Windows)

3.8 Pa3zaenbHasg yctaHoOBKa

3.9 lobaBaeHVe cOBCTBEHHbIX cepTudumkaTos anga https
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3.1 Astra Linux 1.7

CoaeprkaHune

REDCheck
't)

YctaHoBka CYB/J

Nuctannauma RedCheck

KoHdowurypauma RedCheck

MNoaknrouyeHme peno3ntopues Astra Linux 6e3 aoctyna K cetu VIHTepHet
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YcraHoBka CYb/J,

Ycranoeka CYB/L PostgreSQL ¢ peno3sutopusa Astra Linux

War 1. OtkponTte TepmmnHan kombuHaumen Alt + T;

Ecam xoct 6e3 noagKar4YeHNA K CETU |/|HTepHeT, CKaHaVITe pPeENO3NTOPUN B JIMYUHOM
kabuHeTe Astra Linux — NoakatoyeHne peno3mtopmes Astra Linux 6e3 goctyna K
cetn VIHTepHeT

LWar 2. lob6aBbTe agpec penosuntopus B hann /etc/apt/sources.list:

Bash (o6onouka Unix)

deb https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-
extended/ 1.7 x86-64 astra-ce main contrib non-free

Ansa pobaBneHna penosntopures B Ganin pekoMeHAyeM NCNOIb30BaTb TEKCTOBbIN
pefakTop nano.

War 1. OtkponTte panin C NOMOLLbIO KOMaHAbI;
Bash (o6on0uka Unix)

sudo nano /etc/apt/sources.list

LWar 2. CkonupyinTte peno3nTopun n BCTaBbTe UX C MOMOLLbHO KOMbuHaumm Ctrl + U
(Shift + Insert v MpaBka — BcraBuUThb);

LWar 3. CoxpaHuTe pann ¢ nomowybro kombuHauum Ctrl + O; Ans Bbixoaa
ncnonbsyute Ctrl + X;

War 3. O6bHoBUTe NMakeTbl;

Bash (o6onouka Unix)

sudo apt -y update

@)Check
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War 4. YcraHosuTe PostgreSQL;

Bash (o6onouka Unix)

sudo apt -y install postgresqgl

Hactpoiika PostgreSQL
LWar 5. lo6aBbTe cnyxby postgresql B aBTo3anyck;

Bash (o6onouka Unix)

sudo systemctl enable postgresqgl

/lib/systemd/systemd-s

LWar 6. Co3panite nonb3oBaTens Ans agMuHucTpmpoBanusa CYb/J;

PostgreSQL no ymonuaHuto cO3aaeT cynepnosib3oBaTtens postgres.

Bash (o6on0uka Unix)

sudo su postgres

Bash (o6onouka Unix)

psgl -U postgres

Bash (o6onouka Unix)

CREATE ROLE redcheck WITH PASSWORD '12345' LOGIN CREATEDB SUPERUSER;

@)Check
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db:/etc/apt# sudo su - postgres
tar ~a-db:~% psgl -U postagres
sql (14.5 (Debian 14.5-1.pgdg89B+1))
BBegute "help", 4ToBbbl nony4uTh cnpabky.

postgres=# CREATE ROLE redcheck WITH PHSSWORD '12345" SUPERUSER LOGIN CRERTEDB;
CREATE ROLE
pos % A

[na Bbixoga 13 6a3bl AaHHbIX postgres BBeanTe \q

LWar 7. 3aBepLunte ceccnto KOMaHAoM exit

LWar 8. OTkponTe AOCTyN NO CETU ANS CEPBEPOB, HA KOTOPLIX NAaHUPYeETCA

ycTaHoBka REST-koMnoHeHTa u cnyxb ckaHMpoBaHUs 1 cuHxpoHm3auum RedCheck;

Bash (o6onouka Unix)

sudo echo "listen addresses = 'ip CYBL'" >>
/etc/postgresqgl/14/main/postgresqgl.conf

Bash (o6onouka Unix)

sudo echo host all mmsa nosmbs3oBatTesnsa CYB] mMsa ceru/macka scram-sha-256
>> /etc/postgresqgl/l4/main/pg hba.conf

ip_CYBJ, — IP-agpeca xocToB, Ha KOTOpbIX ycTaHoBAeHa CYB/, cny>6bl
CKaHWPOBaHUA, Ciy>ba CMHXPOHM3aLMK 1 cepBepHbIn kKoMnoHeHT RedCheck,
umsa_6asbl_gaHHbIX — MMsA 6a3bl AaHHbIX, KOTOpPas CO34aeTcs Npu yCTaHOBKe
RedCheck (mno ymonuanuio RedCheck),

mma_nonb3oBatensa_CYB/J — vma co3gaHHOro paHee nosib3oBarens,
MMA_ceTn/Macka — ceTb WIN OAWH agpec, KOTopbIM paspeltaetca goctyn K CYB/J. K
npumepy, 192.168.100.0/24 nan 192.168.100.15/32;

"192. 168 >>
1/14/main/postaresqgl .c

pt ‘echa " redcheck 192.168.1.8/24 mdS" >> /etc/postgresqgl/14/main/pg_hba.conf
pt# tail -nl c/postgresql/14/main/pg_hba.conf
92.168.1.8/24 md5S
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YTtobbl y3HaTL ip-aApec yCTPONCTBA, NCMONb3yNTe KOMaHAy ip a
War 9. MNMepe3anyctute PostgreSQL.

Bash (o6on0ouka Unix)

sudo systemctl restart postgresqgl

Yto6bI NpoBepuThb paboTtocnocobHocts CYB/, ncnonblymnte kKoMaHay:

Bash (o6onouka Unix)

systemctl status postgresqgl

MNpn HeobxoANMOCTY pa3peLunTe JOCTYyN K ceTeBOMY nopTy postgresql. Ana
yCTaHOBKM BpaHamay3pa ufw ncnonbsyrite KOMaHay:

Bash (o6on0uka Unix)

sudo apt install ufw

Bash (o6onouka Unix)

sudo ufw allow 5432/tcp

,@)Check
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Mucrannauua RedCheck

[nsa o6HoeneHna RedCheck — 4.8 O6HoBaeHne RedCheck Nix

MNepes Havanom yctaHoBky RedCheck B cucteme He f0MKHO BbITb NONb30BaTENS C
nmeHeMm redcheck. laHHOe nMA Nonb3oBaTens ABAAETCA CAy>xebHbiM. He
[0MNYyCKaeTcs BHOCUTb M3MEHEHWS B MpaBa AOCTyna, a TakXXe UCMob30BaThb B
3aZ,aHMAX CKaHMPOBaHWA.

LWar 1. CMOHTMPYTE YCTAHOBOYHbIV ANCK U f06aBbTE PENO3UTOPUIA B MAKETHbIN

MeHeaXep,

Bash (o6on0ouka Unix)

sudo apt-cdrom add

LWar 2. PazapxmBupymTe ckayaHHbI apxuB redcheck-astra-repo-2.9.1.11905.tar.gz B

avpexToputo /usr/local/src;
Bash (o6onouka Unix)

sudo tar -xvf /home/mmMsa nose30BaTesns/3arpyskmn/redcheck-astra-repo-
2.9.1.11905.tar.gz -C /usr/local/src

War 3. Jo6aBbTe GPG-KAtOY, KOTOPbIA HAXOAMTCA B TONbKO YTO

pasapxvMBMPOBAaHHOM KaTanore,;
Bash (o6on0uka Unix)

sudo apt-key add /usr/local/src/redcheck-astra-repo/PUBLIC-GPG-KEY-
redcheck

War 4. Co3pavite dpann redcheck.list 1 gobaBbTe B Hero 3anucb penosutopus;

Bash (o6onouka Unix)

@)Check
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echo "deb file:/usr/local/src/redcheck-astra-repo/ 1.7 x86-64 non-
free dotnet" | sudo tee /etc/apt/sources.list.d/redcheck.list

War 5. O6bHOBUTE NakeThbl;

Bash (o6on0uka Unix)

sudo apt -y update

LWar 6. YctaHoBuTe komnoHeHTbl RedCheck;

Bash (o6onouka Unix)

sudo apt -y install redcheck-dotnet-runtime redcheck-aspnetcore-
runtime redcheck-api redcheck-client redcheck-scan-service redcheck-
sync-service redcheck-cleanup-service

REDCheck
'q>:
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Kon¢purypaumus RedCheck

CoaeprkaHune

=  KoHdurypaLma Bcex KOMNOHEHTOB

* Bbl6bopoyHaa HacTporka KOMMOHEHTOB

= JlonoaHWTeNAbHble NapaMeTpsl

Ecnm xocT He noakaroYeH K ceTn MIHTepHeT, cHavana noayumte dann anmueHsnn. Ecan
NOAKNAKOUEH, HAYHUTE C Wwara 6.

LWar 1. CreHepupyiiTe KOJ aKTUBaLMN KOMAHZOW:

Bash (o6onouka Unix)

sudo redcheck-bootstrap

- KpUTuUYHoe coobueHve nNubo ownbka BLINOMHEHUS KOMaHObl

- BawHoe 3aMevaHue Tpebywuwee AelCTBUMA OT nonb3oBaTens

- ycrnewHoe BbIMONHEHWE KoMaHAbl NMbBo cTaTyc BLINONEHEHUS KOHOUrypauuu
[*] - puanasoH gonycTuMbIX 3HaYeHui
(*) - 3HauyeHue Mo yMoNYaHWIo

: 06HoBMTL cTpykTypy B[l
: MNonyyeHue kopga akTuBauum
: Hactpoitka RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoiika RedCheck-Cleanup-Service
: HacTpouTtb BCE cpasy
: Beixop
Buibepute peticteue [1-9]: |

Bbl6epl/lTe NYHKT I'Ionyuel-me KoAa aKTUuBaLlun 1 BBEANTE KNHOY JIMLUEH3NN

BESE,[[I;"-!TE KN4 JTUUEH3INK L
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War 2. AsTopm3ynTtech B LleHTpe cepTndunumpoBaHHbIX OOHOBAEHWN C

NOMOLbKO NOTNHa KN Napond;

JlornH/naposib NocTaBaAseTcs BCeEM KOMMeEPUYECKUM KaneHTam B Popmynspe, passen
15, «Ocobble oTMeTKM» (HaumHasa ¢ 18.05.2022).

LleHTp cepTudULMpPOBAHHBIX 06HOBNEHMWIA

[na nony4yeHns 06HOBNEHUI HEOBXOAUMO BbIBPaTh
cnocob6 Bxoaa

Q JloruH v naponb
Monb3oBaTenbckue AaHHble

B eToken
3neKTpoHHbIN USB-kntoy

LWar 3. Packponte RedCheck nnueHsnmu — Boibepute nHTEpecyrowmnin Bac Homep

NNUEH3NOHHOTO KNHOYa,

) AATIK
( Lo e Cucrema cepTudULMpPOE
PufGpire Tessy: OGHosneHus AnA cepTudnumposatHoro MO (92) L2
Crexno e i . :
Daiins (28) &
PyxosoacTea (6) +
F—— MaTepuans: no cepTuduumposanHomy Mo (5) L2
O6HosneHya Media Kit (21) L2
YuérHan 3anuce: €30363 T
Opraxvzauya: ANTIKC-COOT Tect 2 OGoanetinn VmWare (1) Y
= NEHNA K =13 (4)
MpeauAYyLM Bxon: OGHosneHns KoHTeHTa (4) >
08.11.2022, 11:01:41 Net Check nuueraum (2) 2
1P 194.190.48.111 B
RedCheck nuuenzum (2) ®
Bowityt
J'Iwnfnwannui KN4 Peaakuus A3aTa OKOHYaHWA >
| = I RedCheck Enterprise 17.04.2025 14:03:06
3arpysnms '

Bronnerens uzmerierinii RC

3172
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Haxxmute BbinonHUTb dKTuBauyuro — BBEANTE pPaHEE CKOHMpOBaHHbIVI KO,

aktmBaumnm — anHﬂTb;

BbiNONHWUTL PYYHYIO 3KTUBALMIO

JIMLEH3MOHHBIA KNHOY:

Kog aktusaumum: =

LWar 4. Haxxmnte CkauaTb;

AKTUBEH [ata akTusaumm v | [enctsua
Kl Il M

False 10.12.2021 09:54:44 CkayaTtb

True 24.09.2020 11:09:35 Ckauatb

War 5. Coxpanute pain license.xml;
KoHpurypauma Bcex KOMNOHEHTOB

LWar 6. HactpownTte komnoHeHTbl RedCheck;

CnpaBka no koHdurypatopy Bbi3biBaeTc koMmaHzou redcheck-bootstrap help

Jlorn nHctannatopa pacnonaratotca B /var/opt/redcheck-
common/log/configuration.log

MNepes NnoBTOpHOW KOHOUIypaLMen pekoMmeHayeM CAesiaTb Pe3epPBHYH0 KOMWUIO

REDCheck
B
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6a3bl AAHHbIX.

Bash (o6on0uka Unix)

sudo redcheck-bootstrap

- KpuTuyHoe coobueHne Nubo ownbka BLINOSIHEHUS KOMaHMbI

- BakHoe 3aMeuyaHue Tpebywuwee AeNCTBUS OT MOMb30BaTens

- ycrewHoe BLINOMHEHWe KoMaHgsl NMMBo CTaTyC BLIMONMEHEHUS KOHOUrypauuu
[*] - puanasoH gonMycTWMbLIX 3HaYeHWi
(*) - 3HauyeHue NO yMONYAHUK

: 06HoBMTL cTpykTypy bl
: lNonyyeHue kopga akTuBauuu
: Hactpoiika RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoitka RedCheck-Sync-Service
: Hactpoiika RedCheck-Cleanup-Service
: HacTpouTtb BCE cpasy
: Beixop
Buibepute pelicteue [1-9]:

Bbibepute nyHkT HacTpoutb Bce cpa3y, UTOObl HACTPOUTL BCE KOMMOHEHTbI Ha

OJHOM cepBepe.

MepBbIM LWarom KoHGUrypaTtop nNpeasoXuT BBECTU JaHHbIe ANSA NOAKIOUEHNS K

6a3e AaHHbIX:

Cepeep CYB[] [IP]: 192.168.868.129
Beegute nopt (5432):

lloruH: redcheck

laponk:

Beegute uma bB[l: RedCheck
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ﬂ,anee YKaXute NONb30BaTENbCKMI KAHOY LLIlllq)pOBaHI/IFI ANnA NOBbILLEHNA

6e3onacHOCTM gaHHbIX B B (No xenaHuto):

MNposepsieTca Bepcus cepsepa PostgreSQL..

MpoeepseTca Hanuume ykasaHHoii BbJ] Ha cepsepe..
B[l ¢ Takum MMeHeM He HalijeHa
Xotute cospate Hosyw B? [Y/N] (Y): y

Cozpganue B[l..

BeeauTe nonb3oBaTenbCkuil KWy wndppoBaHws :

Bbibepute cnocob akTmBauum anueH3mm: oHnanH (K - karouy) nam opnaviH (P -

NNUEH3NOHHBIN dainn):

Buibepute Tun paboThl C nuueHauel - ka4 nauueHsuu unu ¢aitn nuuensumn? (K/0,F): K
BeeguTte knwy nuueHsuu:

Mpwn odranH akTMBaL MM yKaXXUTe MyTb K NNLLEH3VOHHOMY dany.

Cnepyrownm warom Bbibepute npotokon v IP ana pabotel redcheck-api. Mpw
Bbibope https HCTannaTop creHepupyeT caMoONnoANMUCaHHbIN

ceptudukat. AHanormuHas Hactponka un ans redcheck-client.

@)Check
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Konpurypauyus redcheck-api HoBbM NopgKNWYeHUEM. .
O6Hoenenune B[l..

[ocTynHele NMpOTOKON.I:

[1] : https

[2] : http

BuibepuTe npoTokon eBsaumopeiicTeus [1-2]: 1
[locTynHele wHTepdeiics:

[1] : 192.168.218.144

[2] : 192.168.80.32

BoibepuTe wHTepdeiic M3 cnucka gocTynHeix [1-2]:
Beegute nopt (445):

CoopmmpoBaTe cepTudmkaT Ha:

[1] : ip

[2] : dns

BuibupnTe Tun redepauwu cepTudwukata [1-2]: 1
prepare gencert: redcheck-api 192.168.88.32 192.168.88.32
leHepauusa cepTudukaTa. .

Generating a RSA private key

{(oTcyTcTBYET nMepeMeHHas)

Nothing to do

libsemanage.map_file: Unable to open my-httpd.pp
(No such file or directory).

libsemanage.semanage_direct_install_file: Unable to read file my-httpd.pp
(No such file or directory).

semodule: Failed on my-httpd.pp!

ﬂ,anee YKaXXute nMma and CJ'Iy>K6bI CKaHNpPOBaHNA N AOXANUTECH HaCTpOVIKM CJ'Iy)K6

CKaHNpOBaHUNA U CUHXPOHN3aLLNW:

@)Check
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Mpoesepka B[l Ha cooTBeTcTBMe TpeboOBaHUSAM ANS YyCTAHOBKW CNywbbl CKaHWPOBAHUS. .
BeinonHsieTca npoBepka nogknwuyenuss k bl pgns redcheck-scan-service

KoHpurypauus redcheck-scan-service HOBbIM MOQKIKYEHWEM. .

Beegute umMs cnyxbbi: scan

BoinonHsieTcs npoeepka nopknkwyenns Kk B[l ana redcheck-sync-service
KoHdurypauus redcheck-sync-service HOBbIM MOOKNKYEHUEM. .

Mpoeepka B[l Ha cooTBeTcTBME TpeboBaHUSIM ANA YyCTaAHOBKW CNyX6bl CUHXpPOHW3auUWW. .

Ecauv Bbl ycTaHOBMAM nakeT koMnoHeHTa redcheck-cleanup-service, To nHcTtannaTop
NPeANOXNT ero HaCTPOUTb. YKaxKuTe NOTMH 1 NapoAb oT yyeTHou 3anmcn RedCheck ¢

posnbto RedCheck_Admins.

Bribepute umMAa xocTa pna web cnywbu redcheck-cleanup-service
HalipeHst uMeHa xocTa:

[1] : localhost

Beibupute DNS wma [1]: 1

YkamnTe CyWecTBYWIWYW YYETHYW 3anuce ¢ npaeaMmi AgMWHWCTpaTopa:
Morvd: admin

Maponk:

Mo BTOpPWUTE BBOQL:

[eHepauus cepTudukaTa. .
Generating a RSA private key

BeeguTte nopT (446):
(oTcyTCcTBYET MEepemMeHHasn)
CTpoka nopkswyeHus crywbsl 04MCTKU COXpaHeHa B KOHQUrypauvoHHoM daiine

BbibopouHas HacTpoKa KOMMOHEHTOB

KoHdurypaTtop no3sonseT BbIGOPOUHO HacTponTb KoMMoHeHTbl RedCheck.

@)Check
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- KpuTuyHoe coobueHne nmbo ownbka BLINONHEHUS KOMaHAbI

- BakHoe 3ameuyaHue Tpebywuee AeiCcTBMS OT nonb3oBaTens

- yCnewHoe BbINOSIHEHWE KOMaHObl NMMbBo cTaTyc BbINONEHEHUS KOoHOUrypauun
[*] - puanasoH gonycTuMbIX 3HaYeHwui
(*) - 3HauyeHue MO yMONYaHUK

: 06HoBMTL cTpykTypy B[l
: lonyyeHne kopa akTuBauuUM
: HacTtpoiika RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoitka RedCheck-Cleanup-Service
: Hactpoutb BCe cpa3sy
: Beixop
Bubepute peiicteve [1-9]: |

1. O6HOBUTL cTpYKTYpYy BJ. MNocne obHoBneHna RedCheck cTpykTypa
ncrnonbzyemoun b/l MOXeT M3MeHUTLCH, HO He BCeraa HeobxoANMO U3MEHATb
HacTpOVKM paHee CKOHPUTYPUPOBaHHbIX KOMMOHEHTOB. BbibpaB faHHOe AencTBue,

Bbl 06HOBUTE CTPYKTYpY B/, He nepeHacTpanBas Apyrme KOMMOHEHTbI.

2. Hactpoiika RedCheck-Api / RedCheck-Client. [103BOASI€T M3MEHUTL NPOTOKOA U

DNS-uwms / IP-agpec ans komnoHeHToB RedCheck-Api n RedCheck-Client.

3. Hactpoiika RedCheck-Scan-Service. HactpavBaet cny>xby ckaHMpoBaHWUs AN
pabotbl ¢ BJl. laHHOe AencTBME MOXKET MCMOAb30BaThCA AN KOHOUTYPUPOBaHUS

AOMONHUTENBHOW CY>XXObl CKAHMPOBaHWA.

4. Hactpoiika RedCheck-Sync-Service. HactpanaeT cny>6y CMHXpOHM3auun ans

pabotbl ¢ B,

5. Hactpoiika RedCheck-Cleanup-Service. HactpavBaet cnyx6by ounctkun b/l ans

pabotbl ¢ bJ.

[ ononHntenbHble NnapameTpbl

secret_save — BBOZVMbIE B NpoLecce KOHPUrypaLum napoam byayT cCOXpaHaTbCs B

Nnor.

@)Check
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advanced_setup — KoOHOUrypaTop 3anpoCuT pacliMpeHHble NapaMeTpbl Npwu

HacTpownke nogkntoueHus K b/,
MNpun HeobxoanMoCT NpogomkmTe KoHPUrypaumnto RedCheck n HactpowuTe:

= (CkaHupoBaHue c nomoubro WinRM

= JlomeHHVYI ayTeHTUdUKaumo B RedCheck (Kerberos)

= PykoBoacteo no komnoHeHTY RedCheck LDAP Import Tools (ana

uMropTta xoctoB 13 AD)

REDCheck
B
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MoakntoueHne penosutopues Astra Linux 6e3 goctyna k cetn

MHTepHer

LWar 1. BorignTe B IMUHbIA KabuHeT Astra Linux, ncnonb3ys norvH (e-mail) n napons:

J\ ACTPA

WHCTpyKUMm no ncnosb3osanuio JinuHoro kabuxera

LWar 2. Mepenante B pa3gen JinueHsnm n ceptupukartbl — Bbibepute
HeobXoANMYIO INLLEH3NIO — NeperauTe nogpassen ObHoBAeHUA — packpounTe
cnncok OnepaTmuBHble 06HOBAEeHNA — 1.7.6 — ckavauTe .iso dpaun

13 PacluMpeHHOro penosntTopus;

REDCheck
‘q>:
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P Onepatustbie o6HoeneHuA

B #ry
B3 172001
B 17
R
B ut
Py 17
B 17
P 17
e
base-1.7.4-24.04.2023_14.23.tgz (12.69 16) Cxauars haiin
base-1.7.4-24.04.2023_14.23.tgz.gost (99 Baiit) Cxauars haiin
base-1.7.4-24.04.2023_14.23.tgz sig (21.11 K6) Crauars daiin
B3
extended-1.7.4.ext1.4-23.05.2023_22.01.tgz (15.67 I6) Crauats dhaitn
extended-1.7.4.ext1.4-23.05.2023_22.01.tgz.gost (143 Baiir) Crauars dhaiin
extended-1.7.4.ext1.4--23.05.2023_22.01.tgz.sig (21.11 K6) Crauars aiin
B Tex

LWar 3. PazapxvBupynTte ckayaHHbI Gain ¢ pacluvpeHnem .tar — nepevmMmeHymnte
danin, fobaBMB B KOHLIE paclUMPEHME iSO — pa3apXmnBMpyuTe .iso Gann u

nepemMectute I'IOﬂyWABLIJVIVICﬂ KaTanor Ha XOcCT,;

BIRIE |8 |8 |R

conf 20.10.2023 10:31 Manka c dpainamu
db Manka c parnamu
dists Manka c pannamu
pool Manka c danam

|[ extended-1.7.4.ext1.4--23.05.2023_22.01.is0|

®aiin "0

Penosntopun o6sa3atenbHO Ao/KeH COCTOATb n3 Katasoros dists 1 pool

LWar 4. ﬂepeMeCTMTe KaTajaorn B AMPEKTOPUHO, OTANYHYHO OT NMOJIb30BaTE/IbCKOToO

KaTanora. B MHCTpykuumn penosmTtopum nepemelyatotcs B /mnt;

Bash (o6on0uka Unix)

mv /home/muMsa nomezoBaress/3arpysknu/astra-extended /mnt/

B vHCTpyKkunn penosntopun nmeet nma astra-extended

War 5. lo6aBbTe peno3mTtopum B parin /etc/apt/sources.list:
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Bash (o6onouka Unix)

deb file:/mnt/astra-extended/ 1.7 x86-64 astra-ce main contrib non-
free

Ans pobaBneHus penosntopues B dhain peKoOMeHAYEM NCMO/b30BaTb TEKCTOBBI
pesakTop nano.

LWar 1. OtkponTte parn ¢ NoMoLLbo KOMaHAbl (sudo);

Bash (o6onouka Unix)

nano /etc/apt/sources.list
LWar 2. MNepemecTuTe Kypcop B KOHeL, JIOKyMeHTa C MOMOLLbIO CTPeNKuN BHU3. [114
nepexofa Ha HOBYIO CTPOKY MCMOAb3ynTe Knasuwy Enter;
LWar 3. Ckonupynte peno3ntopumn 1 BCTaBbTe NX C NMOMOLLbIO KoMbuHaumm Ctrl + U;

LWar 4. CoxpaHuTe pann ¢ nomoLbro kombuHauum Ctrl + O; Ans Bbixoaa
ncnonbsyute Ctrl + X;

@)Check
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3.2 Astra Linux 1.8

CoaeprkaHune

=  YcraHoBka CYB/J

= VHctaanauma RedCheck

= KoHowurypauma RedCheck

REDCheck
S
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YcraHoBka CYb/J,

Ycranoeka CYB/L PostgreSQL ¢ peno3sutopusa Astra Linux

War 1. OtkponTte TepmmnHan kombuHaumen Alt + T;

LWar 2. O6bHOBUTe MakeThbl;

Bash (o6onouka Unix)

sudo apt -y update
[na ycTaHOBKM J0OCTaTOYHO PENO3UTOPUA C YCTAHOBOYHOIO AMCKaA.
War 3. YcraHosuTe PostgreSQL;

Bash (o6onouka Unix)

sudo apt -y install postgresqgl

Hacrpowka PostgreSQL

LWar 4. lo6aBbTe cnyxby postgresql B aBTo3anyck;

Bash (o6onouka Unix)

sudo systemctl enable postgresqgl

sustemctl enable

War 5. Co3panite nonb3oBatens ans agMuHuctpmposanusa CYB/J;

PostgreSQL no ymonuaHuto co3aaeT cynepnosib3oBaTtens postgres.

@)Check

ice script with /lib/systemd/systemd-sysv-install
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Bash (o6onouka Unix)

sudo su postgres

Bash (o6onouka Unix)

psgl -U postgres

Bash (o6onouka Unix)

CREATE ROLE redcheck WITH PASSWORD '12345' LOGIN CREATEDB SUPERUSER;

‘apt# sudo su - postares
ast ~$ psql -U postgres
(Debian 14.5-1.pgdg9a+1))
"help"”, 4TobBel noay4uTe cnpabky.

WITH PASSWORD '12345" SUPERUSER LOGIN CREATEDB;

[Ans BbIxoga 13 H6a3bl AaHHbIX postgres BeeauTe \q

LLar 6. 3aBepLunTe ceccnto KOMaHA oM exit

LWar 7. OTkponte AOCTyN NO CETU ANS CEPBEPOB, HAa KOTOPLIX NJaHUPYyeTCA

ycTaHoBka REST-komnoHeHTa n cnyx6 ckaHMpoBaHus 1 cnHxpoHmsauum RedCheck;

Bash (o6onouka Unix)

sudo echo "listen addresses = 'ip CYBL'" >>
/etc/postgresqgl/15/main/postgresgl.conf

Bash (o6onouka Unix)

sudo echo host all mmsa nosmbs3oBaTesnsa CYB] muMsa ceru/macka scram-sha-256
>> /etc/postgresqgl/15/main/pg hba.conf

@)Check
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ip_CYBJ, — IP-agpeca xocToB, Ha KOTOpbIX ycTaHoBAeHa CYB/, cny>6bl
CKaHWPOBaHUA, Ciy>ba CMHXPOHM3aLMK 1 cepBepHbIn kKoMnoHeHT RedCheck,
umsa_6asbl_gaHHbIX — MM 6a3bl AaHHbIX, KOTOpPas CO34aeTcs Npu yCTaHOBKe
RedCheck (mno ymonuanuto RedCheck),

mma_nonb3oBatensa_CYB/J, — vma co3gaHHOro paHee nosib3oBarens,
MMA_ceTn/Macka — CeTb WIN OAWH aApec, KOTopbIM paspeltaetca goctyn K CYB/J. K
npumepy, 192.168.100.0/24 nan 192.168.100.15/32;

apt# echo "listen_addr S "192 g'" ‘etc/postgresqgl/14/main/postgresql .conf
. C/ g resql.conf

24 mdS" >> /etc/postgresql/14/main/pg_hba.conf

in/pa_hba.conf

0 all rer C
root@astra-db:/

YTtobbI y3HaTL ip-aApec yCTPONCTBA, CMONb3yNTe KOMaHAy ip a
War 8. MNepe3anyctute PostgreSQL.

Bash (o6onouka Unix)

sudo systemctl restart postgresqgl

Yto6bI NpoBepuTh paboTtocnocobHoctb CYB/, ncnonblymnte kKoMaHay:

Bash (o6onouka Unix)

systemctl status postgresqgl

Mpwn HeobxoANMOCTN pa3peLunTe AOCTyN K ceTeBOMYy NopTy postgresql. Ans
yCTaHOBKM bpaHaMayapa ufw ncnosnb3lyrite kKomaHay:

Bash (o6on0uka Unix)

sudo apt install ufw

@)Check
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Bash (o6onouka Unix)

sudo ufw allow 5432/tcp

REDCheck
'Q)
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Mucrannauua RedCheck

[nsa o6HoeneHna RedCheck — 4.8 O6HoBaeHne RedCheck Nix

MNepes Havanom yctaHoBky RedCheck B cucteme He f0MKHO BbITb NONb30BaTENS C
nmeHem redcheck. laHHOe nMA Nonb3oBaTens ABAAETCA CAy>xebHbiM. He
[0MNyCKaeTcs BHOCUTb M3MEHEHWS B MpaBa AOCTyna, a TakXXe UCNob30BaThb B
3aZ,aHMAX CKaHMPOBaHWA.

LWar 1. CMOHTMPYITE YCTAHOBOYHbIV ANCK U f06aBbTE PENO3UTOPUIA B MAKETHbIN

MeHeaXep,

Bash (o6on0uka Unix)

sudo apt-cdrom add

LWar 2. PasapxvBupynte ckayaHHbI apxmB redcheck-astra-repo-2.9.1.11904.tar.gz B

anpekrtopwuto /usr/local/src;

Bash (o6onouka Unix)

sudo tar -xvf /home/mmMsa nose3o0BaTesns/3arpyskmu/redcheck-astra-repo-
2.9.1.11904.tar.gz -C /usr/local/src

War 3. Job6aBbTe GPG-KAtOY, KOTOPbINA HAaXOANTCA B TONbKO YTO

pasapxvMBMPOBAHHOM KaTanore;
Bash (o6on0ouka Unix)

sudo apt-key add /usr/local/src/redcheck-astra-repo/PUBLIC-GPG-KEY-
redcheck

War 4. Co3pgavite dpann redcheck.list 1 gobaBbTe B Hero 3anucb penosutopus;

Bash (o6onouka Unix)

echo "deb file:/usr/local/src/redcheck-astra-repo/ 1.8 x86-64 non-

,@)Check
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free dotnet" | sudo tee /etc/apt/sources.list.d/redcheck.list

LWWar 5. O6bHOBUTE MakeThl;

Bash (o6onouka Unix)

sudo apt -y update

LWar 6. YctaHoBuTe koMmnoHeHTbl RedCheck;

Bash (o6onouka Unix)

sudo apt -y install redcheck-dotnet-runtime redcheck-aspnetcore-
runtime redcheck-api redcheck-client redcheck-scan-service redcheck-
sync-service redcheck-cleanup-service

REDCheck
'ﬁ)
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Kon¢purypaumus RedCheck

CoaeprkaHune

=  KoHdurypaLma Bcex KOMNOHEHTOB

* Bbl6bopoyHaa HacTporka KOMMOHEHTOB

= JlonoaHWTeNAbHble NapaMeTpsl

Ecnm xocT He noakaroYeH K ceTn MIHTepHeT, cHavana noayumte dann anmueHsnn. Ecan
NOAKNAKOUEH, HAYHUTE C Wwara 6.

LWar 1. CreHepupyiiTe KOJ aKTUBaLMN KOMAHZOW:

Bash (o6onouka Unix)

sudo redcheck-bootstrap

- KpUTuUYHoe coobueHve nNubo ownbka BLINOMHEHUS KOMaHObl

- BawHoe 3aMevaHue Tpebywuwee AelCTBUMA OT nonb3oBaTens

- ycrnewHoe BbIMONHEHWE KoMaHAbl NMbBo cTaTyc BLINONEHEHUS KOHOUrypauuu
[*] - puanasoH gonycTuMbIX 3HaYeHui
(*) - 3HauyeHue Mo yMoNYaHWIo

: 06HoBMTL cTpykTypy B[l
: MNonyyeHue kopga akTuBauum
: Hactpoitka RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoiika RedCheck-Cleanup-Service
: HacTpouTtb BCE cpasy
: Beixop
Buibepute peticteue [1-9]: |

Bbl6epl/lTe NYHKT I'Ionyuel-me KoAa aKTUuBaLlun 1 BBEANTE KNHOY JIMLUEH3NN

BESE,[[I;"-!TE KN4 JTUUEH3INK L
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War 2. AsTopm3ynTtech B LleHTpe cepTndunumpoBaHHbIX OOHOBAEHWN C

NOMOLbKO NOTNHa KN Napond;

JlornH/naposib NocTaBaAseTcs BCeEM KOMMeEPUYECKUM KaneHTam B Popmynspe, passen
15, «Ocobble oTMeTKM» (HaumHasa ¢ 18.05.2022).

LleHTp cepTudULMpPOBAHHBIX 06HOBNEHMWIA

[na nony4yeHns 06HOBNEHUI HEOBXOAUMO BbIBPaTh
cnocob6 Bxoaa

Q JloruH v naponb
Monb3oBaTenbckue AaHHble

B eToken
3neKTpoHHbIN USB-kntoy

LWar 3. Packponte RedCheck nnueHsnmu — Boibepute nHTEpecyrowmnin Bac Homep

NNUEH3NOHHOTO KNHOYa,

) AATIK
( Lo e Cucrema cepTudULMpPOE
PufGpire Tessy: OGHosneHus AnA cepTudnumposatHoro MO (92) L2
Crexno e i . :
Daiins (28) &
PyxosoacTea (6) +
F—— MaTepuans: no cepTuduumposanHomy Mo (5) L2
O6HosneHya Media Kit (21) L2
YuérHan 3anuce: €30363 T
Opraxvzauya: ANTIKC-COOT Tect 2 OGoanetinn VmWare (1) Y
= NEHNA K =13 (4)
MpeauAYyLM Bxon: OGHosneHns KoHTeHTa (4) >
08.11.2022, 11:01:41 Net Check nuueraum (2) 2
1P 194.190.48.111 B
RedCheck nuuenzum (2) ®
Bowityt
J'Iwnfnwannui KN4 Peaakuus A3aTa OKOHYaHWA >
| = I RedCheck Enterprise 17.04.2025 14:03:06
3arpysnms '

Bronnerens uzmerierinii RC

3172
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Haxxmute BbinonHUTb dKTuBauyuro — BBEANTE pPaHEE CKOHMpOBaHHbIVI KO,

aktmBaumnm — anHﬂTb;

BbiNONHWUTL PYYHYIO 3KTUBALMIO

JIMLEH3MOHHBIA KNHOY:

Kog aktusaumum: =

LWar 4. Haxxmnte CkauaTb;

AKTUBEH [ata akTusaumm v | [enctsua
Kl Il M

False 10.12.2021 09:54:44 CkayaTtb

True 24.09.2020 11:09:35 Ckauatb

War 5. Coxpanute pain license.xml;
KoHpurypauma Bcex KOMNOHEHTOB

LWar 6. HactpownTte komnoHeHTbl RedCheck;

CnpaBka no koHdurypatopy Bbi3biBaeTc koMmaHzou redcheck-bootstrap help

Jlorn nHctannatopa pacnonaratotca B /var/opt/redcheck-
common/log/configuration.log

MNepes NoBTOpHOW KOHOUIypaL e pekoMmeHayem CAeiaTb Pe3epPBHYH KOMUK

REDCheck
B
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6a3bl AAHHbIX.

Bash (o6on0uka Unix)

sudo redcheck-bootstrap

- KpuTuyHoe coobueHne Nubo ownbka BLINOSIHEHUS KOMaHMbI

- BakHoe 3aMeuyaHue Tpebywuwee AeNCTBUS OT MOMb30BaTens

- ycrewHoe BLINOMHEHWe KoMaHgsl NMMBo CTaTyC BLIMONMEHEHUS KOHOUrypauuu
[*] - puanasoH gonMycTWMbLIX 3HaYeHWi
(*) - 3HauyeHue NO yMONYAHUK

: 06HoBMTL cTpykTypy bl
: lNonyyeHue kopga akTuBauuu
: Hactpoiika RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoitka RedCheck-Sync-Service
: Hactpoiika RedCheck-Cleanup-Service
: HacTpouTtb BCE cpasy
: Beixop
Buibepute pelicteue [1-9]:

Bbibepute nyHkT HacTpoutb Bce cpa3y, UTOObl HACTPOUTL BCE KOMMOHEHTbI Ha

OJHOM cepBepe.

MepBbIM LWarom KoHGUrypaTtop nNpeasoXuT BBECTU JaHHbIe ANSA NOAKIOUEHNS K

6a3e AaHHbIX:

Cepeep CYB[] [IP]: 192.168.868.129
Beegute nopt (5432):

lloruH: redcheck

laponk:

Beegute uma bB[l: RedCheck
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ﬂ,anee YKaXute NONb30BaTENbCKMI KAHOY LLIlllq)pOBaHI/IFI ANnA NOBbILLEHNA

6e3onacHOCTM gaHHbIX B B (No xenaHuto):

MNposepsieTca Bepcus cepsepa PostgreSQL..

MpoeepseTca Hanuume ykasaHHoii BbJ] Ha cepsepe..
B[l ¢ Takum MMeHeM He HalijeHa
Xotute cospate Hosyw B? [Y/N] (Y): y

Cozpganue B[l..

BeeauTe nonb3oBaTenbCkuil KWy wndppoBaHws :

Bbibepute cnocob akTmBauum anueH3mm: oHnanH (K - karouy) nam opnaviH (P -

NNUEH3NOHHBIN dainn):

Buibepute Tun paboThl C nuueHauel - ka4 nauueHsuu unu ¢aitn nuuensumn? (K/0,F): K
BeeguTte knwy nuueHsuu:

Mpwn odranH akTMBaL MM yKaXXUTe MyTb K NNLLEH3VOHHOMY dany.

Cnepyrownm warom Bbibepute npotokon v IP ana pabotel redcheck-api. Mpw
Bbibope https HCTannaTop creHepupyeT caMoONnoANMUCaHHbIN

ceptudukat. AHanormuHas Hactponka un ans redcheck-client.

@)Check
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Konpurypauyus redcheck-api HoBbM NopgKNWYeHUEM. .
O6Hoenenune B[l..

[ocTynHele NMpOTOKON.I:

[1] : https

[2] : http

BuibepuTe npoTokon eBsaumopeiicTeus [1-2]: 1
[locTynHele wHTepdeiics:

[1] : 192.168.218.144

[2] : 192.168.80.32

BoibepuTe wHTepdeiic M3 cnucka gocTynHeix [1-2]:
Beegute nopt (445):

CoopmmpoBaTe cepTudmkaT Ha:

[1] : ip

[2] : dns

BuibupnTe Tun redepauwu cepTudwukata [1-2]: 1
prepare gencert: redcheck-api 192.168.88.32 192.168.88.32
leHepauusa cepTudukaTa. .

Generating a RSA private key

{(oTcyTcTBYET nMepeMeHHas)

Nothing to do

libsemanage.map_file: Unable to open my-httpd.pp
(No such file or directory).

libsemanage.semanage_direct_install_file: Unable to read file my-httpd.pp
(No such file or directory).

semodule: Failed on my-httpd.pp!

ﬂ,anee YKaXXute nMma and CJ'Iy>K6bI CKaHNpPOBaHNA N AOXANUTECH HaCTpOVIKM CJ'Iy)K6

CKaHNpOBaHUNA U CUHXPOHN3aLLNW:

@)Check
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Mpoesepka B[l Ha cooTBeTcTBMe TpeboOBaHUSAM ANS YyCTAHOBKW CNywbbl CKaHWPOBAHUS. .
BeinonHsieTca npoBepka nogknwuyenuss k bl pgns redcheck-scan-service

KoHpurypauus redcheck-scan-service HOBbIM MOQKIKYEHWEM. .

Beegute umMs cnyxbbi: scan

BoinonHsieTcs npoeepka nopknkwyenns Kk B[l ana redcheck-sync-service
KoHdurypauus redcheck-sync-service HOBbIM MOOKNKYEHUEM. .

Mpoeepka B[l Ha cooTBeTcTBME TpeboBaHUSIM ANA YyCTaAHOBKW CNyX6bl CUHXpPOHW3auUWW. .

Ecauv Bbl ycTaHOBMAM nakeT koMnoHeHTa redcheck-cleanup-service, To nHcTtannaTop
NPeANOXNT ero HaCTPOUTb. YKaxKuTe NOTMH 1 NapoAb oT yyeTHou 3anmcn RedCheck ¢

posnbto RedCheck_Admins.

Bribepute umMAa xocTa pna web cnywbu redcheck-cleanup-service
HalipeHst uMeHa xocTa:

[1] : localhost

Beibupute DNS wma [1]: 1

YkamnTe CyWecTBYWIWYW YYETHYW 3anuce ¢ npaeaMmi AgMWHWCTpaTopa:
Morvd: admin

Maponk:

Mo BTOpPWUTE BBOQL:

[eHepauus cepTudukaTa. .
Generating a RSA private key

BeeguTte nopT (446):
(oTcyTCcTBYET MEepemMeHHasn)
CTpoka nopkswyeHus crywbsl 04MCTKU COXpaHeHa B KOHQUrypauvoHHoM daiine

BbibopouHas HacTpoKa KOMMOHEHTOB

KoHdurypaTtop no3sonseT BbIGOPOUHO HacTponTb KoMMoHeHTbl RedCheck.
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- KpuTuyHoe coobueHne nmbo ownbka BLINONHEHUS KOMaHAbI

- BakHoe 3ameuyaHue Tpebywuee AeiCcTBMS OT nonb3oBaTens

- yCnewHoe BbINOSIHEHWE KOMaHObl NMMbBo cTaTyc BbINONEHEHUS KOoHOUrypauun
[*] - puanasoH gonycTuMbIX 3HaYeHwui
(*) - 3HauyeHue MO yMONYaHUK

: 06HoBMTL cTpykTypy B[l
: lonyyeHne kopa akTuBauuUM
: HacTtpoiika RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoitka RedCheck-Cleanup-Service
: Hactpoutb BCe cpa3sy
: Beixop
Bubepute peiicteve [1-9]: |

1. O6HOBUTL cTpYKTYpYy BJ. MNocne obHoBneHna RedCheck cTpykTypa
ncrnonbzyemoun b/l MOXeT M3MeHUTLCH, HO He BCeraa HeobxoANMO U3MEHATb
HacTpOVKM paHee CKOHPUTYPUPOBaHHbIX KOMMOHEHTOB. BbibpaB faHHOe AencTBue,

Bbl 06HOBUTE CTPYKTYpY B/, He nepeHacTpanBas Apyrme KOMMOHEHTbI.

2. Hactpoiika RedCheck-Api / RedCheck-Client. [103BOASI€T M3MEHUTL NPOTOKOA U

DNS-uwms / IP-agpec ans komnoHeHToB RedCheck-Api n RedCheck-Client.

3. Hactpoiika RedCheck-Scan-Service. HactpavBaet cny>xby ckaHMpoBaHWUs AN
pabotbl ¢ BJl. laHHOe AencTBME MOXKET MCMOAb30BaThCA AN KOHOUTYPUPOBaHUS

AOMONHUTENBHOW CY>XXObl CKAHMPOBaHWA.

4. Hactpoiika RedCheck-Sync-Service. HactpanaeT cny>6y CMHXpOHM3auun ans

pabotbl ¢ B,

5. Hactpoiika RedCheck-Cleanup-Service. HactpavBaet cnyx6by ounctkun b/l ans

pabotbl ¢ bJ.

[ ononHntenbHble NnapameTpbl

secret_save — BBOZVMbIE B NpoLecce KOHPUrypaLum napoam byayT cCOXpaHaTbCs B

Nnor.

@)Check
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advanced_setup — KoOHOUrypaTop 3anpoCuT pacliMpeHHble NapaMeTpbl Npwu

HacTpownke nogkntoueHus K b/,
MNpun HeobxoanMoCT NpogomkmTe KoHPUrypaumnto RedCheck n HactpowuTe:

= (CkaHupoBaHue c nomoubro WinRM

= JlomeHHVYI ayTeHTUdUKaumo B RedCheck (Kerberos)

= PykoBoacteo no komnoHeHTY RedCheck LDAP Import Tools (ana

uMropTta xoctoB 13 AD)

REDCheck
B
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3.3 Debian 12

CoaeprkaHune

=  YcraHoBka CYB/J

= VHctaanauma RedCheck

= KoHowurypauma RedCheck

REDCheck
'ﬁ)
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YcraHoBka CYb/J,

YcraHoBka CYB/, PostgreSQL

[obaBbTe odumumanbHbin peno3mtopuit PostgreSQL. 1ns 3TOro BbINOAHUTE

caejgyrouime waru:

LWar 1. OTkponTe TepMrHan 1 BbIMOAHUTE CAeAyrOLLMEe KOMaHAbI;

Bash (o6on0uka Unix)

sudo apt install curl ca-certificates

Bash (o6onouka Unix)

sudo install -d /usr/share/postgresgl-common/pgdg

Bash (o6onouka Unix)

sudo curl -o /usr/share/postgresqgl-common/pgdg/apt.postgresql.org.asc
--fail https://www.postgresql.org/media/keys/ACCC4CF8.asc

Bash (o6on0uka Unix)

sudo sh -c 'echo "deb [signed-by=/usr/share/postgresql-
common/pgdg/apt.postgresgl.org.asc]
https://apt.postgresgl.org/pub/repos/apt $(lsb release -cs)-pgdg
main" > /etc/apt/sources.list.d/pgdg.list’

LWWar 2. O6bHOBUTE MakeThl;

Bash (o6onouka Unix)
sudo apt update

War 3. YcraHosuTe PostgreSQL;
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YcTaHaBAMBaATb MOXHO BEPCUIO postgresql, MMeroLLyocs B Peno3nTopmm, COriacHo
TpeboBaHMAM K MporpaMMHOMY obecrneyeHuo.

Bash (o6onouka Unix)

sudo apt -y install postgresqgl-16
Hactpoiika PostgreSQL

LWar 4. lo6aBbTe cnyxby postgresql B aBTo3anyck;

Bash (o6onouka Unix)

sudo systemctl enable postgresqgl

root@astra-db: /etc/a

Sunchronizing state of gresgl.service with service script with /lib/systemd/systemd-sysv-insta

Executing: .a‘"l1tx.‘"agatemj4-"5!;5:Eemd-agzm install enable postgresgl

LWar 5. Co3pavite nonb3oBatens ans agMuHuctpmposanusa CYb/J;

PostgreSQL no ymonuaHuto co3aaeT cynepnosib3oBaTtens postgres.

Bash (o6on0uka Unix)

sudo su postgres

Bash (o6onouka Unix)

psgl -U postgres

Bash (o6onouka Unix)

CREATE ROLE redcheck WITH PASSWORD '12345' LOGIN CREATEDB SUPERUSER;

@)Check
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db:/etc/apt# sudo su - postgres
tar ~a-db:~% psgl -U postagres
sql (14.5 (Debian 14.5-1.pgdg89B+1))
BBegute "help", 4ToBbbl nony4uTh cnpabky.

postgres=# CREATE ROLE redcheck WITH PHSSWORD '12345" SUPERUSER LOGIN CRERTEDB;
CREATE ROLE
pos % A

[na Bbixoga 13 6a3bl AaHHbIX postgres BBeanTe \q

LLar 6. 3aBepLunTe ceccnto KOMaHA oM exit

LWar 7. OTkponTe AOCTyN NO CETU ANS CEPBEPOB, HA KOTOPBIX NAaHUPYeTCA

ycTaHoBka REST-koMnoHeHTa u cnyxb ckaHMpoBaHUs 1 cuHxpoHm3auum RedCheck;

Bash (o6onouka Unix)

sudo echo "listen addresses = 'ip CYBL'" >>
/etc/postgresqgl/16/main/postgresqgl.conf

Bash (o6onouka Unix)

sudo echo host all mmsa nosmbs3oBatTesnsa CYB] mMsa ceru/macka scram-sha-256
>> /etc/postgresqgl/l6/main/pg hba.conf

ip_CYBA, — IP-agpeca xocToB, Ha KOTOpbIX ycTaHoBAeHa CYB/J, cayx6bl
CKaHWPOBaHUA, Ciy>ba CMHXPOHM3aLMK 1 cepBepHbIn kKoMnoHeHT RedCheck,
umsa_6asbl_gaHHbIX — MMsA 6a3bl AaHHbIX, KOTOpPas CO34aeTcs Npu yCTaHOBKe
RedCheck (mno ymonuanuio RedCheck),

mma_nonb3oBatensa_CYB/J — vma co3gaHHOro paHee nosib3oBarens,
MMA_ceTn/Macka — ceTb WIN OAWH agpec, KOTopbIM paspeltaetca goctyn K CYB/J. K
npumepy, 192.168.100.0/24 nan 192.168.100.15/32;

"192. 168 >>
1/14/main/postaresqgl .c

pt ‘echa " redcheck 192.168.1.8/24 mdS" >> /etc/postgresqgl/14/main/pg_hba.conf
pt# tail -nl c/postgresql/14/main/pg_hba.conf
92.168.1.8/24 md5S
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UToObI Y3HaTb ip-afpec yCTPOMCTBa, UCMO/b3YTe KOMaHAy ip a

LWar 8. MNepe3zanyctute PostgreSQL.

Bash (o6on0ouka Unix)

sudo systemctl restart postgresqgl

Yto6bI NpoBepuThb paboTtocnocobHocts CYB/, ncnonblymnte kKoMaHay:

Bash (o6onouka Unix)

systemctl status postgresqgl

Mpwn HeobxoANMOCTN pa3peLunTe AOCTyN K ceTeBOMYy NopTy postgresql. Ans
yCTaHOBKM bpaHaMayapa ufw ncnosnb3lyrite kKomaHay:

Bash (o6on0uka Unix)

sudo apt install ufw

Bash (o6onouka Unix)

sudo ufw allow 5432/tcp

root@astra-db: 12/tcp
Rules updated

Rules updated (v6)
root@astra-db: /etc/apth l

@)Check
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Mucrannauua RedCheck

[nsa o6HoeneHna RedCheck — 4.8 O6HoBaeHne RedCheck Nix

MNepes Havanom yctaHoBky RedCheck B cucteme He f0MKHO BbITb NONb30BaTENS C
nmeHem redcheck. laHHOe nMA Nonb3oBaTens ABAAETCA CAy>xebHbiM. He
[0MNyCKaeTcs BHOCUTb M3MEHEHWS B MpaBa AOCTyna, a TakXXe UCNob30BaThb B
3aZ,aHMAX CKaHMPOBaHWA.

LWar 1. PazapxmBupymte ckadaHHbIK apxus redcheck-debian-repo-2.9.1.11903.tar.gz

B Anpektoputo /usr/local/src;
Bash (o6on0uka Unix)

sudo tar -xvf /home/mmMsa nombszomaTens/3arpys3ku/redcheck-debian-repo-
2.9.1.11903.tar.gz -C /usr/local/src

War 2. Jo6aBbTe GPG-KAHOY, KOTOPbIMA HAXOAMTCA B TONbKO YTO

pasapxvMBMPOBAHHOM KaTanore,;
Bash (o6on0uka Unix)

sudo apt-key add /usr/local/src/redcheck-debian-repo/PUBLIC-GPG-KEY-
redcheck

War 3. Co3pavite dpann redcheck.list 1 gobaBbTe B Hero 3anucb penosutopus;
Bash (o6on0ouka Unix)

echo "deb file:/usr/local/src/redcheck-debian-repo/ bookworm non-
free" | sudo tee /etc/apt/sources.list.d/redcheck.list

LWWar 4. O6bHOBUTE MakeThl;

Bash (o6onouka Unix)

sudo apt -y update
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LWar 5. YctaHoBuTe koMmnoHeHTbl RedCheck;
Bash (o6on0ouka Unix)

sudo apt -y install redcheck-api redcheck-client redcheck-scan-
service redcheck-sync-service redcheck-cleanup-service

REDCheck
"s):
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Kon¢purypaumus RedCheck

CoaeprkaHune

=  KoHdurypaLma Bcex KOMNOHEHTOB

* Bbl6bopoyHaa HacTporka KOMMOHEHTOB

= JlonoaHWTeNAbHble NapaMeTpsl

Ecnm xocT He noakaroYeH K ceTn MIHTepHeT, cHavana noayumte dann anmueHsnn. Ecan
NOAKNAKOUEH, HAYHUTE C Wwara 6.

LWar 1. CreHepupyiiTe KOJ aKTUBaLMN KOMAHZOW:

Bash (o6onouka Unix)

sudo redcheck-bootstrap

- KpUTuUYHoe coobueHve nNubo ownbka BLINOMHEHUS KOMaHObl

- BawHoe 3aMevaHue Tpebywuwee AelCTBUMA OT nonb3oBaTens

- ycrnewHoe BbIMONHEHWE KoMaHAbl NMbBo cTaTyc BLINONEHEHUS KOHOUrypauuu
[*] - puanasoH gonycTuMbIX 3HaYeHui
(*) - 3HauyeHue Mo yMoNYaHWIo

: 06HoBMTL cTpykTypy B[l
: MNonyyeHue kopga akTuBauum
: Hactpoitka RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoiika RedCheck-Cleanup-Service
: HacTpouTtb BCE cpasy
: Beixop
Buibepute peticteue [1-9]: |

Bbl6epl/lTe NYHKT I'Ionyuel-me KoAa aKTUuBaLlun 1 BBEANTE KNHOY JIMLUEH3NN

BESE,[[I;"-!TE KN4 JTUUEH3INK L
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War 2. AsTopm3ynTtech B LleHTpe cepTndunumpoBaHHbIX OOHOBAEHWN C

NOMOLbKO NOTNHa KN Napond;

JlornH/naposib NocTaBaAseTcs BCeEM KOMMeEPUYECKUM KaneHTam B Popmynspe, passen
15, «Ocobble oTMeTKM» (HaumHasa ¢ 18.05.2022).

LleHTp cepTudULMpPOBAHHBIX 06HOBNEHMWIA

[na nony4yeHns 06HOBNEHUI HEOBXOAUMO BbIBPaTh
cnocob6 Bxoaa

Q JloruH v naponb
Monb3oBaTenbckue AaHHble

B eToken
3neKTpoHHbIN USB-kntoy

LWar 3. Packponte RedCheck nnueHsnmu — Boibepute nHTEpecyrowmnin Bac Homep

NNUEH3NOHHOTO KNHOYa,

) AATIK
( Lo e Cucrema cepTudULMpPOE
PufGpire Tessy: OGHosneHus AnA cepTudnumposatHoro MO (92) L2
Crexno e i . :
Daiins (28) &
PyxosoacTea (6) +
F—— MaTepuans: no cepTuduumposanHomy Mo (5) L2
O6HosneHya Media Kit (21) L2
YuérHan 3anuce: €30363 T
Opraxvzauya: ANTIKC-COOT Tect 2 OGoanetinn VmWare (1) Y
= NEHNA K =13 (4)
MpeauAYyLM Bxon: OGHosneHns KoHTeHTa (4) >
08.11.2022, 11:01:41 Net Check nuueraum (2) 2
1P 194.190.48.111 B
RedCheck nuuenzum (2) ®
Bowityt
J'Iwnfnwannui KN4 Peaakuus A3aTa OKOHYaHWA >
| = I RedCheck Enterprise 17.04.2025 14:03:06
3arpysnms '

Bronnerens uzmerierinii RC

3172
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Haxxmute BbinonHUTb dKTuBauyuro — BBEANTE pPaHEE CKOHMpOBaHHbIVI KO,

aktmBaumnm — anHﬂTb;

BbiNONHWUTL PYYHYIO 3KTUBALMIO

JIMLEH3MOHHBIA KNHOY:

Kog aktusaumum: =

LWar 4. Haxxmnte CkauaTb;

AKTUBEH [ata akTusaumm v | [enctsua
Kl Il M

False 10.12.2021 09:54:44 CkayaTtb

True 24.09.2020 11:09:35 Ckauatb

War 5. Coxpanute pain license.xml;
KoHpurypauma Bcex KOMNOHEHTOB

LWar 6. HactpownTte komnoHeHTbl RedCheck;

CnpaBka no koHdurypatopy Bbi3biBaeTc koMmaHzou redcheck-bootstrap help

Jlorn nHctannatopa pacnonaratotca B /var/opt/redcheck-
common/log/configuration.log

MNepes NoBTOpHOW KOHOUIypaL e pekoMmeHayem CAeiaTb Pe3epPBHYH KOMUK

REDCheck
B
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6a3bl AAHHbIX.

Bash (o6on0uka Unix)

sudo redcheck-bootstrap

- KpuTuyHoe coobueHne Nubo ownbka BLINOSIHEHUS KOMaHMbI

- BakHoe 3aMeuyaHue Tpebywuwee AeNCTBUS OT MOMb30BaTens

- ycrewHoe BLINOMHEHWe KoMaHgsl NMMBo CTaTyC BLIMONMEHEHUS KOHOUrypauuu
[*] - puanasoH gonMycTWMbLIX 3HaYeHWi
(*) - 3HauyeHue NO yMONYAHUK

: 06HoBMTL cTpykTypy bl
: lNonyyeHue kopga akTuBauuu
: Hactpoiika RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoitka RedCheck-Sync-Service
: Hactpoiika RedCheck-Cleanup-Service
: HacTpouTtb BCE cpasy
: Beixop
Buibepute pelicteue [1-9]:

Bbibepute nyHkT HacTpoutb Bce cpa3y, UTOObl HACTPOUTL BCE KOMMOHEHTbI Ha

OJHOM cepBepe.

MepBbIM LWarom KoHGUrypaTtop nNpeasoXuT BBECTU JaHHbIe ANSA NOAKIOUEHNS K

6a3e AaHHbIX:

Cepeep CYB[] [IP]: 192.168.868.129
Beegute nopt (5432):

lloruH: redcheck

laponk:

Beegute uma bB[l: RedCheck
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ﬂ,anee YKaXute NONb30BaTENbCKMI KAHOY LLIlllq)pOBaHI/IFI ANnA NOBbILLEHNA

6e3onacHOCTM gaHHbIX B B (No xenaHuto):

MNposepsieTca Bepcus cepsepa PostgreSQL..

MpoeepseTca Hanuume ykasaHHoii BbJ] Ha cepsepe..
B[l ¢ Takum MMeHeM He HalijeHa
Xotute cospate Hosyw B? [Y/N] (Y): y

Cozpganue B[l..

BeeauTe nonb3oBaTenbCkuil KWy wndppoBaHws :

Bbibepute cnocob akTmBauum anueH3mm: oHnanH (K - karouy) nam opnaviH (P -

NNUEH3NOHHBIN dainn):

Buibepute Tun paboThl C nuueHauel - ka4 nauueHsuu unu ¢aitn nuuensumn? (K/0,F): K
BeeguTte knwy nuueHsuu:

Mpwn odranH akTMBaL MM yKaXXUTe MyTb K NNLLEH3VOHHOMY dany.

Cnepyrownm warom Bbibepute npotokon v IP ana pabotel redcheck-api. Mpw
Bbibope https HCTannaTop creHepupyeT caMoONnoANMUCaHHbIN

ceptudukat. AHanormuHas Hactponka un ans redcheck-client.

@)Check
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Konpurypauyus redcheck-api HoBbM NopgKNWYeHUEM. .
O6Hoenenune B[l..

[ocTynHele NMpOTOKON.I:

[1] : https

[2] : http

BuibepuTe npoTokon eBsaumopeiicTeus [1-2]: 1
[locTynHele wHTepdeiics:

[1] : 192.168.218.144

[2] : 192.168.80.32

BoibepuTe wHTepdeiic M3 cnucka gocTynHeix [1-2]:
Beegute nopt (445):

CoopmmpoBaTe cepTudmkaT Ha:

[1] : ip

[2] : dns

BuibupnTe Tun redepauwu cepTudwukata [1-2]: 1
prepare gencert: redcheck-api 192.168.88.32 192.168.88.32
leHepauusa cepTudukaTa. .

Generating a RSA private key

{(oTcyTcTBYET nMepeMeHHas)

Nothing to do

libsemanage.map_file: Unable to open my-httpd.pp
(No such file or directory).

libsemanage.semanage_direct_install_file: Unable to read file my-httpd.pp
(No such file or directory).

semodule: Failed on my-httpd.pp!

ﬂ,anee YKaXXute nMma and CJ'Iy>K6bI CKaHNpPOBaHNA N AOXANUTECH HaCTpOVIKM CJ'Iy)K6

CKaHNpOBaHUNA U CUHXPOHN3aLLNW:

@)Check
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Mpoesepka B[l Ha cooTBeTcTBMe TpeboOBaHUSAM ANS YyCTAHOBKW CNywbbl CKaHWPOBAHUS. .
BeinonHsieTca npoBepka nogknwuyenuss k bl pgns redcheck-scan-service

KoHpurypauus redcheck-scan-service HOBbIM MOQKIKYEHWEM. .

Beegute umMs cnyxbbi: scan

BoinonHsieTcs npoeepka nopknkwyenns Kk B[l ana redcheck-sync-service
KoHdurypauus redcheck-sync-service HOBbIM MOOKNKYEHUEM. .

Mpoeepka B[l Ha cooTBeTcTBME TpeboBaHUSIM ANA YyCTaAHOBKW CNyX6bl CUHXpPOHW3auUWW. .

Ecauv Bbl ycTaHOBMAM nakeT koMnoHeHTa redcheck-cleanup-service, To nHcTtannaTop
NPeANOXNT ero HaCTPOUTb. YKaxKuTe NOTMH 1 NapoAb oT yyeTHou 3anmcn RedCheck ¢

posnbto RedCheck_Admins.

Bribepute umMAa xocTa pna web cnywbu redcheck-cleanup-service
HalipeHst uMeHa xocTa:

[1] : localhost

Beibupute DNS wma [1]: 1

YkamnTe CyWecTBYWIWYW YYETHYW 3anuce ¢ npaeaMmi AgMWHWCTpaTopa:
Morvd: admin

Maponk:

Mo BTOpPWUTE BBOQL:

[eHepauus cepTudukaTa. .
Generating a RSA private key

BeeguTte nopT (446):
(oTcyTCcTBYET MEepemMeHHasn)
CTpoka nopkswyeHus crywbsl 04MCTKU COXpaHeHa B KOHQUrypauvoHHoM daiine

BbibopouHas HacTpoKa KOMMOHEHTOB

KoHdurypaTtop no3sonseT BbIGOPOUHO HacTponTb KoMMoHeHTbl RedCheck.

@)Check
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- KpuTuyHoe coobueHne nmbo ownbka BLINONHEHUS KOMaHAbI

- BakHoe 3ameuyaHue Tpebywuee AeiCcTBMS OT nonb3oBaTens

- yCnewHoe BbINOSIHEHWE KOMaHObl NMMbBo cTaTyc BbINONEHEHUS KOoHOUrypauun
[*] - puanasoH gonycTuMbIX 3HaYeHwui
(*) - 3HauyeHue MO yMONYaHUK

: 06HoBMTL cTpykTypy B[l
: lonyyeHne kopa akTuBauuUM
: HacTtpoiika RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoitka RedCheck-Cleanup-Service
: Hactpoutb BCe cpa3sy
: Beixop
Bubepute peiicteve [1-9]: |

1. O6HOBUTL cTpYKTYpYy BJ. MNocne obHoBneHna RedCheck cTpykTypa
ncrnonbzyemoun b/l MOXeT M3MeHUTLCH, HO He BCeraa HeobxoANMO U3MEHATb
HacTpOVKM paHee CKOHPUTYPUPOBaHHbIX KOMMOHEHTOB. BbibpaB faHHOe AencTBue,

Bbl 06HOBUTE CTPYKTYpY B/, He nepeHacTpanBas Apyrme KOMMOHEHTbI.

2. Hactpoiika RedCheck-Api / RedCheck-Client. [103BOASI€T M3MEHUTL NPOTOKOA U

DNS-uwms / IP-agpec ans komnoHeHToB RedCheck-Api n RedCheck-Client.

3. Hactpoiika RedCheck-Scan-Service. HactpavBaet cny>xby ckaHMpoBaHWUs AN
pabotbl ¢ BJl. laHHOe AencTBME MOXKET MCMOAb30BaThCA AN KOHOUTYPUPOBaHUS

AOMONHUTENBHOW CY>XXObl CKAHMPOBaHWA.

4. Hactpoiika RedCheck-Sync-Service. HactpanaeT cny>6y CMHXpOHM3auun ans

pabotbl ¢ B,

5. Hactpoiika RedCheck-Cleanup-Service. HactpavBaet cnyx6by ounctkun b/l ans

pabotbl ¢ bJ.

[ ononHntenbHble NnapameTpbl

secret_save — BBOZVMbIE B NpoLecce KOHPUrypaLum napoam byayT cCOXpaHaTbCs B

Nnor.
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advanced_setup — KoOHOUrypaTop 3anpoCuT pacliMpeHHble NapaMeTpbl Npwu

HacTpownke nogkntoueHus K b/,
MNpun HeobxoanMoCT NpogomkmTe KoHPUrypaumnto RedCheck n HactpowuTe:

= (CkaHupoBaHue c nomoubro WinRM

= JlomeHHVYI ayTeHTUdUKaumo B RedCheck (Kerberos)

= PykoBoacteo no komnoHeHTY RedCheck LDAP Import Tools (ana

uMropTta xoctoB 13 AD)
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3.4PEL OC7.3

CoaeprkaHune

=  YcraHoBka CYB/J

= VHctaanauma RedCheck

= KoHowurypauma RedCheck
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YcraHoBka CYb/J,

YcranHoBka CYB/, PostgreSQL c peno3sutopusa PEA OC

LWar 1. OtkponTte TepmmnHan kombuHaumnen Ctrl + Alt + T,

LWar 2. YcraHoBuTe PostgreSQL cneayroLert KOMaHAOW;

YcTaHaBAMBaTb MOXHO Nt06YHO BepCcHto postgresql, MMeroLLytocs B perno3utopusx
PEA OC;

Bash (o6on0ouka Unix)

sudo dnf -y install postgresgllS5-server postgresqgllb5-contrib

War 3. Mpowun3seanTte nHMumanmsaumio 6a3bl JaHHbIX postgresql;

Bash (o6onouka Unix)

sudo postgresgl-15-setup initdb
LWar 4. 3anyctute cnyxby postgresql n sobasbTe ee B aBTO3arpysKy;

Bash (o6onouka Unix)

sudo systemctl enable postgresgl-15 --now

[na npoBepkum cTatyca cayxbel ncnonb3ynte komaHay systemctl status postgresql-
15

Hacrpouka CYB/,

LWar 5. Co3pavite nonb3oBatens Ans agMuHucTpmposanunsa CYB/J;

PostgreSQL no ymonuaHuio co3gaet cynepnosib3oBaTtena postgres.
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Bash (o6onouka Unix)

sudo su postgres

Bash (o6onouka Unix)

psgl -U postgres

Bash (o6on0uka Unix)

CREATE ROLE redcheck WITH PASSWORD '12345' LOGIN CREATEDB SUPERUSER;

[na Bbixoga 13 6a3bl AaHHbIX postgres BBeanTe \q

LLar 6. 3aBepLunTe ceccnto KOMaHA oM exit

War 7. OtkpowTe AOCTYN MO CETV A/ CEPBEPOB, Ha KOTOPbIX NAaHMPYETCS
yCTaHOBKa CEPBEPHOIO-KOMMOHEHTA N CNY>K6 CKaHNMPOBAHMWSA N CUHXPOHM3ALIMM

RedCheck;

Bash (o6on0uka Unix)

sudo echo "listen addresses = 'ip CYBL'" >>
/var/lib/pgsgl/15/data/postgresqgl.conf

Bash (o6onouka Unix)

sudo echo host all mmsa nosmbs3oBatTesnsa CYB] muMsa ceru/macka scram-sha-256
>> /var/lib/pgsql/15/data/pg hba.conf

ip_CYBA, - IP-agpeca xocToB, Ha KOTOpbIX ycTaHoBAeHa CYB/J, cayx6bl
CKaHMpOBaHMs, cny>kba CMHXPOHM3aLMK 1 cepBepHbIY KoMnoHeHT RedCheck,
umsa_6asbl_gaHHbIX — MM 6a3bl AaHHbIX, KOTOpPas CO34aeTcs Npu yCTaHOBKE
RedCheck (no ymonuanuro RedCheck),
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nmsa_nonb3osBatena_CYB/[, — nma co3gaHHOro paHee noJsib3oBarens,
MmMsA_ceTn/macka — CeTb AN OAMH agpec, KOTopbiM paspewaetca goctyn K CYB/. K
npumepy, 192.168.100.0/24 nan 192.168.100.15/32;

UYTo6bl y3HaTb ip-ajpec yCTPOUCTBA, UCMONb3YNTE KOMaHAY ip a

LWar 8. MNepe3zanyctute PostgreSQL.

Bash (o6onouka Unix)

sudo systemctl restart postgresqgl-15

[na yctaHoBkwm firewall ncnonb3synte komaHay:

Bash (o6onouka Unix)

dnf -y install firewalld
3anyctuTe firewall:

Bash (o6on0uka Unix)

systemctl start firewalld
,ﬂ,06aBbTe NCcKAro4YeHne ana nopta, Ha KOTOPOM pa60TaeT postgresql:

Bash (o6onouka Unix)
firewall-cmd --permanent --add-port=5432/tcp

firewall-cmd --reload
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Mucrannauua RedCheck

[nsa o6HoeneHna RedCheck — 4.8 O6HoBaeHne RedCheck Nix

MNepes Havanom yctaHoBky RedCheck B cucteme He f0MKHO BbITb NONb30BaTENS C
nmeHem redcheck. laHHOe nMA Nonb3oBaTens ABAAETCA CAy>xebHbiM. He
[0MNyCKaeTcs BHOCUTb M3MEHEHWS B MpaBa AOCTyna, a TakXXe UCNob30BaThb B
3aZ,aHMAX CKaHMPOBaHWA.

War 1. OtkponTte TepmmnHan kombuHaumnen Ctrl + Alt + T,

LWar 2. CMOHTUPYNTE YCTAaHOBOYHbIN ANCK 1 cO3aanTe dann cd.repo:

Bash (o6on0uka Unix)

echo -e "[cd]

name=CD
baseurl=file:///run/media/user/redos-DVD-x86 64-MUROM-7.3
gpgcheck=0

enabled=1" | sudo tee /etc/yum.repos.d/cd.repo

Ecnm HeT yCcTaHOBOUHOTO ANCKa, MOAK/IHOUNTE CETEBOW PEMO3UTOPUM

Bash (o6onouka Unix)

echo -e "[base]

name=RedOS - Base

baseurl=https://repol.red-
soft.ru/redos/7.3c/$basearch/os,https://mirror.yandex.ru/redos/7.3c
/S$basearch/os, http://repo.red-soft.ru/redos/7.3c/S$basearch/os

gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg-RPM-GPG-KEY-RED-SOFT
enabled=1" | sudo tee /etc/yum.repos.d/Red0OS-Base.repo

LWar 3. PazapxmBupymte ckadaHHbI apxms redcheck-redos-repo-2.9.1.11902.tar.gz B

avpekToputo /usr/local/src;

Bash (o6onouka Unix)
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sudo tar -xvf /home/mmMsa nombszoaTens/3arpys3ku/redcheck-redos-repo-
2.9.1.11902.tar.gz /usr/local/src

LWar 4. Co3pavite pann redcheck.repo n fo6aBbTe B HEFO 3aNnCb PENO3UTOPUS;

Bash (o6on0uka Unix)

echo -e "[redcheck-repo]
name=RedCheck
baseurl=file:/usr/local/src/redcheck-redos-repo/redcheck-base

enabled=1

gpgcheck=0
gpgkey=file:/usr/local/src/redcheck-redos-repo/redcheck-base/PUBLIC-
GPG-KEY-redcheck" | sudo tee /etc/yum.repos.d/redcheck.repo

War 5. Co3pavite dann redcheck-dotnet.repo n fob6aBbTe B Hero 3anunco

peno3nTopus;

Bash (o6onouka Unix)

echo -e "[redcheck-dotnet-repo]
name=ALTX .NET 6.0
baseurl=file:/usr/local/src/redcheck-redos-repo/redcheck-dotnet

enabled=1

gpgcheck=0

gpgkey=file: /usr/local/src/redcheck-redos-repo/redcheck-base/PUBLIC-
GPG-KEY-redcheck" | sudo tee /etc/yum.repos.d/redcheck-dotnet.repo

LWar 6. O6bHOBUTe MakeTbl;

Bash (o6onouka Unix)

sudo dnf makecache

War 7. YctaHoBuTe komnoHeHTbl RedCheck;

Bash (o6onouka Unix)

sudo dnf -y install redcheck-dotnet-runtime redcheck-aspnetcore-
runtime redcheck-api redcheck-client redcheck-scan-service redcheck-
sync-service redcheck-cleanup-service
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Kon¢purypaumus RedCheck

CoaeprkaHune

=  KoHdurypaLma Bcex KOMNOHEHTOB

* Bbl6bopoyHaa HacTporka KOMMOHEHTOB

= JlonoaHWTeNAbHble NapaMeTpsl

Ecnm xocT He noakaroYeH K ceTn MIHTepHeT, cHavana noayumte dann anmueHsnn. Ecan
NOAKNAKOUEH, HAYHUTE C Wwara 6.

LWar 1. CreHepupyiiTe KOJ aKTUBaLMN KOMAHZOW:

Bash (o6onouka Unix)

sudo redcheck-bootstrap

- KpUTuUYHoe coobueHve nNubo ownbka BLINOMHEHUS KOMaHObl

- BawHoe 3aMevaHue Tpebywuwee AelCTBUMA OT nonb3oBaTens

- ycrnewHoe BbIMONHEHWE KoMaHAbl NMbBo cTaTyc BLINONEHEHUS KOHOUrypauuu
[*] - puanasoH gonycTuMbIX 3HaYeHui
(*) - 3HauyeHue Mo yMoNYaHWIo

: 06HoBMTL cTpykTypy B[l
: MNonyyeHue kopga akTuBauum
: Hactpoitka RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoiika RedCheck-Cleanup-Service
: HacTpouTtb BCE cpasy
: Beixop
Buibepute peticteue [1-9]: |

Bbl6epl/lTe NYHKT I'Ionyuel-me KoAa aKTUuBaLlun 1 BBEANTE KNHOY JIMLUEH3NN

BESE,[[I;"-!TE KN4 JTUUEH3INK L
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War 2. AsTopm3ynTtech B LleHTpe cepTndunumpoBaHHbIX OOHOBAEHWN C

NOMOLbKO NOTNHa KN Napond;

JlornH/naposib NocTaBaAseTcs BCeEM KOMMeEPUYECKUM KaneHTam B Popmynspe, passen
15, «Ocobble oTMeTKM» (HaumHasa ¢ 18.05.2022).

LleHTp cepTudULMpPOBAHHBIX 06HOBNEHMWIA

[na nony4yeHns 06HOBNEHUI HEOBXOAUMO BbIBPaTh
cnocob6 Bxoaa

Q JloruH v naponb
Monb3oBaTenbckue AaHHble

B eToken
3neKTpoHHbIN USB-kntoy

LWar 3. Packponte RedCheck nnueHsnmu — Boibepute nHTEpecyrowmnin Bac Homep

NNUEH3NOHHOTO KNHOYa,

) AATIK
( Lo e Cucrema cepTudULMpPOE
PufGpire Tessy: OGHosneHus AnA cepTudnumposatHoro MO (92) L2
Crexno e i . :
Daiins (28) &
PyxosoacTea (6) +
F—— MaTepuans: no cepTuduumposanHomy Mo (5) L2
O6HosneHya Media Kit (21) L2
YuérHan 3anuce: €30363 T
Opraxvzauya: ANTIKC-COOT Tect 2 OGoanetinn VmWare (1) Y
= NEHNA K =13 (4)
MpeauAYyLM Bxon: OGHosneHns KoHTeHTa (4) >
08.11.2022, 11:01:41 Net Check nuueraum (2) 2
1P 194.190.48.111 B
RedCheck nuuenzum (2) ®
Bowityt
J'Iwnfnwannui KN4 Peaakuus A3aTa OKOHYaHWA >
| = I RedCheck Enterprise 17.04.2025 14:03:06
3arpysnms '

Bronnerens uzmerierinii RC

3172
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Haxxmute BbinonHUTb dKTuBauyuro — BBEANTE pPaHEE CKOHMpOBaHHbIVI KO,

aktmBaumnm — anHﬂTb;

BbiNONHWUTL PYYHYIO 3KTUBALMIO

JIMLEH3MOHHBIA KNHOY:

Kog aktusaumum: =

LWar 4. Haxxmnte CkauaTb;

AKTUBEH [ata akTusaumm v | [enctsua
Kl Il M

False 10.12.2021 09:54:44 CkayaTtb

True 24.09.2020 11:09:35 Ckauatb

War 5. Coxpanute pain license.xml;
KoHpurypauma Bcex KOMNOHEHTOB

LWar 6. HactpownTte komnoHeHTbl RedCheck;

CnpaBka no koHdurypatopy Bbi3biBaeTc koMmaHzou redcheck-bootstrap help

Jlorn nHctannatopa pacnonaratotca B /var/opt/redcheck-
common/log/configuration.log

MNepes NoBTOpHOW KOHOUIypaL e pekoMmeHayem CAeiaTb Pe3epPBHYH KOMUK

g



6a3bl AAHHbIX.

Bash (o6on0uka Unix)

sudo redcheck-bootstrap

- KpuTuyHoe coobueHne Nubo ownbka BLINOSIHEHUS KOMaHMbI

- BakHoe 3aMeuyaHue Tpebywuwee AeNCTBUS OT MOMb30BaTens

- ycrewHoe BLINOMHEHWe KoMaHgsl NMMBo CTaTyC BLIMONMEHEHUS KOHOUrypauuu
[*] - puanasoH gonMycTWMbLIX 3HaYeHWi
(*) - 3HauyeHue NO yMONYAHUK

: 06HoBMTL cTpykTypy bl
: lNonyyeHue kopga akTuBauuu
: Hactpoiika RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoitka RedCheck-Sync-Service
: Hactpoiika RedCheck-Cleanup-Service
: HacTpouTtb BCE cpasy
: Beixop
Buibepute pelicteue [1-9]:

Bbibepute nyHkT HacTpoutb Bce cpa3y, UTOObl HACTPOUTL BCE KOMMOHEHTbI Ha

OJHOM cepBepe.

MepBbIM LWarom KoHGUrypaTtop nNpeasoXuT BBECTU JaHHbIe ANSA NOAKIOUEHNS K

6a3e AaHHbIX:

Cepeep CYB[] [IP]: 192.168.868.129
Beegute nopt (5432):

lloruH: redcheck

laponk:

Beegute uma bB[l: RedCheck
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ﬂ,anee YKaXute NONb30BaTENbCKMI KAHOY LLIlllq)pOBaHI/IFI ANnA NOBbILLEHNA

6e3onacHOCTM gaHHbIX B B (No xenaHuto):

MNposepsieTca Bepcus cepsepa PostgreSQL..

MpoeepseTca Hanuume ykasaHHoii BbJ] Ha cepsepe..
B[l ¢ Takum MMeHeM He HalijeHa
Xotute cospate Hosyw B? [Y/N] (Y): y

Cozpganue B[l..

BeeauTe nonb3oBaTenbCkuil KWy wndppoBaHws :

Bbibepute cnocob akTmBauum anueH3mm: oHnanH (K - karouy) nam opnaviH (P -

NNUEH3NOHHBIN dainn):

Buibepute Tun paboThl C nuueHauel - ka4 nauueHsuu unu ¢aitn nuuensumn? (K/0,F): K
BeeguTte knwy nuueHsuu:

Mpwn odranH akTMBaL MM yKaXXUTe MyTb K NNLLEH3VOHHOMY dany.

Cnepyrownm warom Bbibepute npotokon v IP ana pabotel redcheck-api. Mpw
Bbibope https HCTannaTop creHepupyeT caMoONnoANMUCaHHbIN

ceptudukat. AHanormuHas Hactponka un ans redcheck-client.
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Konpurypauyus redcheck-api HoBbM NopgKNWYeHUEM. .
O6Hoenenune B[l..

[ocTynHele NMpOTOKON.I:

[1] : https

[2] : http

BuibepuTe npoTokon eBsaumopeiicTeus [1-2]: 1
[locTynHele wHTepdeiics:

[1] : 192.168.218.144

[2] : 192.168.80.32

BoibepuTe wHTepdeiic M3 cnucka gocTynHeix [1-2]:
Beegute nopt (445):

CoopmmpoBaTe cepTudmkaT Ha:

[1] : ip

[2] : dns

BuibupnTe Tun redepauwu cepTudwukata [1-2]: 1
prepare gencert: redcheck-api 192.168.88.32 192.168.88.32
leHepauusa cepTudukaTa. .

Generating a RSA private key

{(oTcyTcTBYET nMepeMeHHas)

Nothing to do

libsemanage.map_file: Unable to open my-httpd.pp
(No such file or directory).

libsemanage.semanage_direct_install_file: Unable to read file my-httpd.pp
(No such file or directory).

semodule: Failed on my-httpd.pp!

ﬂ,anee YKaXXute nMma and CJ'Iy>K6bI CKaHNpPOBaHNA N AOXANUTECH HaCTpOVIKM CJ'Iy)K6

CKaHNpOBaHUNA U CUHXPOHN3aLLNW:
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Mpoesepka B[l Ha cooTBeTcTBMe TpeboOBaHUSAM ANS YyCTAHOBKW CNywbbl CKaHWPOBAHUS. .
BeinonHsieTca npoBepka nogknwuyenuss k bl pgns redcheck-scan-service

KoHpurypauus redcheck-scan-service HOBbIM MOQKIKYEHWEM. .

Beegute umMs cnyxbbi: scan

BoinonHsieTcs npoeepka nopknkwyenns Kk B[l ana redcheck-sync-service
KoHdurypauus redcheck-sync-service HOBbIM MOOKNKYEHUEM. .

Mpoeepka B[l Ha cooTBeTcTBME TpeboBaHUSIM ANA YyCTaAHOBKW CNyX6bl CUHXpPOHW3auUWW. .

Ecauv Bbl ycTaHOBMAM nakeT koMnoHeHTa redcheck-cleanup-service, To nHcTtannaTop
NPeANOXNT ero HaCTPOUTb. YKaxKuTe NOTMH 1 NapoAb oT yyeTHou 3anmcn RedCheck ¢

posnbto RedCheck_Admins.

Bribepute umMAa xocTa pna web cnywbu redcheck-cleanup-service
HalipeHst uMeHa xocTa:

[1] : localhost

Beibupute DNS wma [1]: 1

YkamnTe CyWecTBYWIWYW YYETHYW 3anuce ¢ npaeaMmi AgMWHWCTpaTopa:
Morvd: admin

Maponk:

Mo BTOpPWUTE BBOQL:

[eHepauus cepTudukaTa. .
Generating a RSA private key

BeeguTte nopT (446):
(oTcyTCcTBYET MEepemMeHHasn)
CTpoka nopkswyeHus crywbsl 04MCTKU COXpaHeHa B KOHQUrypauvoHHoM daiine

BbibopouHas HacTpoKa KOMMOHEHTOB

KoHdurypaTtop no3sonseT BbIGOPOUHO HacTponTb KoMMoHeHTbl RedCheck.
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- KpuTuyHoe coobueHne nmbo ownbka BLINONHEHUS KOMaHAbI

- BakHoe 3ameuyaHue Tpebywuee AeiCcTBMS OT nonb3oBaTens

- yCnewHoe BbINOSIHEHWE KOMaHObl NMMbBo cTaTyc BbINONEHEHUS KOoHOUrypauun
[*] - puanasoH gonycTuMbIX 3HaYeHwui
(*) - 3HauyeHue MO yMONYaHUK

: 06HoBMTL cTpykTypy B[l
: lonyyeHne kopa akTuBauuUM
: HacTtpoiika RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoitka RedCheck-Cleanup-Service
: Hactpoutb BCe cpa3sy
: Beixop
Bubepute peiicteve [1-9]: |

1. O6HOBUTL cTpYKTYpYy BJ. MNocne obHoBneHna RedCheck cTpykTypa
ncrnonbzyemoun b/l MOXeT M3MeHUTLCH, HO He BCeraa HeobxoANMO U3MEHATb
HacTpOVKM paHee CKOHPUTYPUPOBaHHbIX KOMMOHEHTOB. BbibpaB faHHOe AencTBue,

Bbl 06HOBUTE CTPYKTYpY B/, He nepeHacTpanBas Apyrme KOMMOHEHTbI.

2. Hactpoiika RedCheck-Api / RedCheck-Client. [103BOASI€T M3MEHUTL NPOTOKOA U

DNS-uwms / IP-agpec ans komnoHeHToB RedCheck-Api n RedCheck-Client.

3. Hactpoiika RedCheck-Scan-Service. HactpavBaet cny>xby ckaHMpoBaHWUs AN
pabotbl ¢ BJl. laHHOe AencTBME MOXKET MCMOAb30BaThCA AN KOHOUTYPUPOBaHUS

AOMONHUTENBHOW CY>XXObl CKAHMPOBaHWA.

4. Hactpoiika RedCheck-Sync-Service. HactpanaeT cny>6y CMHXpOHM3auun ans

pabotbl ¢ B,

5. Hactpoiika RedCheck-Cleanup-Service. HactpavBaet cnyx6by ounctkun b/l ans

pabotbl ¢ bJ.

[ ononHntenbHble NnapameTpbl

secret_save — BBOZVMbIE B NpoLecce KOHPUrypaLum napoam byayT cCOXpaHaTbCs B

Nnor.
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advanced_setup — KoOHOUrypaTop 3anpoCuT pacliMpeHHble NapaMeTpbl Npwu

HacTpownke nogkntoueHus K b/,
MNpun HeobxoanMoCT NpogomkmTe KoHPUrypaumnto RedCheck n HactpowuTe:

= (CkaHupoBaHue c nomoubro WinRM

= JlomeHHVYI ayTeHTUdUKaumo B RedCheck (Kerberos)

= PykoBoacteo no komnoHeHTY RedCheck LDAP Import Tools (ana

uMropTta xoctoB 13 AD)
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3.5 SberLinux

CoaeprkaHune

=  YcraHoBka CYB/J

= VHctaanauma RedCheck

= KoHowurypauma RedCheck
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YcraHoBka CYb/J,

YcraHoBka CYB/, PostgreSQL c opuumanbHoro penosmropus

War 1. YcraHoBuTe PostgreSQL ¢ noMoLbio cieayromx KOMaHz;

YcTraHaBavBaTb MOXHO Nt0ByH0 Bepcuto postgresql, nMeroLytoca B penosntopum,
cornacHo TpeboBaHMAM K NpOrpaMmMHOMY obecneyeHumto.

Bash (o6onouka Unix)

sudo dnf install -y
https://download.postgresgl.org/pub/repos/yum/reporpms/EL-8-
x86 64/pgdg-redhat-repo-latest.noarch.rpm

Bash (o6onouka Unix)

sudo dnf -qgy module disable postgresqgl

Bash (o6onouka Unix)

sudo dnf install -y postgresqgll6-server

War 2. MNpousseanTe nHULmManmsaunio 6asbl gaHHbIx postgresql;

Bash (o6onouka Unix)

sudo /usr/pgsgl-16/bin/postgresgl-1l6-setup initdb

LWar 3. lo6aBbTe cnyxby postgresql B aBTO3arpy3ky 1 3anycrure ee;

Bash (o6onouka Unix)

sudo systemctl enable postgresqgl-16

Bash (o6onouka Unix)

sudo systemctl start postgresqgl-16

[na npoBepku cTatyca cayxbbl ncnonb3yrte komaHay systemctl status postgresql-
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16
LWar 4. YcraHoBuTe pacumpeHue pgcrypto;

Bash (o6on0ouka Unix)

sudo dnf install postgresqgll6-contrib

Bash (o6onouka Unix)

sudo -u postgres psgl -U postgres

Bash (o6onouka Unix)

CREATE EXTENSION pgcrypto;

B cnyuae HexBaTkm Kakoro-ambo Apyroro pacluMpeHns NCNoab3ynte KOMaHAay
CREATE EXTENSION extension_name;

Hactpoiika CYB/,

LWar 5. Co3pavite nonb3oBatens Ans agMuHucTpmposanunsa CYB/J;

PostgreSQL no ymonuaHuto co3gaeT cyneprosib3oBatens postgres.

Bash (o6on0uka Unix)

sudo su postgres

Bash (o6onouka Unix)

psgl -U postgres

Bash (o6onouka Unix)

CREATE ROLE redcheck WITH PASSWORD '12345' LOGIN CREATEDB SUPERUSER;
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[Ans BbIXxoAa 13 H6a3bl AaHHbIX postgres BeeauTe \q

LLar 6. 3aBepLunTe ceccnto KOMaHa oM exit

LWar 7. OTkponte AOCTyN NO CETU 4NN CEPBEPOB, HAa KOTOPBIX NJaHUPYyeTCA
yCTaHOBKa CepBEPHOro-KOMMOHEHTa 1 CTY>K6 CKaHMPOBAHMA N CUHXPOHMU3ALNN

RedCheck;

Bash (o6onouka Unix)

sudo echo "listen addresses = 'ip CyBO'" >>
/var/lib/pgsgl/l6/data/postgresgl.conf

Bash (o6onouka Unix)

sudo echo host all mmsa nome3oBatTesns CYBJ mMmsa ceru/Macka scram-sha-256
>> /var/lib/pgsql/l6/data/pg hba.conf

ip_CYB/J, — IP-agpeca xocToB, Ha KOoTopbIx ycTaHoBAeHa CYB/l, cnyx6bsi
CKaHMpOBaHUs, cny>kba CMHXPOHM3aL MK 1 cepBepHbIY KoMnoHeHT RedCheck,
MmMA_6a3bl_gaHHbIX — UMS 6a3bl JaHHbIX, KOTOPas CO34aeTCsa NPU YCTaHOBKE
RedCheck (no ymonuanuo RedCheck),

mmsaA_nonb3oBatensa_CYB/J, — vnma co3gaHHOro paHee nosb3oBarens,
nma_cetn/macka — ceTb WM OAMH ajpec, KoTopbiM pa3speltaetca goctyn Kk CYB/. K
npumepy, 192.168.100.0/24 nan 192.168.100.15/32;

YTtobbl y3HaTL ip-aApec yCTPONCTBA, NCMONb3yNTe KOMaHAy ip a
LWar 8. MNMepe3anyctute PostgreSQL.

Bash (o6onouka Unix)

sudo systemctl restart postgresqgl-16

@)Check 120



[na yctaHoBkwm firewall ncnonb3synte komaHay:

Bash (o6onouka Unix)

sudo dnf -y install firewalld
3anyctute firewall:

Bash (o6on0uka Unix)

sudo systemctl start firewalld
[obaBbTe UckrOUEHNE Ana NOpTa, Ha KOTOPOM paboTaet postgresql:

Bash (o6onouka Unix)

sudo firewall-cmd —--permanent —--add-port=5432/tcp

Bash (o6onouka Unix)

sudo firewall-cmd --reload
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Mucrannauua RedCheck

[nsa o6HoeneHna RedCheck — 4.8 O6HoBaeHne RedCheck Nix

MNepes Havanom yctaHoBky RedCheck B cucteme He f0MKHO BbITb NONb30BaTENS C
nmeHem redcheck. laHHOe nMA Nonb3oBaTens ABAAETCA CAy>xebHbiM. He
[0MNYyCKaeTcs BHOCUTb M3MEHEHWS B MpaBa AOCTyna, a TakXXe UCMob30BaThb B
3aZ,aHMAX CKaHMPOBaHWA.

Ana vHctannaumm naketoB RedCheck Heobxoanmo noakntounts Base n AppStream
peno3nTopun.

LWar 1. PazapxmBupymte ckadyaHHbI apxus redcheck-sber-repo-2.9.1.11901.tar.gz B

avpexToputo /usr/local/src;

Bash (o6onouka Unix)

sudo tar -xvf /home/mmMsa nose30BaTesns/3arpysku/redcheck-sber-repo-
2.9.1.11901.tar.gz /usr/local/src/

War 2. Co3pavite pann redcheck.repo n fo6aBbTe B HEFO 3aNnCb PENO3UTOPUS;

Bash (o6onouka Unix)

echo -e "[redcheck-repo]
name=RedCheck
baseurl=file:/usr/local/src/redcheck-sber-repo/redcheck-base

enabled=1

gpgcheck=0
gpgkey=file:/usr/local/src/redcheck-sber-repo/redcheck-base/PUBLIC-
GPG-KEY-redcheck" | sudo tee /etc/yum.repos.d/redcheck.repo

War 3. O6bHoOBUTE NMakeTbl;

Bash (o6on0ouka Unix)

sudo dnf check-update

LWar 4. YctaHoBuTe komnoHeHTbl RedCheck;
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Bash (o6onouka Unix)

sudo dnf -y install redcheck-api redcheck-client redcheck-scan-
service redcheck-sync-service redcheck-cleanup-service
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Kon¢purypaumus RedCheck

CoaeprkaHune

=  KoHdurypaLma Bcex KOMNOHEHTOB

* Bbl6bopoyHaa HacTporka KOMMOHEHTOB

= JlonoaHWTeNAbHble NapaMeTpsl

Ecnm xocT He noakaroueH K ceT MIHTepHeT, cHavana noayumte dann anmueHsnn. Ecan
NOAKNAKOUEH, HAYHUTE C Wwara 6.

LWar 1. CreHepupyiiTe KOJ aKTUBaLMN KOMAHZOW:

Bash (o6onouka Unix)

sudo redcheck-bootstrap

- KpUTuUYHoe coobueHve nNubo ownbka BLINOMHEHUS KOMaHObl

- BawHoe 3aMevaHue Tpebywuwee AelCTBUMA OT nonb3oBaTens

- ycrnewHoe BbIMONHEHWE KoMaHAbl NMbBo cTaTyc BLINONEHEHUS KOHOUrypauuu
[*] - puanasoH gonycTuMbIX 3HaYeHui
(*) - 3HauyeHue Mo yMoNYaHWIo

: 06HoBMTL cTpykTypy B[l
: MNonyyeHue kopga akTuBauum
: Hactpoitka RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoiika RedCheck-Cleanup-Service
: HacTpouTtb BCE cpasy
: Beixop
Buibepute peticteue [1-9]: |

Bbl6epl/lTe NYHKT I'Ionyuel-me KoAa aKTUuBaLlun 1 BBEANTE KNHOY JIMLUEH3NN
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War 2. Astopusyiitech B LLeHTpe cepTUdnLMpPOBaHHbIX OBHOBAEHUN C

NOMOLLbHO IOTUHA 1 NapoJiF;

JlornH/napoab NocTaBaseTca BCEM KOMMepUeckmM kKaneHtam B Qopmynape, pasaen
15, «Ocobble oTMeTKM» (HaumHas ¢ 18.05.2022).

LleHTp cepTudUUMpOBaHHbIX 06HOBNEHWA

[na nony4yeHns 06HOBNEHUI HEOOXOAUMO BbIOGpaTh
cnocob6 Bxoaa

Q JloruH v naponb

g eToken

LWar 3. Packponte RedCheck nnueHsnm — Bbibepute nHtepecyrowmnin Bac Homep

JIMUEH3MOHHOIO KJ/1Ko4a;
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Cucrema cepTudLMpPOE

o)
T —
Te Temy:
o
e - A cep 0110 (92) ®
Daiins (28) »
PyxosoacTsa (6) ®
(o — pHansi N0 ¢ y 10 (5) @
OHoBneHua Media Kit (21) “
YuérHan sanuce: 30363
o:raumawa: ANTTIKC-COOT Tecr 2 OG6Hosnexns VmWare (11) ®
Tipeamayupsl 8x0n: 0BHOBNeHUA KoHTeHTa (4) @
08.11.2022, 11:01:41 Net Check nuueramm (2) E
1P: 194.190.48.111
RedCheck nuuerawm (2) @®
Bty
| Pegakuma | [aTa OKOHY3HMA v
RedCheck Enterprise 17.04.2025 14:03:06
3arpysnts

vzmenermi RC

I
=
S
N}

HaxxmMnTe BbINONHUTL aKTUBaLMIO — BBEAMTE paHee CKOMMPOBaHHbIN KOJ,

aktvBauuu — FNMpuHATD,

BLINONHUTE PYYHYIO 3KTUBALMIO

JIVUEH3MOHHBIM KNHOY:

Koa aktusaumm: *

LWar 4. Haxkmute CkauaTthb;

AkTuBeH | [laTa akTuBaumm v | NeicTeua
|2 Il ~ &3

False 10.12.2021 09:54:44 Ckauats

True 24.09.2020 11:09:35 Ckauatb

War 5. Coxpanute dawnn license.xml;
KoHdwurypaumsa Bcex KOMNOHEHTOB

LWar 6. Hactporite komnoHeHTbl RedCheck;

REDCheck
B
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CnpaBka no KoHpurypatopy Bbi3biBaeTca komaHzon redcheck-bootstrap help

Jlorn nHctannatopa pacnonaratotca B /var/opt/redcheck-
common/log/configuration.log

[epes NOBTOPHOW KOHGUIypaLven pekomMmeHayem CAe/aTh Pe3epPBHYH KOMUKO
6a3bl AaHHbIX.

Bash (o6osnouka Unix)

sudo redcheck-bootstrap

- KpuTuuHoe coobueHne nubo ownbka BLINOSTHEHUS KOMaHMb!

- BakHOoe 3aMeuyaHue Tpebywuwee AeNCTBUS OT MNoOMb30BaTens

- ycrewHoe BbIMONHEHWe KOMaHgbl NMMB0 CTaTyC BINONEHEHUS KOHGUrypauum
[*] - puanasoH gonycTuMbIX 3HaYeHwui
(*) - 3HauyeHue MO yMONYaHUK

: 06HoBMTL cTpykTypy B[l
: lonyyeHne kopa akTuBauum
: Hactpoiika RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoitka RedCheck-Sync-Service
: Hactpoitka RedCheck-Cleanup-Service
: HacTpouTtb BCe cpasy
: Beixop
Buibepute peiticteue [1-9]:

Beibepute nyHkT HacTpouTb Bce cpa3sy, UToObl HACTPOUTL BCE KOMMOHEHTbI Ha

OfHOM cepBepe.

MepBbIM LWarom KoHGUrypaTtop nNpeasioXuT BBECTU JaHHbIe ANA NOAKIOUYEHNS K

6a3e AaHHbIX:
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Cepeep CYB[] [IP]: 192.168.868.129
Beegute nopt (5432):

MoruH: redcheck
laponk:

Beegute uma bB[l: RedCheck

ﬂ,anee YKaXute NONb30BaTENbCKMI KAHOY LLIlllq)pOBaHI/IFI ANnA NOBbILLEHNA

6e3onacHOCTM gaHHbIX B B (No XenaHuto):

MpoBepseTca Bepcus cepeepa PostgreSQL..

MpoBepsieTca Hanuume ykasaHHoii BJl Ha cepsepe. .
B[l c TakuM MMeHeM He HalifjeHa

Xotute coaspate Hosyw B? [Y/N] (Y): y
Cozpganue B[l..

BBEHMTQ nonb30BaTeNbLCKUA KKy I.UI/|¢[)OBSHHHI

Beibepute cnocob aktmBauumn anueHsum: oHnanH (K - karoy) nam obnaviH (P -

JNNUEH3NOHHBIN dain):

Buibepute Tun paboTsl C nuueHanel - Ky nauueHsuu unu ¢aitn nuuensumn? (K/0,F): K
BeeguTte knwy nuueHsun:

Mpwn opranH akTMBaL MM yKaXXUTe MyTb K NNLLEH3VOHHOMY dany.

Cnepyrownm warom Bbibepute npotokon v IP ana pabotel redcheck-api. Mpw
Bbibope https HCTannaTop creHepupyeT caMONoANUCaHHbIN

ceptudukat. AHanormuHas Hactpoika n ans redcheck-client.
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Konpurypauyus redcheck-api HoBbM NopgKNWYeHUEM. .
O6Hoenenune B[l..

[ocTynHele NMpOTOKON.I:

[1] : https

[2] : http

BuibepuTe npoTokon eBsaumopeiicTeus [1-2]: 1
[locTynHele wHTepdeiics:

[1] : 192.168.218.144

[2] : 192.168.80.32

BoibepuTe wHTepdeiic M3 cnucka gocTynHeix [1-2]:
Beegute nopt (445):

CoopmmpoBaTe cepTudmkaT Ha:

[1] : ip

[2] : dns

BuibupnTe Tun redepauwu cepTudwukata [1-2]: 1
prepare gencert: redcheck-api 192.168.88.32 192.168.88.32
leHepauusa cepTudukaTa. .

Generating a RSA private key

{(oTcyTcTBYET nMepeMeHHas)

Nothing to do

libsemanage.map_file: Unable to open my-httpd.pp
(No such file or directory).

libsemanage.semanage_direct_install_file: Unable to read file my-httpd.pp
(No such file or directory).

semodule: Failed on my-httpd.pp!

ﬂ,anee YKaXXute nMma and CJ'Iy>K6bI CKaHNpPOBaHNA N AOXANUTECH HaCTpOVIKM CJ'Iy)K6

CKaHNpOBaHUNA U CUHXPOHN3aLLNW:
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Mpoesepka B[l Ha cooTBeTcTBMe TpeboOBaHUSAM ANS YyCTAHOBKW CNywbbl CKaHWPOBAHUS. .
BeinonHsieTca npoBepka nogknwuyenuss k bl pgns redcheck-scan-service

KoHpurypauus redcheck-scan-service HOBbIM MOQKIKYEHWEM. .

Beegute umMs cnyxbbi: scan

BoinonHsieTcs npoeepka nopknkwyenns Kk B[l ana redcheck-sync-service
KoHdurypauus redcheck-sync-service HOBbIM MOOKNKYEHUEM. .

Mpoeepka B[l Ha cooTBeTcTBME TpeboBaHUSIM ANA YyCTaAHOBKW CNyX6bl CUHXpPOHW3auUWW. .

Ecauv Bbl ycTaHOBMAM nakeT koMnoHeHTa redcheck-cleanup-service, To nHcTtannaTop
NPeANOXNT ero HaCTPOUTb. YKaxKuTe NOTMH 1 NapoAb oT yyeTHou 3anmcn RedCheck ¢

posnbto RedCheck_Admins.

Bribepute umMAa xocTa pna web cnywbu redcheck-cleanup-service
HalipeHst uMeHa xocTa:

[1] : localhost

Beibupute DNS wma [1]: 1

YkamnTe CyWecTBYWIWYW YYETHYW 3anuce ¢ npaeaMmi AgMWHWCTpaTopa:
Morvd: admin

Maponk:

Mo BTOpPWUTE BBOQL:

[eHepauus cepTudukaTa. .
Generating a RSA private key

BeeguTte nopT (446):
(oTcyTCcTBYET MEepemMeHHasn)
CTpoka nopkswyeHus crywbsl 04MCTKU COXpaHeHa B KOHQUrypauvoHHoM daiine

BbibopouHas HacTpoKa KOMMOHEHTOB

KoHdurypaTtop no3sonseT BbIGOPOUHO HacTponTb KoMMoHeHTbl RedCheck.
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- KpuTuyHoe coobueHne nmbo ownbka BLINONHEHUS KOMaHAbI

- BakHoe 3ameuyaHue Tpebywuee AeiCcTBMS OT nonb3oBaTens

- yCnewHoe BbINOSIHEHWE KOMaHObl NMMbBo cTaTyc BbINONEHEHUS KOoHOUrypauun
[*] - puanasoH gonycTuMbIX 3HaYeHwui
(*) - 3HauyeHue MO yMONYaHUK

: 06HoBMTL cTpykTypy B[l
: lonyyeHne kopa akTuBauuUM
: HacTtpoiika RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoitka RedCheck-Cleanup-Service
: Hactpoutb BCe cpa3sy
: Beixop
Bubepute peiicteve [1-9]: |

1. O6HOBUTL cTpYKTYpYy BJ. MNocne obHoBneHna RedCheck cTpykTypa
ncrnonbzyemoun b/l MOXeT M3MeHUTLCH, HO He BCeraa HeobxoANMO U3MEHATb
HacTpOVKM paHee CKOHPUTYPUPOBaHHbIX KOMMOHEHTOB. BbibpaB faHHOe AencTBue,

Bbl 06HOBUTE CTPYKTYpY B/, He nepeHacTpanBas Apyrme KOMMOHEHTbI.

2. Hactpoiika RedCheck-Api / RedCheck-Client. [103BOASI€T M3MEHUTL NPOTOKOA U

DNS-uwms / IP-agpec ans komnoHeHToB RedCheck-Api n RedCheck-Client.

3. Hactpoiika RedCheck-Scan-Service. HactpavBaet cny>xby ckaHMpoBaHWUs AN
pabotbl ¢ BJl. laHHOe AencTBME MOXKET MCMOAb30BaThCA AN KOHOUTYPUPOBaHUS

AOMONHUTENBHOW CY>XXObl CKAHMPOBaHWA.

4. Hactpoiika RedCheck-Sync-Service. HactpanaeT cny>6y CMHXpOHM3auun ans

pabotbl ¢ B,

5. Hactpoiika RedCheck-Cleanup-Service. HactpavBaet cnyx6by ounctkun b/l ans

pabotbl ¢ bJ.
JononHntenbHble NnapameTpbl

secret_save — BBOAMMble B npoLiecce KOHUrypaumum napoam 6yayT COXpaHATbCA B

JIOT.
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advanced_setup — KoOHOUrypaTop 3anpoCuT pacliMpeHHble NapaMeTpbl Npwu

HacTpownke nogkntoueHus K b/,
MNpun HeobxoanMoCT NpogomkmTe KoHPUrypaumnto RedCheck n HactpowuTe:

= (CkaHupoBaHue c nomoubro WinRM

= JlomeHHVYI ayTeHTUdUKaumo B RedCheck (Kerberos)

= PykoBoacteo no komnoHeHTY RedCheck LDAP Import Tools (ana

uMropTta xoctoB 13 AD)
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3.6 YcraHoBka RedCheck Update Server (Windows)

KoMnoHeHT He aBnsieTcs 0b6s3aTesIbHbIM U IMLLEH3NPYETCA OTAENbHO. YCTaHOBKA
RedCheck Update Server npounssogutca B DMZ-cermeHTe cet Ans 06HOBAEHUS
KOHTeHTa 6e3omnacHOCTM 6e3 gocTyna K ceTu VIHTEpHET CO CTOPOHbI CTyXObl
cnHxpoHm3aumnm (RedCheck Sync).

War 1. 3anyctute nHcTannsaunoHHbin naket RedCheckUpdateServer.msi;

ﬁ Ycranoeka RedCheck Update Server - X

Bac npuBeTCTBYET MacTep yCTaHOBKM
REDCheck RedCheck Update Server

Macrep ycranosku ycraHosut RedCheck Update Server
Ha KomnbloTepe, HaxmuTe kHonky “Janee’, ytobel
NPOAOAXKWTL, MAN KHONKY “OTMEHA", YTO6bI BEINTH U3
MacTepa yCcraHoBKU.

Hasag OTtmeHa

War 2. BBeanTe NMLEH3VOHHLIN Katou — [anee;

ﬁl Mporpamma ycranoekn RedCheck Update Server = X

JInueH3MOoHHbIN KoY

BeeanTe NproBpPETEHHDIN paHEee IMUEHSMOHHBIN K04 1 REDCheck
Haxmute 'Janee’

JIMUEH3NOHHEIN KAKOY

[I BcrasuTh

Hosa e

REDCheck
'Q)
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War 3. Ykaxxute gnpektopuro s YCTaHOBKN;

ﬁ Ycranoeka RedCheck Update Server - X

Manka ycranosku

HaxmuTe 'Jlanee’, 4tobbl yCTaHOBMTS B NANKy NO YMONYAHMIO. \REDCheCk

YcraHosute RedCheck Update Server s:

C:\Program Files (x86)\ALTEX-SOFT\RedCheckUpdateServer\

WN3meHuTh...

Hasn s

LWar 4. HaxkmuTe YcTaHOBUTD.

ﬁ Ycranoeka RedCheck Update Server = X

Bce roroBo k ycranoeke RedCheck Update Server REDCheck

Haxmute KHONKY "YTaHOBUTL , YTO6bI HAYaTb YCTaHOBKY. HaXMuUTe KHONKY
"Hazaa’, 4To6bl NPOBEPUTE MAM U3MEHUTE NAPAMETPHI YCTaHOBKKW. Haxmute
KHOMKY “OTMeHa’, YTO6bl BHIMTH U3 MacTepa.

Mocne ycTaHOBKM HEOBXO0AMMO NpousBecTy HacTpoiky (4.3.3 CUHXPOHM3aLLMA
yepe3 RedCheck Update Server).
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3.7 YcraHoBka areHTa RedCheck (Windows)

AreHT ckaHnpoBaHua — komnoHeHT RedCheck, npegHa3HauyeHHbIV A9 CKaHMPOBaHMA
XOCTOB, OFPaHNYeHHbIX NoAnTuKon Vb opraHunsauumn (HanpvmMep, 3anpet nan
orpaHuyeHue ncnonbsosaHna WMI, WinRM, oTcyTcTBME BO3IMOXHOCTH
MCNo/b30BaTh Y3 aAMMHUCTPATOpPa), a TakxKe Ana obecneveHns BbICTPOAENCTBMA 1

NOBbILLEHHOM HaAEXHOCTHN CKaHUNpOBaHWA.

I,ﬂ,aHHbIl\/’I KOMIMOHEHT pa60TaeT TOJIbKO MO 3anpocCy OT cepBepa CKaHNpPOBaHUA B

pamMKax Ha3HaYeHHOM 3ajayun aygnta.
CopeprxaHune

= 3.7.1 YcTaHOBKa Ha CKaHVMPYEeMOM XOCTe B PYYHOM pexunme

= 3.7.2 YcTaHOBKa Yepes rpynnosble NOJAUTUKM AOMEHa
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3.7.1 YcTaHOBKa Ha CKAaHMPYEMOM XOCTe B PYYHOM pexmme

AreHT cKaHMpOBaHUA BXOAUT B cocTaB ancTpmnbytmea RedCheck 2.6.9

MNepeg ycTaHOBKOW yHeamTeChb, YTO Ha KOMMbIOTEPE €CTb BCe HEOOXOANMbIE

KOMIMOHEHTDI:

=  Microsoft .NET Framework 4.8 (4.3.2 YctaHoBka Microsoft .NET

Framework).

Bo3moxkHa aBTOMaTMyeckas yCTaHOBKa Yepe3 KOMaHAHYH cTpoky (4.6.3 AreHt

RedCheck)

LWar 1. 3anycTtute yctaHoBOUYHbIM dpann RedCheckAgent.msi Ha ckaHUpyeMOM

xocte — fanee;

ﬂ Mporpamma ycranoeku RedCheck Agent (64 bit) = X

Bac npuseTcTBYeT MacTep yCTaHOBKM
REDCheck RedCheck Agent (64 bit)

Macrep ycraHosku ycraHosuT RedCheck Agent (64 bit)
Ha KomnbloTepe. Haxmute kHonky “Janee’, 4ytobul
NPOAOAXKUTL, MK KHONKY “OTMEHA", YTO6bI BEINTKH U3
MacTepa yCcraHoBKM.

War 2. ViHcTannatop npoBepuT Haanume Bcex HEOOXOANMBIX

KOMTIMOHEHTOB — ﬂ,anee;
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ﬁ Mporpamma ycranoeku RedCheck Agent (64 bit) = X

Heobxoanmbie KOMNOHEHTHI

Y6eanTech, YTO YCTAHOBNEHDI BCE HEOBXOAMMBIE KOMMOHEHTDI REDCheck

.NET Framework 4.8

Hazapg OTmeHa

LWar 3. 3aganTe nopt areHTa (Mo ymonyvaHuto 8732) n otmetbTe none AobaBurtb

NopT... B UCK/tOUeHue 6paHamayspa — [Janee;

N3meHnTb NopT MOXHO nocne yctaHoBku (4.11.2 VI3amMeHeHne nopTa And areHTa

RedCheck).

ﬂ Mporpamma ycranosku RedCheck Agent (64 bit) — X

Mopr arenta
Ykaxute nopT ana areHta REDCheck

MopT: 8732

[[] Ao6aeuTs nopt RedCheck Agent B nckoueHns 6paHamMay3pa

Hasag OTmeHa

LWar 4. Ykaxxunte gupekToputo ANnA yCTaHOBKW areHTa — fanee;
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ﬁ Mporpamma ycranoeku RedCheck Agent (64 bit) = X

Manka ycranosku

Haxmure 'Janee’, 4tobbl yCTaHOBUTB B NANKy M0 YMONY3HWIO. REDCheck

Ycranosutb RedCheck Agent (64 bit) e:

C:\Program Files\ALTEX-SOFT\RedCheckAgent\

W3meHuTs...

Hazapg OTmeHa

LWar 5. Mo HeobxoAMMOCTN OTMETbTE CO3AaHMe IOKaNbHOW rpynnbl 6e3onacHoCTH
REDCHECK_ADMINS v pobaBneHne B Hee Nosib30BaTeNs, U3 MNOA KOTOPOro

npon3BoANTCA YCTaHOBKA areHta — Aanee;

UneHctBo B rpynne 6e3onacHoct REDCHECK_ADMINS Tpebyetcs ans KOppPeKTHON
paboTbl areHTa.

ﬂ Mporpamma ycranoeku RedCheck Agent (64 bit) (2.6.9.6679) = X

Ipynna REDCHECK_ADMINS
Mpwn HeobxogumocTy cosaaiite rpynny REDCHECK_ADMINS un REDCheck

Haxmute 'fanee’.

Ana pyHkumoHuposaHma RedCheck Agent Heo6xoaumo, 4TO6EI
NONb30BaTeNb, OT Ybero UMeHW 6yAeT NPOBOANTCA CKAHUPOBaHWe, COCTOAN B
rpynne REDCHECK_ADMINS

[[] cosaate rpynny "REDCHECK_ADMINS'

D[losaswrb Tekywero nonbsoearens s rpynny ‘'REDCHECK_ADMINS'

Qanee OTtmeHa

Ecnm xocT HaxoanTcs B JOMEHE MM Ha HEM YyXKe MMeeTca rpynna 6e3onacHocTu
REDCHECK_ADMINS, aaHHbIn pa3gen 6yaeT NponyLieH Npu ycTaHOBKE.
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LWar 6. HaxkmuTe YcTaHOBUTD;

ﬁl Mporpamma ycranoekn RedCheck Agent (64 bit) (2.6.9.6384) - X

Bce rotoso k ycranoske RedCheck Agent (64 bit) REDCheck

HaXxxmuTe KHONKY "YCTaHOBWUTL , YTO6BI HA4aTb YCTaHOBKY. HaXXMuUTe KHONKY
"Hazaa’, 4To66l NPOBEPUTL AW U3MEHUTL NAPaMETPLI YCTaHOBKU, HaxmuTe
KHOMKy "“OTMeHa", 4TO6bI BEINTK U3 MacTepa.

Hasaa || &) Ycrarosute OTmeHa

[Mocne okoOHYaHUSA YCTaHOBKW HaXXMUTe FotoBO;
Do6aBneHue nopra B uckitoueHusa bpaHamayspa

War 1. Otkpownte koHconb PowerShell: Myck — Windows PowerShell — MKM

no Windows PowerShell — 3anyck ot mmeHn agMmuHucTpartopa;

Windows Kits

Windows PowerShell J @ ]
ot Manens KomangHan

Windows PowerShell KOMMLIOTER YNpasneHns CTpoKa

{ 19 3akpenuts Ha HayanoHOM 3KpaHe

v JonoanurensHo 2
JaKpenuTL Ha NaHenNn 3agau

¥nanuts
Janyck OT UMEHW aAMMHWCTRETORE

=
Wiy v vy =N

MepeiTy k pacnoncxesnio Gaina

.3E“y'CF: OT MMEH W 3AMWHWCTPAETORd

g Janycmath [SE oT uMeny agMuHCTpaT...

=  Windows PowerShell ISE

MapameTprl

Mouck

War 7. BoinonHuTe cnesyrowyro KOMaHay:
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Koz

netsh advfirewall firewall add rule name="RedCheck Agent port" dir=in
action=allow protocol=TCP localport=8732
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3.7.2 YcTaHOBKa yepes rpynnoBblie NOJIMTUKU AOMEHa

AreHT cKaHMpOBaHUA BXOAUT B cocTaB ancTpmnbytmea RedCheck 2.6.9

NHcTtannauma areHTta ckaHmposaHusa RedCheck B sgomeHHOM okpy>keHnm

OCyLLEeCTBJIAETCA NOCPEACTBOM FpynnoBbIX NOJIMTUK B HECKONIBKO 3TamnoB:

= Co34aHuMe 1 HacTpoWKa rpynnbl 6e30nacHOCTY

= Co3aaHve 1 HacTPOMKa CeTeBOW Mankwu

= HacTtpowvka rpynnoBov NOANTUKMA

[na obecneyeHusa 6osbluert 6€30NacHOCTN N KOHTPOIA 3a YCTaHOBKOW AreHTa,
co3ganTe rpynny 6e30nacHOCTM, B KOTOPOW onpeaenmnTe, Kakme yCTponCTBa
noA/iexar yCTaHOBKe, a kakue HeT. Ecam Takon b He TpebyeTcs, HauHuTe ¢ wara 8.

Co3paHue n HacTpoWka rpynnbl 6e3onacHOCTH

War 1. Nyck — CpeacrBa agMmuHuctpupoBanua Windows — Monb3oBatenu n

Komnblotepbl Active Directory;
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- Cpeacrea af\MUHUCTPUPOEAHMA. ..

ﬁa Active Di Ory - AOMEHE! M JOEE

Active Directory — caliTel v cnysbl
DHC

DNS

ODBC Data Sources (32-bit)

Auck E0CCTAHOENEHAA

WHuyuarop 15C51

Werounmen gadnsx ODBC (64-pas.
Kondurypaumrs cucremon
TNokansHan NonMTHKa HBe30NacHoCTH
Mogyne Active Directory gna Wini
Monutop 6

Monurop pecypcos

ONTUMUIELMA JUCKOE

Ouncrra gucka

Mnd MonwzceaTenn u Ko MIbHOTEDE] Ac

MonbzoEarenu U KoMneoTepsl Act...

War 2. MKM no Users — Co3gatb — pynna;

) Active Directory - NONLIOBATENM M KOMNBIOTEPBI - Ro X

Qaiin  feicreme Bua Cnpaexa

e am 40X
2 Nonssosarenn n xomnsioTeps! ,
Coxpanennbie 3anpoce:
v [#3 REDCHECK.LOCAL
Builtin
Computers
4] Domain Controllers
ForeignSecurityPrincipal:
Managed Service Accour
Users

Aenernposanne ynpasnenna...

Haitmm...

Cospare

Bee 3apaun
Bua

Obnoens

IKCNOPTHPOBATE CINCOK...

Ceoiicrea

Cnpasxa

< >

a BEmdwmrd

Wna Tun

& admin Monssoeatens
&, db.admin Monssoearens
8. DefaultAccount Nonssosarens
&2 DnsAdmins Ipynna 6eson...
&2, DnsUpdateProxy Ipynna Geson...
82 protected Users rpynna Geson...
B redcheck lpynna 6eson...

Nonesosarens

Fpynna Geson...

Favnna Gevon,

Onucanne

YUeTHan 33nnce NONLIOBATENA
[pynna aammmmcrparopos DN
DINS-kAmenTBI, KOTOPBIM Paspe

YuscTHIKaM 3T0M rpynnel 0be:

EHMAR YUETHAA 3ANNCH 3

> Komnerotep
> Konraxr
’ Tpyn

lv HMEIOLLME BAMHUHHCTD

netorg!
msDS-KeyCredential
msDS-ResourcePropertylist
msDS-ShadowPrincipalContainer
msimaging-PSPs

o RPN MNceeaormm ouepean MSMQ
iroen

2 rpynna c sanpewienn
%rp-,nna € paspewenn
B2 Vsaarenn cepruduna

Mpunrep
Monssosarens

O6uan nanxa

E2 Knonmpyemsie xonTponnepsi gomena Tpynna 6eson...
H2 Komnsrorepe: gomena rpynna 6eson...
EgKomponnepu,wuena lpynna 6eson...
<

Co3a3MME HOBOTO 3NEMENTa B STOM KOHTEliNEpe.

BAMUHNCTPATOP
1 3TOM FPYNNBI MOTYT Bbi
3 STOR rPYNNBI MOTYT Bbi
MEHMBIE AAMUHHCTPATOP
HEHHDIE AAMUNMCTPATOP
1 STOM FPYNNBI MOTYT W3
ICTH AOMEN
€HHAR YUETHAA 33NNC A/
M WNEHOB ABHHOR rpynn
W 4NEHOB ABHHON rpYNN
» STOR rpynnbl MOryT Nyt
Unewbi STOM rpynnbi, AEARIOLY
Bce paboune cramumn u cepee|
Bce xonTponnepe gomena & Ac |
>
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War 3. B none Mmsa rpynnbl yka>knte Ha3saHwe rpynnbl (B

npumepe software_deploy). O6nactb gencteus rpynnsl Fno6banbHas; Tmn

rpynnbl Fpynna 6e3onacHoctu — OK.

Hoewiit obvext - Npynna

% Cosaarss: REDCHECK.LOCALMUsers

Wms rpynnei:

I software_deploy

Mg rpynnet (npea -Windows 2000):

[ software_deploy
O6nacTL ASHCTBIUA rpyNNB! Tun rpynnel
O Noxansran 8 nomere (® rpynna GesonaciocTi
(® nobancras (O rpynna pacnpocTparersts
O Yrsepcanoras

[ ][ omee

LWar 4. NKM no software_deploy — CBoiicTBa;

Bcrpoennan
Ynewnol, nme
Hasnauenns
Ynennl sTol
Ynennl sTon
Hasnavenns
Haznauenns
Ynewnol 3TON
Bce roctm ac
Bcrpoennan
Maponu une
Maponun une

42 redcheck Mpynna 6ezon...
E) redcheck.admin Monssoearens
52 REDCHECK_ADMINS lpynna 6eson...
% REDCHECK_SYSTEMS lpynna 6ezon...
B2, REDCHECK_USERS lpynna 6eson...
& Aamummcrparop AoGaeus & rpynny... )earens
B2 Aamunncrparop Mepemecture... Geson...
lemunuctpatog Ornpasuts noury Geson...
AGAAMunuctpuo; Geson...
%Muu«ucrpatop Bcu zempens : Geson...
%Nmunucrparop Buipesars Geson...
QBMMunucrparo; Yaanute Geson...
QB Bnagensupi-cos, |, Geson..
Q locTtn gomena Heson.
E.; locre Csowcrea parens
%rpynna ¢ 3anpet — 6eson..
% lpynna c paspet s . . — Gezon..
Wznarenu centuduraror Mvnna Rexnn...

Unewn aToi

LWar 5. Boibepute YneHsol rpynnbl - ,o6aBuTh;

REDCheck
f3o
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Ceoiicrea: software_deploy ? X

Obwwme| “nersi roynnel JUnes rpynn Ynpasnsetcs
Unenn! rpynne:

Wma MNanxa pomerswx cnyxt Active Directory
. DoGasums... Yaanum

T
War 6. Haxxmute Tunbl o6beKkToB

Buibop: “Monbsoearenn”, “Kountaxtei”, “Komnsiotepsi”, “YuerHbie sanucu cayx... X

Buibepure Tn obvexra:
l"ﬂomsoeanm", “Komnoioepe:”, “Yeensie sanuc cayxb”, "I’pynl Tunst 06vexTos...
B cneayowem mecre:
[REDCHECK LOCAL | | Paswewene..
Beenyre yvena exibipaemsx o6 vexTos (npveveps):

Mposepum umena
Doromarrenso Omvera

OTtmeTbTe KomnbroTepbl;
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Tunei o6vextoe X

Boibepute TMNb! 06 BEKTOS, KOTOPSIE Bbi XOTUTE HAATH

Tunoi o6vexTon

[ox ][ omea

War 7.Ykaxute wvMA KOMMNbrOTEPa, Ha KOTOPOM MJaHUpyeTca YyCTaHOBKa

areHta — lNpoBeputb nmeHa — OK.

Buibop: “Monssoearenn”, “Konraxte:r”, “Komnetotepst”, “YuerHbie 3anuck cayx... X

Boibepute Tvn obvexTa:
{"ﬂommmm". “KomnooTepe:”, “Yeenee samcn cnyx6”, “Tpyn| | Tune: o6vexTos...

B cneayowem mecre:
{REDCHECK.LOCAL Pasmewerve..

Beente pmvera suibpaemsi o vexTos (pveveps:)
ARM MposepuTs nmera

DononHutensHo... Omvena

Co3paHue N HacTpoMka ceTeBOM Nanku

LWar 8. Co3panite ANpeKTOpUIO C MPOM3BOJIbHLIM Ha3BaHveM (Hanpumep, C\share) —

MKM no co3gaHHon anpektopun — CBOMUCTBA;
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chare

OTepeITE
OTKpbITE B HOBOM OKHE

JaKpenuTe Ha NaHenwn BelcTporo 4o0CTyna

MpegocTaenTs AocTyn K
BOCCTAHOBWMTE MPEXHION EEPCUID
foBaeuTs & BuBAnoTEKY

BEKFIEI'IHTI: Ha HA4anbHOM 3KpaHe

OTtnpaeute

BeipesaTh
Konupoeate

BrTaenTe

Co34aTe ApAbLIK

¥panute

]

Lo

L

CeolicTea

War 9. MNMepenante B Aoctyn — PaclumpeHHaa HaCTPOMKa;

REDCheck
'«)
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Ceowcrea: share

Mpeas Hacpoitka

O6wwe Doctyn BesonacHocTe

OBwwmit ocTyn K ceTesbiM Daitnam v Nankam
share
Het obwero aoctyna

CeTtesoi nys:
Her obwero aoctyna

| O6wmA soctyn... |

PacwmperHan HacTpoiika oblero aoctyna

l'lpenocrasnne'r nonb30BaTENbCKUE PaspeleHnn, co3naeT

obLwme Nanku v 3apaeT apyrue aononHUTENbHbIE NapamMmeTpbl
afinera nocTyna

: GPaauupemaa HaCTPOMKa...

OK Omvena | | Mpumermms

War 10. OTmeTbTe OTKPbITL 06WMIA AocTyn — Pa3pelueHus;

REDCheck
{0
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PacwmuperHas HacTpolika obuiero goctyna X

[ OTxpeiTe 0bwmit aocTyn K 3TN Nanke

MapameTpbl
Mma obwero pecypca:
| shareg] I

fobasute = YaanuTtb

OrpaH4mMTb YMCN0 0AHOBPEMEHHBIX | 16777 -5
nonb30BaTenei Ao:
MpuMedaHue:

Paspewerus KswuposaHue

. e

CnMBOA $ Ha KOHLE MMEHW Nanku NO3BONSAET CKPbITb €€ N3 CETEBOTO OKPY>XKEHWS
nosb3oBaTenemn.

War 11. Yaanute rpynny Bce;
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Paspewenns ana rpynnei “shareS" X

Paspewenusa ans oblwero pecypca

[pynnbl unu nonb3oBaTeny:

gee

erGaaun: Ynanute \

Paspewenus ans rpynne! “Bee” Paspewnt 3anpemms
MonHewt gocTyn O O
N3menerne O O
Urenue ™ O

| OK IVOWB.MM&MTB

Haxmvunte [Llo6aBUTb;
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Paspewerusa ana rpynnel “shareS” X

Paspewenuna ana obwero pecypca

Mpynnb! unn nonb3oBaTeny:

Eak

Paspewenuns ana rpynns! "Bee” Paspewnts 3anpemts
MonHbiit gocTyn O O
Namerenne O O
YUrenue M O

o] [(oee ] R

War 12. Haxxmute PasmeleHne — Bbibepute nokanbHbI komnbtotep — OK;
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Kb

Boibepute Tvn o6 bekTa: s
I"ﬂonbaosarenu". "Ipynnet™ unn "BeTpoetHbie cyGbek Tl Geaonaoml Tunb! 06 bEKTOS. .. KE
B creayiowem mecre: KE
|leﬂ'd°m‘*"°°m | Pasmelenve... e
BsemvTe umena Bbibipaembix 06beKToB (npumeps!): Kb
MposepuTs UMeHa Kb

Kb

Kb

DononHuTensHo... 0K Omvena Kb
KB

Pazmewermne X

Ykaxute, rae Bbl XOTUTE BbINONHWTDL MOWCK.

S ool
= | Karanor

3 test-domain.com

]

War 13. Beegute nma NMpoweawmne npoeepky — NMNpoBeputb umeHa — OK;

Bouibop: "Monbsosatenn” unm "Mpynner” X
BoiGepute TMn oGbekTa:
l"ﬂomsoea'rem". "Tpynnei” nnu “BeTpoerHbie cy6bex bl 6e30nacm| Tunbl 06bEKTOB...
B cnenyowem mecre:
[YDV-AD I | Pasmewerwe...
Bseamte umena Bbibipaembix 06beKToB (npumeps!):
Mpowe, n Mposeputs umera
| DononxurensHo... | » Omvena

MpepocTaBbTe pa3peLleHne Ha YteHne;

@)Check 151
Q



Paspewenns ana rpynnei “shareS" X
Paspewenna ana obuwero pecypca
[pynnbl unu nonb3oBaTeny:
82 Mpowepuwe nposepky
| Yaanums
Paspeweruna ana rpynnbi
"Mpoweawwme nposepky" Paspewnts 3anpeme
MonHbii gocTyn O O
—] —]
Urerue M O I
OK . Omvexa | MpumernTs

LWar 14. B ceoncTBax aupektopuu neperamte B besonacHoctb — 3MeHUTB;

@)Check 152
Q



CeovicTea: share X

Mpeabiaywme Bepcum L P —
Obwume Ooctyn BesonacHoct

Wms obvekTta: C:\Users\Agmunuctpatop\Documents\share

Mpynnbi unu Nonb3oBaTen:
3 AaMuHUCTPaTOp
82 AgmurmcTpaTopsl (TEST-DOMAIN\AaMuHMcTpaTOpL!)

YTo6b1 M3MEHUTL Pa3peLueHns,

HaxmuTe KHonky "Mamerums". Usmeruts...

Paspewenuna ana rpynnel "CUCTEMA"
Paspewnts 3anpems

MonHbit gocTyn v A
Namerenne

Yrexue 1 BbinonHeHne

Cnncok coaepXxumoro nanku

Yrenve !

3anuce v

Y1066 3303 0Ccobble paspeleHnsa unm
NapameTpbl, HAXMUTE KHOMKY
"NononHutensHo ™.

[ononHuTensHo

Omvena MpumermTs

LWar 15. Haxmute lo6aBUTb — BBEAMTE AAMUHUCTPATOPbI AoMeHa — OK;
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Bui6op: “Monbsosatenn”, "Komnbrotepbi”, "YuetHbie 3anucu cayx6” wam "Tpyn.. X

Boibepute TMn o6 bekTa:

l"ﬂonbsosa'rem". "Ipynnet” unn "BeTpoerHbie cy6bek ol 6esonacml ' Tuns! 06beKTos....

B cneayowem mecre:

[test-domin.com || Pasmewerme...
s )eK 108 (Npumeps!):
c 1 3 ' MposepuTs MMeHa
PaspeLIenna Ana rpynnbl share PaNl €]
Ip| G"
§| BesonacHocm F
g Wma obvexta: C:\Users\Aamunmuctpatop\Documents\share hue
pynnbi nu nonb3osaTenu: s ¢
G | S&cucTEmA Ryt
Hal & AgmuHmncTpaTop Hue
Pa S8 AnmurmcTpaToper (TEST-DOMAIN\AgMuHmucTpaTOps!) lena nu...
BHOBLUM... 2:
’ BHOBLUM...
& - ~ | BHOBLUM... i
I LobasuTs... ‘ Ypanume | bHoswm... 1¢
| Paspewenus ans rpynnol "CUCTEMA”™ BHOBLUM... ¢

War 16. ns AaMunHMUcTpaTopbl soMmeHa oTMeTbTe MoaHbIA goctyn — OK;

REDCheck
f3o
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Paszpewenns ana rpynnei “share” X

BesonacHocs
Wms obvekTta: C:\Users\Agmunuctpatop\Documents\share

Mpynnb! vnu nonb3osaTenu:

82 CUCTEMA

3 AaMuHMCTpaTOp

82 AgmurucTpaTopsl (TEST-DOMAIN\AaMuHMcTpaTops!)

82 AgvmrmncTpaTope pomena (TEST-DOMAIN\AaMuHuCTpaT. ..

Paspewenua ana rpynnbi

MonHbit gocTyn O &
TaMenerine ™ O
Urerue 1 BbINONHEHME ™ O
Cnu1COK COAEPXMMOro Nanku ™ [l
Urerive % O B

[ [ omea | [ Tomesmn

LWar 17. Ckonupynte B CO34aHHYIO0 AMPEKTOPUIO YCTAHOBOYHbIV dann AreHta.

Hactpoiika rpynnoBoi noMTnku

LWar 18. Haxxmute Win + R — BBEAMTE gpmC.msC;

=7 Beeaute uma nporpammel, Nanku, A0KyMeHTa uaun pecypca
= WHTepHeTa, koTopbie TpebyeTca oTKpbITh.

OTkpbiTe: | gpmc.msc v

G 370 3353HKe ByAET CO343HO C NPaBamMu 3AMUHUCTpaTopa

OK ‘ Otmena 06z0p...
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War 19. Packponte AomeHbl — KM no gomeHy — Co3paaTtb 06beKT rpynnoBoii

NMOJINTUKUN B 3TOM AOMEHEe...;

= - o
. ¥npaeneHue rpynnoeci NoAMTUKCA

5 ®aiin  fedctaue  Bug  Owno  Cnpaska
e | Hm X HE
_;__ug ¥npaenenue rpynnoeci NoanTHKOR RedCheck Agent
b fh flec: test-domain.com O6nact  Ceegetma  Mapametps  Oenervposadie
v | F5 Jomersl
i, : Ceasn
v 5 test-domain.c~—
s AddLoca Cozgate obbekT FpyNNOB0R NOAMTHKN B 3TOM ADMEHE W CBASATE EMD...
i Default D CeA3aTE CYLLECTBYHILLIMA CEBeKT rpynnoeoi NoANTHE.., 1
RedChec BnokWpoBaTh HACNEA0BaHHE i
el soft il

Beeaute umsa ansa rpynnoson noantnkm — OK;

Hogbii 06bexT rpynnoeoit noanTukm X

Wma:
| RedCheck Agent| |

McxoaHbih 06beKT rpynnoBoi NOAMTUKK:

| e v

s

War 20. NMKM no co3gaHHoM noantuke — UameHuTs;

P " -
w _ni.l"lec: test-domain.com O
v £ Jomens
v 3 test-domain.com .
+] AddLocalAdmins L
= Defaylt Domain Policy o
5: RedChec P
= soft :

) g — PRy ITE e

= WinRM | % Ceasb BrAKO4EH

2| Domain | CoxpaHnTE OTHET..,
2 | Redchecl
R - Bua b

LWar 21. Packpovite KoHpurypaumsa komnbrotepa — Monntnku — KoHpurypaums

nporpamm — KM no YcraHoBka nporpamm — Co3aatb — lMaker;
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= PeaakTop ynpaeneHus

Trann  Jdewcteme Bug

rEyNNCERIMA NOAWNTHEIMIA

Cnpaeka

|7 E= HE

(=] Monwruka RedCheck Agent [YD _ir i eaChe

w il KoHdurypauma kom
w || Moawten

w || KoHgurypauma npor

Yo
| Kordr
| Agnanr

| Hacrpoiix
v il Kondurypauy
| MonwTake
~| Hacrpoiik

LWar 22. Beeante B

nanke: \\<MmMsa_komnbloTepa>\<umsa_nanku>$ — BbibeprTe yCTaHOBOUHbIN daiin

AreHTa;

HroBel NpOCMOTPETE ONMCAHKME
3IMEMEHTE, BBIAENNTE Er0,

MBHITER

BrTasute

(BHOEWTL
CeolicTEa

Cnpaeka

I

afpPeCcHON CTPOKe NyTb K CETEBOW

(=l Otkpeitue

I Pabouwii cto. #
& 3arpysku *
%) Dokymentsl #
=] Nzo6paxenn #
. share *
. shara$
. share
System32

‘i JlokaneHbii gauc

» [ 3ror komnbtoTep
v

X
&« v M . > Cerp > ydv-ad > shara$ v 0 Mowuck: shara$ pel
Ynopsgouute ¥ Hoeaa nanka == v [B 0
A Wmsa Jata usmeHenuns Tun Pasmep
v 3k BbicTpbiii goctyn
ﬁ?}l RedCheckAgent 10.10.2022 10:03 Maker ycranoswm... 3036 Kb

Wma daiina:

v} Maketb! ycranoewmka Window v

onsn

MeTog pa3BepTbiBaHVA — HA3HAUY€HHbIN;

REDCheck
'q>:

157



PaseepTbigaHune nporpamm X

BoiGepute MeToa pa3sepThiBaHNA:
nyGnUYHbIA

(®) Ha3HaueHHbIt

(O ocobbiit

BoibepuTe 3T0T NapameTp ANA Ha3HAYeHWM APNbIKE NPUNOXKEHWIO
6e3 n3MeHeHWA.

G

War 23. NKM no nossusLliemyca ycTaHoBO4YHOMY dany — CBOUCTBa;

w i Konburypauma KomnsroTep

w || Moawtikw ABTOMETHUECKIA YCTAHOBKE
v || Kondurypauws npor

HazHauwTe
¥cTanoska nporg

s [ Horbarypatie Wine CrmyBnuKoBaTs

» || AJMUHWCTPaTMEHEIE B sanaum \
| HacTpoika
v i, KoHpurypauws nonb3ogate OBHOBWNTE
» L MoawTikm —
= 5 Ceoiicrea
+ || Hacrpoiika
Cnpaeka

LLar 24. B Pa3BepTbiBaHMe OTMETbTE YAANATL 3TO NPUJIOIKEHME, eCInN ero

mcnonb3oBaHwme... — OK
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Ceovictea: RedCheck Agent (64 bit) ? X

Kateropw _Moguouaua . Besonacrocm

Obwme Passepmisanue O6Hosnerus

Tun passepToiBaHna
MyGnuyHbIA

(® HaszHauerHbii

MNapameTpbl pa3sepTbiBaHUA

ABTOMETUNYECKM YCTAHABNMBATL NPUNOXEHME NPY 00paLLEHMN K
Panny C COOTBETCTBYIOWMM paclumpeHnem

Ynanate 370 NpUNOXeHUE, ECM €0 UCTONb30BAHUE BbIXOANT
33 paMKi, AONYCTUMBIE MONMTUKON YNpaBneHms.

He oTobpaxaTts 3T0T NakeT B OKHE MacTepa yCTaHOBKM U1
yA3NEHWR NPOrpamMm NaHenu ynpasneHna

YcTaHasnmBaTs 3T0 NPUNOXEHWUE NPy BXOAE B CUCTEMY

Monb30BaTenbCKUA MHTEPPEIIC NPY YCTaHOBKE
MpocToit

MonHew

LononHuTensHo...

Omvena MpumernTs

LWar 25. Mepenante B Konpurypauums
Komnbtotepa — Moantukn — KoHnpurypauma Windows — MNapametpbl
6e3onacHoctn — MoHuTop 6paHamayspa 3awmtHuka Windows... — MKM

no MpaBuna ana Bxoaawmx nogknoueHnin —» Cosaarb NnpaBnno...;
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R
‘&

=1
=if PEAEICI'UP}"I'IFI‘EEJ'IEHMR rEYynnoeEeIMK NOANTHEGMKA

®ain  [eicteme  Bug  Cnpaska

| 7 E L o

w (A KoHgurypaum KomneroTepa
w || MNonutukn
- ] KoHdurypauws nporpamm
v || Kongurypauma Windows
_| MonuTika paspeLlesna MMeH
=] Cuenapun (3anyck/3asepluenie]
> [ PaseepHyThie NPUHTERLI
w fg Mapametpel BezonacHocTh
s Monurikn yuetHbx sanucei
fj JlokansHele NeANTHEN
> _:EI KypHan cobemui
> L& Tpynnbi € orpaHuHeHHsIM 40CTYTIOM
& Cucremnbie cryxbel
4 Peectp
& Dafinosan cucTema
3 ;fJ' Moawtren npescared cetw (IEEE B02,3)
~ | MonuTop Bpanamayspa 3awmrHinka Windows e g
v ﬂ' MonuTtop Bpanamayapa 3awmTiuka Window:
&1 Mpasuna 4nA BXOAALLIAK NOQKAFOYEHK
Mpasuna gna cxogALLEro NOAKAMDYE
.';“!_. Mpaewnna BE20NacHOCTH NOAKMFOHEHY
| Monwrnen gneneryepa cnucka ceteli
3 :‘;ﬂ! Meoantukn BecnposogHoi cetw (IEEE 802.11)

| MnnuTuen nTEARITOCD KNHda

A Vma Tpynna

Het 3nemeqToB &4nA ClTCIspE)KEHMH E 3TOM EWAE.

CozaaTe Npaswno...

Punetposate no npoduno >
PUNBTPOBETE N0 COCTORHKMID »
QUNETOOBATE NO FOVANE H]

LWar 26. Ykaxunte Tvn npasuna Ana nopra — fanee;

P Macrep co3aaHma NpaBuna AR HOBOTO BXOAALLEND NOAKNIOHEHNA

Twun npasuna
BoiGepute TN npasuna GpaHamayapa, KoTopoe TpebyeTca co3nat.

O Npenonpenenerte

Wan:

@ Tunnpaswna Mpasuno KaKoro TNa Bbi XOTMTE CO3AATL?

@ [poTokon 1 nopTs!

@ [eiceve O Ons nporpamme:

® Mpopwm Mpasuno, ynpasnsIowLee NOAKMIOYEHNAMM ANA NPOTPAMM.
@ Wma @® [ns nopra

Mpasuno, ynpasnsaioluee noaknioyeHnamin ans nopta TCP unu UDP.

BranchCache - oBHapyxetue Kawmpyowmx y3nos icnonsayet WSD)

Windows.

Mpasuno, noax: ans

O Hactpansaeme
Hactpavsaemoe npasuno.

Hasan Lanee > Omvena

OtmeTtbTe MpoTtokonTCP — ykaxunte nopt AreHTta (No ymonuaHuio 8732) — fanee;

MO>HO, HO He peKOMeHAYeTCA NCNOb30BaTb APYron NopT AreHTa.

Check
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P Macrep cosaanua npasuna A1n HOBOTO BXOAALLEN MOAKMOUEHHA

MpoToxon u nopTs

YKaxuTe npoTOKONb! M NOPTbI, K KOTOPSIM NPUMEHAETCA AGHHOE NPABAo.

Wan:

@ Tunnpasuna YkaxuTe NpoToKoN, K KOTopomy GyAeT NPUMEHATLCA 3TO NPaBUNO.

@ Mpotokon v nopTs! @ Mporokon TCP

@ [eirctave (O Mpotokon UDP

@ Tpoduns

@ Wwvs YKaxuTe nopThl, K KOTOPLIM GyAET NPUMEHATCA 3TO NPaBMno.

(O Bce noxkanbHbie nopTsl

P —————

Mpumep: 80, 443, 5000-5010

o | [T ] [ v

BbibepuTte PaspewnTtb nogkatoueHue — flanee;

P Macrep cosgania npaeuna Ana HOBOTO EXOARLLEND NOAKMIOYEHUA

ewctene

YkaxuTe aeficTeue, BbINONHAEMOE NPY COOTBETCTBM NOAKMIOYEHMA YCNOBUAM, 33AaHHBIM B JaHHOM Npasune.

Wanx

@ Tunnpasuna YkaxuTe neficTeie, KOTOPOE AOMKHO . KOraa T
YK@3aHHbIM YCNOBUAM.
@ [potokon u NopTol

(® Paspeumms noaxmouetme

@ [encteve

Brmouan KaK r : IPSec. Tak ur Ges sawmTsI.
@ MMpopuns
@ Wma O P:

Bxmouan Tonsko c c IPSec.

MNoaxntoueHna GyayT 3alumwerbl C NoMoLLbI0 NapameTpos IPSec u npasun, 3apaHHbIX B
Ppasaene Npasun 6e30NacCHOCTH NOAKMIOHEHNI.

(O BnokuposaTs noaxmouetme

<Hasan [anee > Omvena

Bbibepute npoduman ana npumeHeHna npasuaa (peKkoMeHAyeTca OCTaBUTb MO

ymosndaHuio) — fanee;

Check
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MNpoduns

Wan:
Tun npasuna

MpoTokon v nopTel

%
-

@ [eicteue
@ Mpoduns
“

Wms

i Macrep co3panms npasina 41a HOBOTO EXOARLLEND NOAKMIOHEHUS

YKaxuTe npodunm, K KoTopbiM NPUMEHAETCA 3T NPasmno.

[ing Kakux Npodunes NpUMEHRETCA Npasuno?

] Domermsi

TMpyMeHsETCA NPY NOAKIOYEHIMM KOMMBIOTEPA K AOMEHY CBOE#! OpraHM3aLym.

M Yacrros

MpyMeHsETCS, KOrAa KOMNbIOTEP MOAKMIOYEH K YACTHOM CETM, HaNPUMEP A0Ma Uk

Ha paboTe.
] NyGnasen

A cem.

Mps TCR Npy

<Hasaa Omvera

3aganite numa — Fotoso.

Uma

Wan:
Tun npasuna

MpoTokon v nopTol

-
@

@ [eicteve
@ MMpopuns
K]

Wms

P Macrep cosaanua npaeuna 4ns HOBOTO BXOAALLIErO MOAKIONEHHA

YKaxuTe MMf 1 ONMCaHME A3HHOMO NPaBsuna.

WUms:

[RedCheck Agent]

Ormcarme (HeoBa3aTensHo):

<Hasan Omvera

MNocne ycraHoBkn AreHta nossutcsa aupektopus RedCheckAgent no agpecy

C:\Program Files\ALTEX-SOFT, a cny>x6a AreHTa 6yaeT oTobpaxaTbca

B MNMpoueccax B lucnetruepe 3apau.

REDCheck
'q)
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1 Ancneruep 3324 - a X
®aiin  Mapamerpor  Bug
Mpoueccer Mp ct»  XKypwan np # Astosarpyska [MMonssosarenn [MMogpobuoctn  Cayxbui
3% 42% 1% 0%
Wma Cocroamne in Mamars Ancx Cers | 3|
[ Application Frame Host 0% 43 M6 OMB/c  OM6ur/c *
[%7] COM Surrogate 0% 1,9 M6 01MB/c  OMéur/c
PP CTF-sarpysunx 0% 3,1 M6 OMB/c  OMéur/c
&5 Microsoft Edge Update (32 6ura) 0% 0,5Mb OMB/c  OMéur/c
[¥] Microsoft Network Realtime Ins... 0% 28Mb 0MB/c 0 M6ur/c
Microsoft OneDrive 0% 15,4 M 0,1 Mb/c 0 Méur/c
Microsoft Text Input Application 0% 54 Mb OMB/c 0 Mé6ur/c
[ Microsoft Update Health Service 0% 0,9 M6 0MB/c 0 Méur/c
[¥ MoUSO Core Worker Process 0% 2,1 M6 0MB/c 0 Méur/c
v ) RedCheck Agent 0% 9,5MB6 OMB/c  OMé6ur/c
4, RedCheck Agent
#] Runtime Broker 0% 1,1 M6 OMB/c  OMé6ur/c
[#7 Runtime Broker 0% 23Mb 0MB/c 0 M6ur/c
[#7 Runtime Broker 0% 23M6 OMB/c  OMé6ur/c "
< >
Menswe CHaTe 33p34y

Ans yckopeHus NpUMeHEeHNs rpynnoBOM NOAUTUKN BOCMOAb3YUTECH

komaHzol gpupdate /force. [JaHHas KOMaHAa BbIMOAHAETCS OT UMEHU
aAMUHMCTPaTOpa OMeHa Ha KOHTPOANEpPe JOMEHA M Ha XOCTe, rAe NPOU3BOAMAach
yctaHoBka AreHta RedCheck.
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3.8 Pa3penbHan yctaHoBKa

RedCheck Takxe nogaep>xunBaeTt pacnpeseneHHOe pacnooXKeHNa KOMMOHEHTOB.
Hanpwumep, ans yctaHOBKM CNy>K6bl CKAHMPOBAHUA OTAE/BHO OT OCTa/IbHbIX

KOMIMOHEHTOB BbINOJIHNTE ChedyroLlmne waru:

LWar 1. YcranoBuTe naket redcheck-scan-service (+redcheck-dotnet-runtime u

redcheck-aspnetcore-runtime gnsa Astra Linux n PEZ, OC);

LWar 2. MNMposeanTte koHOUrypmnposaHue, Boibpas nyHkT Hactpoiika RedCheck-Scan-

Service;

Bash (o6onouka Unix)

redcheck-bootstrap

[3] : Bbixoa
BeibepuTe aewctewe [1-3]:
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3.9 fo6aBneHue cob6cTBeHHbIX cepTudukaTtoB ansa https

War 1. Ckonupynte ceptudukatsl B CleytoLine JUPEKTOPUN:

Astra Linux / Debian: /usr/local/share/ca-certificates

PEA OC / SberLinux: /etc/pki/tls/certs

Ansa PE[ OC / SberLinux sononHnTensHO Hy>HO ckonupoBaTh .key davinbl B
avpexToputo /etc/pki/tls/private

Ana Bcex OC: /var/opt/redcheck-api/ssl n /var/opt/redcheck-client/ssl
LWar 2. O6HoBUTE XpaHuAuLLe cepTUDUKATOB:

Astra Linux / Debian:

Bash (o6onouka Unix)

update-ca-certificates

PEA OC / SberLinux:

Bash (o6on0uka Unix)

update-ca-trust

War 3. Otpeasaktmpymte KOHOUrypaunoHHble pannbl Apache:

Astra Linux / Debian:

KoHdurypaumoHHblie dpannbl ana redcheck-api n redcheck-client HaxoaaTcs
B /etc/apache2/sites-available

MponuwunTte akTyanbHbIM agpec B VirtualHost cornacHo ceptudmkaty (<VirtualHost

MMA:NOPT>)

N3meHuTe 3HaueHne ansa HacTporiku ServerName coriacHo ceptudukary.
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PEA OC / SberLinux:

N3meHunTe 3HaueHme ana SSLCertificateKeyFile Ha /etc/pki/tls/private/cert.key

(BMecTO cert MOXeT 6bITb Apyroe Ha3BaHwWe Ballero daiina).

N3meHuTe 3HaueHune ansa SSLCertiificateFile Ha /etc/pki/tls/certs/cert.crt (BmecTo

cert moxeT bbITb Apyroe Ha3BaHwe Bawlero danna).
LWar 4. AKTBMpPYNTE HOBble KOHPUTypaLK:

Astra Linux / Debian:

AKTVBUPYWNTE HOBbIE CaWTbI:
Bash (o6onouka Unix)
al2ensite -gq redcheck-api-ssl.conf

Bash (o6onouka Unix)

azensite -qgq redcheck-client-ssl.conf

[JeaxTnsmpynte ctapble (HTTP), ecam HyXHO:

Bash (o6onouka Unix)

aZ2ensite -gq redcheck-api.conf

Bash (o6onouka Unix)

azdissite -g redcheck-client.conf

PEA OC / SberLinux:

Ckonupynte kKoHbUrypaumoHHble darinbl redcheck-client-ssl.conf n redcheck-api-

ssl.conf:

Bash (o6onouka Unix)
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sudo cp /etc/httpd/redcheck/redcheck-api-ssl.conf /etc/httpd/conf.d/

Bash (o6onouka Unix)

sudo cp /etc/httpd/redcheck/redcheck-client-ssl.conf
/etc/httpd/conf.d/

Yaanute u3 /etc/httpd/conf.d ctapble koH$UrypaunoHHble Gainbl, eciv OHM Tam

eCThb:
Bash (o6onouka Unix)
sudo rm /etc/httpd/conf.d/redcheck-api.conf

Bash (o6on0uka Unix)

sudo rm /etc/httpd/conf.d/redcheck-client.conf

War 5. Otpegaktupyuite 3HaueHne RestUrl B koHbUrypaumoHHom
darine /var/opt/redcheck-client/conf/redcheck-client.dll.config, ykazas nms

cepsepa cornacHo ceptudukary:
LWar 6. [Mepe3anyctuTe apache:

Astra Linux / Debian:

Bash (o6onouka Unix)

sudo systemctl restart apache?2

PEJ OC / SberLinux:

Bash (o6onouka Unix)

sudo systemctl restart httpd
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4 ConpoBoXxaeHune Cucremol

CopeprxaHune

REDCheck
'q>:

4.1 HactpovKa posieBon Moaenu

4.2. C6poC aKTMBaLMU AULLEH3NU

4.3 O6HOBAEHME KOHTEeHTa MHdopMaLmMoHHOW 6e3onacHOCTU

4.4 HacTpowvika yYyeTHbIX 3anvcen A8 CKaHUpoBaHmsA

4.5 CmeHa knova Wb poBaHus

4.6 O6cnyxmsaHue B/,

4.7 Pe3epBHOE KONMpOBaHWMe U BoccTaHoBaeHne B/l

4.8 O6HoBaeHne RedCheck Nix

4.9 CMeHa JNLLEeH3MOHHOIO KJKYa

4.10 OdsaviH aKkTMBaLMA ANLEH3NN

4.11 N3ameHeHue nopTa ana AreHta CKaHMpoBaHUs

4.12 XypHan cobbitum (norun)

4.13 HacTtpowvKa cepBuca JOCTaBKU OTYETOB

4.14 VicknroueHus ans cpeacts 3awmtbl (CA3, C3U)

4.15 Hactpowvika Windows-ayteHTnoukaumm (Kerberos)

4.16 lononHWTeNbHble HAaCTPOWKU ANA CKaHWpPOBaHWA

417 Ynanenvne RedCheck
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4.1 HacTtpoiika poneBoi moaenu

CermeHTHasn posneBaa mopaesb

CO3AaHVIe CermeHTa: CO3AaTb CErMeHT MOXET TOJIbKO NOAb30BaTE/Ib C POJIbHO

Admins 1 npaBoM Ha ynpaBaeHne cerMeHTaMu.
LWar 1. OTkponTe KOHCONb ynpaBaeHns — CermeHTbl;

War 2. Haxxmute Lo6aBUTb CErMEHT — yKaXunTe Ha3BaHWe 1 ONMnCcaHne Aia HOBOTO

cermeHTa — [L06aBUTb;

HassaHue cermenTa

Onucanune

Ommena

PeaakTnpoBaHme: HaxxmuTe — PepakTupoBarb.

YaaneHune: Haxmute - Ypaanuto;

PasrpaHuueHune npas gocryna

ﬂ,flﬂ KOPPEKTHOIO pasrpaHnyeHna rpaB 40CTyMNa O3HAaKOMbTECh C NMepeyvYHeEM

BO3MOXHOCTEN Kaxzoi 13 ponein (1.4 PoneBaa moaesnb RedCheck).

CO3AaHVIe noJsibdoBartenA: ﬂ,06aBMTb MOoNb30BaTENIA MOXKET TOJIbKO NMONb30BaATE/Ib C

posbto Admins.

LWar 1. OtkponTe koHcoNb ynNpaBaeHus — MNonb3oBarenu;
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War 2. Haxmute ﬂ,oGame noJib3oBaTtesia — YKaXute y4eTHble AaHHble 414

HOBOro nonb3oBaTtena — AOGaBMTb;

EcTb ABa TMna ayTeHTUGMKaLMN:
= RedCheck ayteHTndmrKaLma — nOKanAbHbIE MOAb30OBaTENN;
=  Windows ayteHTudunKauma — soOMeHHbIN nonb3osaTtenb (AD). icnonb3yeTcs

Ana ayTeHTudurkaumm no Kerberos

MapameTp YnpaBieHne cerMeHTamMm MO3BOJISET NOJb30BaTeNt0 CO34aBaThb,

pesakTnpoBaTtb U yaanAaTb CETMEHTDI.

Wma nonb3osarens

Tun ayTeHTuduKaymn ‘ RedCheck ayTeHTuduMKauma V‘

Cermenr ’ Default V|

Ponb nonbsosarens ’ REDCHECK_ADMINS v ‘ Ynpaenexue cermeHTamm
Mapons

MoaTBepxaeHne napons

‘ Otmena
X

PEAaKTMpOBaHMei Ha>XXMuUte & — PeAaKTMpOBaTb.

YaaneHune: Haxmute ;Qi:} - Ypaanuto;

REDCheck
'ﬁ)

170



4.2. C6poc aKTMBaL UM JINLLEH3NU

[na cbpoca akTmBaLMm ANLEH3UN HEOOXOAMMO BbINMONHUTL CAeAyHOLME LWaru:

LWar 1. AsTopusyiTtecs B LleHTpe cepTUdUrLIMPOBaHHbIX OOHOBAEHWI C MOMOLLbIO

JIOTHa U Napond;

JlornH/napoab NocTaBaseTca BCEM KOMMepUecknM kKaneHTtam B Qopmynape, pasaen
15, «Ocobble oTMeTKM» (HaumHas ¢ 18.05.2022).

LleHTp cepTudULMpPOBaHHBIX 06HOBNEHUA

[na nony4yeHns 06HOBNEHUA HEOOXOAUMO BbIOGpaTh
cnocob6 Bxoaa

Q JloruH 1 naponb

LWar 2. Packponte RedCheck nnueHsmmn — Haxxmunte Ha nHTepecyroLwnin Bac Homep

knroya RedCheck;
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BuibepuTe Temy:
Crexno [~

MNonssosarens

YuyértHan sanuce: 30363
Opranuzauus: ANTTIKC-COOT Tect 2
Mpeasiaywmi sxon:

08.11.2022, 11:01:41

1P: 194.190.48.111

BuiTn

3arpysus
Bronnerens usmerierinii RC

3172

War 3. HaxxmunTe CHpocuTh B cTonbLe AdencrBus;

06HoBneHnA AnA cepTuduLmMposax+Horo Mo (92)

®aitnsi (28)
PyxosoacTsa (6)

Matepuansi no cepTudmLpposaHHomMy MO (5)

O6HosneHya Media Kit (21)
O6HosneHus VmWare (11)
0BHOBNeHUA KoHTeHTa (4)
Net Check nuuewamm (2)
RedCheck nuueraum (2)

JIALEH3NOHHbIA KN4

AkTuBeH | [laTa aKTMBauum

True
True
True
True
True
True
True
Fale

09.09.2022 17:41:42
07.07.2022 12:48:09
01.07.2022 17:02:32
19.05.2022 12:41:20
19.05.2022 12:41:13
19.05.2022 12:41:04
19.05.2022 12:40:28
1Q N4 2022 12:17:22

LWar 4. Haxxmute OK.

REDCheck
‘q>:

Pepakuua
RedCheck Enterprise

v | [JeicTeua

M

Cbpocute CkauaTh
Cbpocute Ckauyath

Cbpocuts Ckauath

Cbpocuts Ckauath

Cbpocute CxkayaTth

COpocute Ckauatk

Cucrema cepTudLMpPOE

[aTa 0KOHYaHMA
17.04.2025 14:03:06

ONONONONONONONON

<
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4.3 O6HOBNEHUE KOHTEeHTa MHPpOopMaLMOHHOU 6e30nacHOCTH

Mepeg Hauanom pabotbl B RedCheck Heobxogmmo o6HoBUTL KOHTEHT MB. 3arpyska
O0B6HOBNEHN OCYLLECTBASETCA NOCPEACTBOM CUHXPOHWU3ALIMM C BHELLHVUM CEPBEPOM

obHoBneHun AO «ANTTIKC-CODT».
CoaeprkaHune

= 4.3.1 CuHXpoHM3aumga Yyepes cetb VIHTepHeT

= 4.3.2 ObaanH-CUHXPOHM3aLNA

= 4.3.3 CuHxpoHusaumnsa yepes RedCheck Update Server

= 4.3.4 CHXpPOHM3aLUMEA Yepe3 NPOKCU-CEPBEP

@)Check 173



4.3.1 CuHxpoHun3auuma yepes cetb MHTepHeT

I,£||aHHbII‘/JI cnocob apnsercs npeanoyYTUTENbHbBIM N OCYLLECTBAAETCA NO YMOJIHaHUIO.

Anpec cepsuca cuHxpoHmsaumm — https://syncn.altx-soft.ru
PyKOBOACTBO MO 3KcMayaTauunm cepsepa obHosaeHumn (Windows)

.
a O He Bbi6paH KOHTEHT ANA cuHXpoHusauum X

War 1. MNMocne yctaHoBkn RedCheck HeobxoanMo BbIOpaTb KOHTEHT, KOTOPLIN byaeT
CUHXPOHM3MpPOBaTbCs. 11 3TOro HaxxmuTe Ha noackasky He BbiIGpaH KOHTEHT ans

CMHXpPOHM3aLMM (AN Haxxmute MHcTpymeHTbl — HacTpoiikmn —

CuHxpoHu3sauuma);
KoHTeHT
CUHXPOHWU3ALINA
Tunbl CMHXPOHU3MPYEMOro KOHTEHTa Yassumoctu Windows
[OCTABKA 4
Bei6patk / CHsTe BCé Yassumoctu Linux

Yassumoctu Cisco |10S

Yassumoctu VMware (ESXi\vCenter)
Yassumoctu FreeBSD

Yassumoctu Solaris

Yassumoctu CheckPoint (gaia)
Yazsumoctu ACY TN

Yassumoctn VMware NSX
Yassumoctu Cisco NX-OS
Yassumoctu Fortinet FortiOS
Yassumoctu UserGate

Yazsumoctu JAR gns Linux

EOL yasBumoctn

O6HoBneHus Windows
O6HosneHus Linux

O6HoeneHus VMware (ESXi\vCenter)
O6Hosnexuns VMware NSX

EOL natum

OTmeHa

REDCheck
S
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BbibepuTe HY>HbIV KOHTEHT U HaxXMUTe COXPaHUTD;

LWar 2. OtkponTe koHconb ynpasneHma RedCheck — HaxxmuTe Ha CTaTyCcHOM NaHenu
KHOMKY CUHXpOHM3auun — MpoBepuTb 06HOB/IEHUSA U 3aNyCTUTb

CUHXPOHM3aLMIO;

@ MNposepuTb O6HOBNEHUA KOHTEHTa

0 MNpoBepuTb OGHOBNEHUA U 3aMYCTUTL CUHXPOHU3ALMIO

e EHe He Boe E\ ® Owu6Ka BLINONHEHNA CUKXPOI

CTaTyC CUHXPOHM3aLnn 0To6pa>KaeTcn Ha CTaTyCHOl)'I naHenn. ,ﬂ,J’IH CO34aHNA HOBbIX

3alaHN HEOBXOANMO AOXKAATbCA 3aBepLUEHNs npoLecca.

=S¢ He Hoe ® % # CvnxpoHusauwa ycnewHo 3aseplueHa
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4.3.2 O¢dpnaviH-CMHXpPOHU3aLUs

ABTOMaTMUECKUW peXXnm

B cnyyae otcyTcTBMS gocTyna K ceTy VIHTepHeT o6HOBeHNe KOoHTeHTa Vb

ocyLlecTBndaeTca nocpeacTtBoM apxmea C HeO6XO,£I,MMbIM KOHTEHTOM.

LWar 1. ABTopu3yiiteck B LleHTpe cepTndunumnpoBaHHbix OOHOBAEHUN C MOMOLLbIO

JIOrMHa “n naponsd,

JlornH/naposib NocTaBaseTcs BCeM KOMMeEpPUYECKUM KaneHTam B Popmynspe, passen
15, «Ocobble oTMeTKM» (HaumHasa ¢ 18.05.2022).

LleHTp cepTudULUMpPOBaHHBIX 06HOBNEHWA

[na nonyyeHns 06HOBNEHUA HEOO6XOAUMO BblbpaThb
cnoco6 Bxoaa

Q JloruH 1 naponb

B eToken

LWar 2. PackponTte O6HOBAEeHNA — Paitabl — ckayalTe
apxve RedCheck_OfflineData (AkTyanbHbI/i KOHTEHT A/ CUHXPOHU3aLLUN

RedCheck (6e3 ¢aina nuueHsun) ana Bepcumn 2.8+), HaxxaB CkauvaThb;
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Cwucrema ceptucmumpoBaHHbix obHoBneHnin

Drag a column haader here to group by that columa
. Hamavme O g BT Lata conpasn Lt wopadiausm Mpogysne | Coaears
M T -

MoxywesTawwen ua Kpvirmolipo 059 3.6 10.09.2014 18:45:23 10.09.2014 18:47:07 Honmiiy  Casany

FloxywesiTacen wa Kpwrralpo C5P 3.9 24122015 11:02:45 74.12.2015 11:03:01

RedCheck_CffineDats AXTRREH SOHTEST 478 CeopovEaLpe RedChed (Gea daline musa) DLI0.2024 10:41:20 zn 21:00:02

Rediheck_Offimebiats ANTYRMEH COHTEST 478 OROpoEELM RedChadk (a3 pains

25.11.2004 16:26:13

LWar 3. Pacnakyvte apx1B B AVPEKTOPUIO AN OpaalH-CUHXPOHM3aUmn (no-

ymonyaHuto /var/opt/redcheck-sync-service/data);

AVpeKkTopunsa MOXEeT HaxOANTLCA B MPOU3BOJIbHOM MeCTe B MHOPACTPYKType CeTu 1
AONKHa BbITb JOCTYMHA ANS YTEHUS XOCTOM, Ha KOTOPOM yCTaHOB/eHa ciyxba
CUMHXPOHM3auun. B cnyyae ceteBon nanku ykasbiBaeTcsa yyeTHas 3anuncb RedCheck,
No/ab30BaTeNb KOTOPOM MMEET pa3peLLleHMe Ha YTeHMe.

LWar 4. Ha naHenn HaBuraunn Boibepute UHcTpymeHTbl — Hactponku —

CuHXpOHM3aumnA:

=  Bbibepute OdpnamH 1 oTMeTbTe 3anycKaTb MO pacnMCaHUIO, yKa3as Mo
HeobxoAMMOCTY BpeMs;

= YKaxuTte nyTb, KyAa O6bln pacnakoBaH apxmB C KOHTEHTOM;

= Bbibepute paHee CO34aHHYHO yUYETHYHO 3amnuch;

O6uime HacTpouKkmn

Tun cuHxpoHusaumum Ownnaii

© Oodnaiin
MyTb K nanke odpnaiiu- \
CUHXPOHU3aLUK

YUéTHble AaHHble AN AOCTyNa K narnke

Be3 yY&THbIX AaHHbIX

Pacnucanune 3anyckaTb No pacnucaHuio
s 12 VJ
OtuétHocTb Mo 3aBepLUEHUN CUHXPOHU3ALMY OTNPaBAsATL e-mail

TyT >ke MOXHO BbIO6paTh HY>XHbIN KOHTEHT AN CUHXPOHMU3aLNW;
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N IVIT DAL IVIL

KoHTeHT
CUHXPOHWM3AUMA

TUnbl CUHXPOHU3NPYEMOTrO KOHTEHTa Yassumoctu Windows

AQEIAERA Beibpatb / ChsTb BcE Yassumoctu Linux
Yassumoctu Cisco 10S
Yassumoctu VMware (ESXi\vCenter)
Yassumoctu FreeBSD
Yassumoctu Solaris
Yassumoctu CheckPoint (gaia)
Yassumoctn ACY TN
Yassumoctn VMware NSX
Yassumoctu Cisco NX-OS
Yassumoctu Fortinet FortiOS
Yassumoctu UserGate
Yaszsumoctu JAR ans Linux
EOL yassumoctun
O6HoBnenns Windows
O6HoBnexus Linux
O6HoBnenns VMware (ESXi\vCenter)
O6HoBneHns VMware NSX

EOL natum

‘ OTmeHa

LWar 5. HaxxmunTte CoXpaHUTb 4151 BHECEHUS U3MEHEHW;

LWar 6. Haxxmute Ha cTaTyCHOM NaHenn KHOMKY CUHXpoHM3auun — MpoBepuTb

O6HOB/IEHNA " 3anyCcTuTb CUHXPOHU3aLuuto,

@ MNposepuTb O6HOBNEHUA KOHTEHTa

0 MNpoBepuTb OGHOBNEHUA U 3aMYCTUTL CUHXPOHU3ALMIO

e He e BHoe E\ ® Owm6Ka BLINONHEHNA CUKXPOI

Mocne 3aBepLUeHMs NpoLiecca CUHXPOHN3aLIMMN AMPEKTOPUS C KOHTEHTOM byaeT
ounLeHa. He pekoMeHAyeTCs XpaHWUTb B HEN BaxkHble daliibl.

CTaTyC CUHXPOHM3aLnn 0To6pa>KaeTcn Ha CTaTyCHOl)'I naHenn. ,ﬂ,J’IH CO34aHNA HOBbIX

3aflaHnli HEOBXOAMMO AOXKAATLCA 3aBEPLUEHMS NpoLecca.

,@JCheck 178
Q



PyuHou pexxum

RedCheck no3Bonsert 3arpy3ntb apxumB ¢ KOHTEHTOM Wb, ckayaHHbIM C IMYHOTO

kabuHeTa LleHTpa cepTndunUmMpoBaHHbIX OOHOBEHU.

War 1. Ha naHenan HaBurauun Boibepute MHCTpyMeHTbI

— Hacrpoiikn — CuHxpoHusaumsa. Boibepnte OgpnanlH TMn CUHXPOHU3aALNK;

O6uime HacTpoukmn

Tun cuHXpoHM3auUn Onnaii
o Odnaiin

MyTb K nanke odpnaiit- \
CUHXpPOHMU3aUuUn
YuéTHble AaHHble ANA AOCTyna K nanke

be3 yuETHbIX AaHHbIX

Pacnucanue 3anyckaTb Mo pacnucaHunio

OtuétHocTb Mo 3aBepLUeHUN CUHXPOHU3ALMM OTNPaBAsATL e-mail

LWar 2. HaxxmunTte CoXpaHUTb 4151 BHECEHUS U3MEHEHWI;

LWar 3. Haxxmute Ha cTaTyCHOW NaHenn KHOMKY CMHXPOHM3auu — 3arpysuTb

KOHTEHT,

3arpyasTh KOHTEHT...

MpoeepuTL 06HOBNEHWA KOHTEHTa

®
@

MpoeepuTs OGHOBNEHWA W 3aMYCTHTL CHHXPOHW3ALMIO

LWar 4. BoibepunTe apxvB C KOHTEHTOM;

=o° He e BHe 3arpy3ka KoHTeHTa 100%

LWar 5. Haxxmute Ha cTaTycHOW naHenn KHOMKY CUHXpoHM3auun — MpoBepuTb

O6HOB/IeHNA " 3anyCcTUTb CUHXPOHU3auuto,
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@ MNposepuTb OGHOBNEHUA KOHTEHTa

0 MNposepuTb OGHOBNEHUA U 3aMYCTUTL CUHXPOHU3ALMIO

e He He Boe ]E\ ® OwM6Ka BLINOAHEHNS CUHXPOI

CTaTyC CUHXPOHUM3aLnn 0To6pa>KaeTcn Ha CTaTyCHOVI naHenn. ,ﬂ,J’IH CO34aHNA HOBbIX

3alaHN HEOBXOANMO AOXKAATbCA 3aBepLUEHNs npoLecca.

,@)Cheek 180
Q



4.3.3 CunxpoHusauumsa uepe3 RedCheck Update Server

Bonee nogpobHasa MHCTpyKLMA NO paboTe C KOMMNOHEHTOB HAaXOAUTCA B
oTaenbHOM PykoBoacTBe.

War 1. Co3ganite Ha xocTe ¢ yctaHoBaeHHbIM RedCheck Update Server B DMZ-
cerMeHTe AMPeKTOPUIO C MPOM3BOJIbHBIM Ha3BaHNMEM M MeCTOnoIoXeHneM. B

JAHHOW MHCTpYKumK co3paetcs anpektopus offline (C:\offline);

LWar 2. KM no co3gaHHou gnpektopun— CBoictBa — Loctyn — O6wmia goctyn;

Ceovicrea: offline X
l'lpenbmyu. s e Hac*rpom(a
Obwwe Doctyn BesonacHocT

OBwwmit pocTyn K ceTesbiM PaNnNam 1 Nankam
offline
Ecto obwmi poctyn

CeTtesoit nyTs:
\\YDV-AD\offline

[ O6wwmit pocTyn... ]

PacwwuperHas HacTpoiika oblwero aocTyna

MpenocTasnseT NONb30BaTENLCKUE Pa3PELeHNA, CO3A3ET
obLiMe Nanku 1 3303eT Apyrve AoNoNHUTENLHLIE NapaMeTpbl
obwero gocTyna.

G PacwwuperHan HacTpoika. ..

Packpouite cnucok — Mouck nonb3oBartenem;

REDCheck
'ﬁ)
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2 Aoctyn k cetn

Bbl6epMTe B CETU Nonb30BaTeNen, C KOTOPbIMU Bbl XOTUTE NOAENNTLCA

Beegute uma un Haxxmute kHonky “flo6asuTte” AMbo ncnonbsyiiTe CTpENKy ANA NOMCKa ONPEAENEHHONC

nonb3oeartens.
| v Hobasute
Bce 5
Mowck monbsosareneii.. gl

2 redcheck.user YreHune n 3anuce ¥

2 Agmunucrparop YreHune nsanuce ¥

52, AamuHucTpartopbl Bnageney

Ykaxkxute nmsa nonb3oBaTens, KOTOprVI 6yp,eT UMETb AO0CTYyN K CO3AaHHOVI

AnpekTopumn ¢ KoHTeHToM — OK;

Boi6op: "Mons3zosatenn” unu "Mpynner” X

Beibepute TMn o6bekTa:
l"l'lorbaoaa'rem". "Tpynnbi” unmn "BeTpoerHbie cy6beK Tol 6eaonacm‘ ' Tunb! 06 beKTos... k

B cneayowem mecte:
Itestdomah.com l Pasmewenwe...

Beepyte umeHa BoibrpaemMbix 06beKToB (Npumeps):
|mdcheckuser Q@leckuser@esldomam com!l ' rbwm uMeHa

| DononHuTensHo... | Omvena

npeAOCTaBbTe paspeleHna Ha YreHune u 3anucb — nOAe.l'IMTbCﬂ;

Wma YpoeeHb paspelueHunit ‘
2 redcheck.user YreHue u 3anuce ¥ UreHune
2 AaMmuHucTpatop YreHune n 3anuce ¥ | UrrereTreEs

2 AamuHuncTpatopsl Bnapeney
Yaanute

Mpobnembl npu npegocrasnexHun obuiero gocryna

‘ Gl'lo.qenmcu | | Otmena -
@)Check 182
Q



LWar 3. OTtkponTte koHconb ynpasaeHma RedCheck — Ha naHenn HaBuraymm

BblbeprTe UHCTpyMeHTbl — MeHeayKep yUueTHbIX 3anucei;

[na nameHeHns Hactpoek RedCheck aBTopmayiitech nog Y3 ¢
ponbio REDCHECK_SYSTEMS van REDCHECK_ADMINS

Haxmunte [Lo6aBUTb yueTHble AaHHbIE;

MeHeaxep yuéTHbIX 3anucem

ID :  Tun
> 1 Windows
> 2 Linux
> 3 Windows
> 4 Sql
> B Windows
> 6 UserGate
> 7 Linux
> 8 Windows

20 V| Page 1 of 1 (9 items)

HobasuTb yuéTHbie aaHHbIE ..

Bbibepute Tun yuetHom 3anucu — Windows. Ykaxute yyeTHble AaHHble

NoJIb30BaTeNs, Y KOTOPOro ecTb JOCTYM K ceTeBor nanke — COXpaHUTb;

@)Check

MNoaTun

MsSql

Ums npod
test-profile
sudo-linux
agent-winc
mssql
wmr
usergate
root-scan

wm
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Hosas / PegakTupyemas yuértHasa 3anmchb

YkaxwuTte Tpebyemble NapaMeTpbl ANS HOBOW MW PEA3KTUPYEMOM YUETHOM 3aNMCK.

Wma npoduna | offline-update ’
Tun yyéTHOM 3anucn Windows v ’
Wma nonbsosarens ’ redcheck.user ’
Mapons | ........... |
Moareepxaexune napona | ........... | V)
Aomen Itest-domain‘com l
Ykazare WinRM nopr
WinRM nopr

WinRM uepes HTTPS

Yka3sare nopt RedCheck Agent

Mopt RedCheck Agent 27

Ykasare nopt RedCheck Update Agent

Moprt RedCheck Update Agent 8733

LWar 4. Ha naHenn HaBurauun Boibepute UHcTpymeHTbl — Hactponku —

CMprouusau,vm .

*  Bbibepute OdnamiH 1 oTMeTbTe 3anycKkaTb MO pacNMCaHUIO, YKa3as Mo
HeobXoANMOCTN BpeMms;

= YKaxuTe NyTb K CETEBOW Narke

= BbibepuTte paHee CO34aHHYHO yUYETHYHO 3amnuch;

O6wye HacTpoVikK

Tun cuHXpoHM3auun Ownaiin

o OdnaitH
MyTb K nanke ogpnaitt- \
CUHXpPOHM3aUUK

YuéTHble AaHHble A8 AOCTyna K nanke

Be3 y4&THbIX AaHHbIX

Pacnucanue BanchaTh no pacnucaHuo
OtuérHocTb Mo 3aBepLlIeHNN CUHXPOHM3aLWUK OTNPaBAATL e-mail

TyT >ke MOXHO BbIO6paTh HY>XHbIN KOHTEHT AN CUHXPOHMU3aLNW;
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N IVIT DAL IVIL

KoHTeHT
CUHXPOHWM3AUMA

TUnbl CUHXPOHU3NPYEMOTrO KOHTEHTa Yassumoctu Windows
AQEIAERA Beibpatb / ChsTb BcE Yassumoctu Linux

Yassumoctu Cisco 10S
Yassumoctu VMware (ESXi\vCenter)
Yassumoctu FreeBSD
Yassumoctu Solaris
Yassumoctu CheckPoint (gaia)
Yassumoctn ACY TN
Yassumoctn VMware NSX
Yassumoctu Cisco NX-OS
Yassumoctu Fortinet FortiOS
Yassumoctu UserGate
Yaszsumoctu JAR ans Linux
EOL yassumoctun
O6HoBnenns Windows
O6HoBneHus Linux
O6HoBnenns VMware (ESXi\vCenter)
O6HoBneHns VMware NSX

EOL natum

[ 0 J OTmeHa

LWar 5. HaxxmunTte CoXpaHUTb 4151 BHECEHUS U3MEHEHW;

Mocne COXpPaHEHNA N NPOBEPKKM AOCTYMNa B CeTeBOM Nanke B HEW NOABUTCS

dawnn .sync;

. > 3totr komnbtotep > JlokaneHbii guck (C:) > offline
~

Nmsa [ata usmeHeHuns T
AocTtyn
R ] .sync 17.11.2022 12:08 o
W cTon
n
HTbI o+
WKEHNA

LWar 6. MNMepenaunte B anpektopuro C:\ProgramData\ALTEX-
SOFT\RedCheckUpdateServer — otpeaaktnpymte dpann config.xml, pob6asuns

ctpoky <clientPath>agpec_aupexkropumn_gna_cumHxpoHusauum</clientPath>

REDCheck
'q>:
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Content 15.11.2022 17:45 anka c pannami

|| config 17.11.2022 15:12 Aoxyment XML

| config — Bnokwor

®aiin Mpaska ®opmar Bug Cnpaska
k?xml version="1.0" encoding="utf-8"?>

<config>
<content>
<clientPath>(C:\offline</clientPath>
</content>
</config>

War 7. lMepengunte B anpekToputo ¢ yctaHoBaeHHbIM RedCheckUpdateServer (mo
ymonvaHuto C:\ProgramFiles (x86)\ALTEX-SOFT\RedCheckUpdateServer) — BBeaute

B nojse Ana ajgpeca cmd — BbINONHUTE KOMaHAay:

Koz

RcUpdSrv sync

HauHeTca ckaumBaHme HegocTatowero koHTeHTa Ub;

:\Program Files (x86)\ALTEX-SOFT\RedCheckUpdateServer>RcUpdSrv sync
[15:13:34.8718 INF] [RedCheck.Services.UpdateServer.Config] Configuration file located at "C:\ProgramData\ALTEX-SOFT\R
heckUpdateServer”.
[15:13:34.8854 INF] [
[15:13:34.8854 INF] [
[15:13:34.8854 INF] [
[15:13:35.2364 INF] [RedCheck.Services.UpdateServer.Synchronizer] Lock folder "C:\offline".
[15:13:35.2642 INF] [RedCheck.Services.UpdateServer.Synchronizer] Clean up folder "C:\offline".

[

[

[

RedCheck.Services.UpdateServer.SyncFolderManager] Content path <basePath> not set.
RedCheck.Services.UpdateServer.SyncFolderManager] Sync folders found (1):
RedCheck.Services.UpdateServer.SyncFolderManager] Folder "C:\offline"

:13:35.2642 INF] [RedCheck.Services.UpdateServer.Synchronizer] Start sync in \offline".
:14:37.4959 INF] [RedCheck.Services.UpdateServer.Synchronizer] Complete sync "C:\offline".
:14:37.4959 INF] [RedCheck.Services.UpdateServer.Synchronizer] Unlock folder "C:\offline".

:\Program Files (x86)\ALTEX-SOFT\RedCheckUpdateServer>_

LWar 8. OTkponTte koHconb ynpasaeHma RedCheck — HaxxmuTe Ha CcTaTyCcHOM NaHenu
KHOMKY CUHXpOHM3auun — MpoBepuTb 06HOBIEHUSA U 3aNyCTUTb

CUHXPOHU3aUuUNo,

@ nNpoeepuTb 06HOBNEHUA KOHTEHTA

© nNposeputs 06HOBNEHUA U 3aNYCTUTL CUHXPOHU3ALMIO

e He e B e | e OunbkasbinonHeHUs CUHXPOI
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CTaTyC CUHXPOHUM3aLnn 0To6pa>KaeTcn Ha CTaTyCHOl)'I naHenn. ,ﬂ,J’IH CO34aHNA HOBbIX

3alaHN HEOBXOANMO AOXKAATbCA 3aBepLUEHNs npoLecca.

=e¢ He e B e T e Cuixponusauusycnewno sasepena
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4.3.4 CuHXpoOHM3aLUA yepes NpPoKcn-cepeep

[ns npoBeAeHNA CUHXPOHW3aLMN Yepe3 NPOKCU-CcepBep HeOBXOAMMO BbIMOAHUTb

cnepyroLLme waru.

Anpec cepsuca cuHxpoHmsaumm — https://syncn.altx-soft.ru
PyKOBOACTBO MO 3KcnayaTaumnm cepeepa obHosaeHumn (Windows)

War 1. Haxmute UHcTtpymenTbl — Hactpoinku — O6ume — B pasgene MNMpokcn-

cepBep BbibepuTe B COOTBETCTBYHOLLEM CMNCKE HYXHbIN NapameTp;

Mpokcu-cepeep
Ecaun Bawa cucrema ncnonb3syeT NpoKcu-cepsep, BaM HYXKHO YKa3aTb €ro napameTpsl Ans koppekTHon pabortel RedCheck.

Mpokcu-cepsep

laTb NPOKCH cny»(f:oﬁ CKaHUPOBaHNA

Appec
Mopr 8080

Wcnonb3osars ayTeHTUOMKaUmo

LWar 2. Beeaute agpec v nopT NPOKCU-CEPBEPA, YKaXKMTE MPU HEOOBXOAMMOCTY

YY€ETHbIE AaHHbIE A/1A ayTeHTM(I)VIKaLI,VIVI;

OtmeTbTe He ncnonb3oBatbh NpoKcu cny>k6oii ckaHMpPOBaHUA, €C HET Takow
HeobxoanmocTu. 1o ymonuaHunio QyHKLMA BKAKOYEHA.

War 3. Haxxmnte CoxpaHuTb;

LWar 4. Haxxmute Ha cTaTyCHOW MaHenn KHOMKY CUHXpOoHM3auun — NMpoBepuTb

O6HOB/IeHNA " 3anyCTUTb CUHXPOHU3auuto,
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@ MNposepuTb OGHOBNEHUA KOHTEHTa

0 MNposepuTb OGHOBNEHUA U 3aMYCTUTL CUHXPOHU3ALMIO

e He He Boe ]E\ ® OwM6Ka BLINOAHEHNS CUHXPOI

CraTyc CMHXpOHM3aLmMm OTobpaXkaeTca Ha CTaTyCHOW naHenw. s co3gaHns HOBbIX

3afjaHnli HEOBXOAMMO LOXKAATLCA 3aBEPLLEHMS NpoLecca.

E ® E L H & ﬁ L4 ,'__" ® CuHxpoHusauma ycnewHo 3aseplueHa
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4.4 HacTtpoiika y4yeTHbIX 3anucein ANA CKaHUPOBaHUS

PekomeHayetcsa:

He orpaHnymBaTh CpOK AeVCTBUA NapOns ANS CEPBUCHOW YUETHOWN 3anucy,
ecnun Taknx TpeboBaHN He NpeabABAsSET NoaUTUKa Be3onacHoCTY;

3anpeTunTb y4YeTHOM 3anuncn N3MeHATb CBOW Mapob.

CopeprxaHune

REDCheck
'«)

4.4.1 CkanunposaHue Windows-cucrem

4.4.2 CkaHupoBaHue Linux-cucrem

4.4.3 CkaHupoBaHue FreeBSD

4.4.4 CkaHupoBaHue Solaris

4.4.5 CkaHupoBaHue Check Point

4.4.6 CkaHuposaHue Cisco 10S / NX-OS

4.4.7 CkaHupoBaHve Huawei

4.4.8 CkaHupoBaHue FortiOS

4.4.9 CkaHupoBaHue UserGate

4.4.10 CkaHnpoBaHue VMware

4.4.11 CkaHupoBaHue Microsoft SQL Server

4.4.12 CkaHnpoBaHme MySQL

4.4.13 CkaHunpoBaHue PostgreSQL

4.4.14 CkaHunposaHue Oracle

4.4.15 CkaHnposaHne MongoDB

4.4.16 CkaHunpoBaHue Eltex

4.4.17 CkaHunposaHue Docker

4.4.18 CkaHupoBaHue OpenShift
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4.4.1 CkannpoBaHue Windows-cucrem

B RedCheck ans ckaHnpoBaHuA yaaneHHOro xocta Tpebyercsa co3aatb YUYETHYHO

3anucb, Tun yuetHou 3anucn — Windows.

Hosas / Pepaktupyemas yuétHas sanucb

YkaxwuTte TpebyemMble NapaMeTpbl ANR HOBOW MAN PEAAKTMPYEMOW YYETHOM 3anucu.

Wmsa npodpunsa ‘ windows |

Twun y4&éTHOM 3anucu

Windows v |

Wma nonb3osarena

Moareepxaexnune napons

| |
Napons \ |
| |
| |

Nomen

Ykazare WinRM nopr

WinRM yepes HTTPS

Ykasarb nopt RedCheck Agent

Yka3sarb nopt RedCheck Update Agent

,ﬂ,J’IFI CKaHUNPOBaHUA yaaNeHHbIX XOCTOB HeO6XO,£I,MMO UX 3apaHee HaCTpPOUTb. JT0
MO>XHO CAenaTtb Kak JIOKaJlbHO Ha Ka>XAO0M KOMMbHOTEPE, TaK N Yepe3 rpynnosBblie

NMONNTUKN, ECIN XOCTbl HAaXo4ATCA B AOMEHE.
Co3paHue rpynnoBov NOJUTUKU

War 1. Haxxmute Win + R — BBeguTe gpmce.msc;
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Beeaute uma nporpammel, Nanku, A0KyMeHTa UaKn pecypca

=J)
= WHTepHeTa, koTopble TpebyeTca OTKpbITh.

OTkpbiTe: I gpmc.msc ° I ‘

& 370 3332HMe ByaeT CO3A3HO C NPaBaMU 3AMUHNCTPATOPA [

OK OTtmeHa O63zop... ‘

Mpwn nokanbHoW Hactpoike HaxxmuTe Win + R — BBegute gpedit.msc;

LWar 2. Packpovite filomeHbl — [NTKM no Cosgatb 06beKkT rpynnoBow NoJIMTUKN B

3TOM JOMeEHEe...

¥npaeneHue rpynnoeod NoanTUEoA

LI 18

= ®alin  Jedcteme Buwg  Owkdo  Cnpaeka

e HE XKoo HE

|z ¥Ynpaenenue rpynnosci NoanTMKOR RedCheck Agent
v ﬁ _ﬂ,ec fesh-donuanimimn Ofnacte  Ceegetma  [Mapametps  [eneruposanie
v | F Oomernl
e - Ceasn
w 5 test-domain.—-—
= AddlLoca Cozgate oBhekT FpyNNoB0H NOAWTHEN B 3TOM JOMEHE W CBASATE EMd..,
[RE
,-’ Default D CeAsaTh CyLLECTEYHOLLMA 0BbEKT rpynnoEofd NoOANTHKK... 1

RedChec Bnokupoeate HacnegosaHue
| soft .

BBeAVITe Ha3BaHMe HOBOW I'pyI'II'IOBOl\/'I MNONANTUNKN;

Wma:
Network Access

| Wcxoarbit 06bekT rpynnosoit NONMTUKMK: {

(HeT) v

, OK Omvena

HacTpoiika ceTeBoro gocryna

War 3. KM no co3gaHHoOMV rpynnoBon noantnke — UsmeHunts;
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2 ¥npaenenue rpynnoeoii noauTUKoR Net

w 5"_\‘ lNec: test-domain.com O6:
v [ Z= Jomenb

v 3 test-domain.com

-1 AddLocalAdmins Moy

Default Domain Policy [

Metwork £ =-o-r i
RedCheck Wamenuts... .

soft MpHHYAMTENEHBIA .

software | e
= WinRM

CBA3b BHAHIYEHA

MAvmameTe ATLeT

LWar 4. Packponte KoHpurypaunsa komnbiotepa — Moantuka — KoHpurypaums
Windows — MNMapameTtpbl 6e3onacHocTn — JlokanbHble noantuku — Mapametpsbl
6e3onacHoctn — [1IKM no CeTeBou aoctyn: Mogenb obLuiero gocryna v

6e30MmacHOCTU ANA I0KaJ/IbHbIX yUYeTHbIX 3anucen — CBOUCTBa;

= PegaxTop ynpaenexua rpynnosbIkM NOAMTUKEMI e m} X

Qaiin  [Jeiictene  Bug Cnpaska
= aF XE=|H

~ il Kondurypaumus KomneroTepa # || Moantuea Mapamerp nonnTrkm N
~ || Menntreu

| KoHdurypauua nporparn
w || Kondurypauna Windows

2| CeteBan GesonacHocTe: orpannyenna NTLM: exogawmi Tpadux NTLM He enpegeneno
.| CeTegan GezonacHocTe: orpadnueHiA NTLM: 1063BUTe WCKNHOYEHHA ANA CEPBEPOE B 3T.. He onpegencHo

iy Cetesan Gesonacrocts: orpannuenns NTLM: gobaenTe yaanenneie cepeepel B nckntod..  He onpegenero
|| Monwutnka paspelienia uMeH c 6 NTLM 4 NTLM H
+| Ceesan GesonacHoCTe: orpaHnyeHns : ncxogai Tpadne KyganenHen ... He onpegenero
|2 Cuenapun (zanyce/zaseplienme) . P AaLwii Tpad A peg

') Cetesan BesenacHocte: orpannuenna NTLM: nposepra nognunsoctn NTLM e 3tom go..  He onpegenenc
] PaseepHyTbIE NPUHTEPEI =

= CeTesan GesonacHocTs: [puHyAUTENBHBIA BBIBOA M3 CEAHCA MO MCTEYEHMIA AonycTumb... He onpegeneno
w F Mapametpol GezonacHocTi puHyA A Aony peg

ManuTikm yuerHbix sanuceit 1y CeTepan BesonacHocTe: paspelunTs LocalSystemn ucnonk3oBate Hynesble CEaHCh He onpeneneno
v [ NokansHsie nonuTikn 4y Cetenan BE3ONACHOCTS! PA3PELLNTD MCMOBI0EEHIE CETEBLIX YAOCTOBEPEHNIA B 3anpoca... He onpeseneHo
j] MonuTuka ayauTa 2 Cetepan BE30NAcHOCT: Pa3PELLMTL YYETHOM 3aNUCH NOKENEHOM CHCTEMBI MCNONL30BAT.., He onpegencHo
:J HazHauerne npas nonszoeaten: 21 Cetepan GesonacHocTe: TpeBoBanne undposeii nognnck gna LDAP-knuenTa He onpeaeneno
S| Mapamerpet BesonackocTu ;) Cetepan GesonacHOCTE YPOBEHE NpoBEpkK nogniHHocT LAN Manager He onpegeneno
;ﬂ KypHan cobeimuit 2;) CeTeBON A0CTYN: 33aNPETUTE BHOHMMHEIA 4OCTYN K MMEHOBAHHEIM KaHanam W oBumm p..  He onpegeneHo
& [pynnel ¢ orpanudenHem gocTtynor A 0AENE OBLUErD A0CTYNA M GE30NACHOCTH ANA OKANBHBI YUETHBE 33,
4, Cneremnble crykBel 1] CeTeron gocTym: HE paspeluaTs NEPEHNCIEHIE yHETHER 3anuced SAM anoHumHsIMn N Caoiictea
:3 Peectp 1) CeTeBOA 4OCTYM: HE paspeLLaTs NEPEYNCNEHIE YHETHE 3anncei SAM n oBumx pecype... Ehnaiia
4 Paiinosan cuctena 2| CeTesoi 4OCTYN: HE Pa3PELLIATE XPAHEHNE NAPONE WAK YYETHEIX AGHHEIX ANA CETEBOM Mu. oo oo _,f_ .....

;‘ Monutukn nposoaHoi ceti (IEEE 80

2y) CeTeB0# AOCTYN: OFPaHNHWTE KONMMECTED KIWEHTOB, KOTOPKIM Pa3pellieHsl yAaneHHbie... He onpegeneHo

| Monwrop Bpangmayspa 3alnTHig

11) CeTeBoM AOCTYM: paspeLLiaTh AHOHWLMHBIR AOCTYT K MMEHOBAHHBIM KaHaNaM He onpeaeneno
d Moautukn ANCAETHEPE CNWCKA CETE o -
- N ;) CeTeroi gocTyn: paspellaTs aHOHWMHBIR 4oCTyn K oBwmMm pecypoam He onpegencro
Gl Monutukn Becnposogroit cetn (IEE ™ it ‘,
= 212 CeTeBOM 4OCTYN: paspeiuaTs NPUMEHEHUE papetueni "AnA Bcex” K aHOHUMHBIM Nonb.. He onpegeneno
=l Moautuin OTKPBITOrC KnH4a =
11| CeTeBoi AOCTYN: YAANEHHE AOCTYMHBIE MYTH W BAOMEHHBIE MyTH peecTpa He onpegenero
= Moawtukr OTPaHUHEHHOMD MCNOAL: o =, w
= CeTeBoii A0CTVN: VAANEHHD A0CTVIHEIE MVTH DEECTDA He onneseneHo
< > < >

OTKpEITWE OKHE CBOWCTE BbiBpaHHore ofbekTa.

War 5. OTmeTbTe ONpeaenuTb ceayoWMi NapamMeTp NOAUTUKUN —

Bbl6epl/ITe O6bluHas — 10Ka/bHble NOJIb30BaTe/M...
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Ceoiictea: Ceresoit gocTyn: moaens obuiero goctyna u 6... ?

MNapameTp nonumMku 6e3onacHoc™  OfbacHeHWe

:_r CeTesoit pocTyn: Mogensb obwero aocTyna u 6esonacHocv ans
- i' NOKanbHbIX yYeTHbIX 3anucei

OnpenenuTs cneayowwmit NapaMeTp NONMTVKK
OBbiuHasn - NOKanbHbIE NONL30BATENM YAOCTOBEPRIOTCA KaK OHU v

Omvena MpumernTs

Hactpoiika KOHTpO/1 yueTHbIX 3anucein nosib3oBaresnen

PekomeHayeTca ncnosib3oBatb AOMEHHYI0 Y3 anga otkaroveHns ¢yHkummn UAC.

War 1. Co3galiTe JOMEHHYHO YUYETHYHO 3anncb, KOTopas byaeT npeaHasHaveHa A/is

CKaHNpOBaHUA,

War 2. [MKM no Heobxoanmon rpynnoBon noantuke — N3meHuTsb;

5, ¥npaenenue rpynnoeoii NoauTuKCH
v _ﬂ Nec: test-domain.com
v [Z5 Jomensl
~v 3 test-domain.com
= AddlocalAdmins

@ Default Domain Policy

i Network p=monr
i/ RedCheck VzmeruTs. .
,.._f soft MprHyaHTENEHEIR
@y software i o#
s/ WinRM

CBASh BKIHOYEHE

T msmEsoaTe AT

REDCheck
't)

Net
Ciar

Ce
Mot
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LWar 3. Jo6aBbTe Nosb30BaTeNs B rpynny JIOKaAbHbIX aAMUHUCTPATOPOB
ckaHunpyemoro xocta: Konpurypauma komnbtotepa — Hactpoiikn — Mapametpbli
naHenu ynpasnaeHma — [1KM no JlokanbHble nonb3oBaTtenu u

rpynnbl — Co3garte — JlokanbHas rpynna;

=] Pepaktop ynpasAeHWA FpynnoBsIMK NoAMTHKEMK
Qaiin  Jdeiictene  Bug  Cnpaska
ol AN2 E =

___' MonwTtika Network Access [YDV-AD TEST-DOMAIN.COM e
v i Kondurypauwa komnetotepa

| =Y

YroBbl NpOCMOTPETE OMUCAHKE Mz

LAk 3MEMEHTE, BEIAEAKTE EM0
w || Hactpoiika 3 | Kondumrypauma np

| Kendurypauws Windows | Kondgurypauna Wi

e lMapamerpel NaHENW yNpaeneHua | AAMUHWCTpATUEHE

WMcrounnim gantenx

% YeTpoiicTea

E’ﬂh lMNapareTpel nanok

Q NoxaneHele NoALICEATEAN W Tf

[29] Ceresbie napametpel

)\L_% JnekTponuTaHne Bee zagaun > TNokanenas rpynna

g{f MpuHTEpEI

Co3gate > fokanbHeIR NONB30BATENE

[E] HaznauenHele 33ganna Konpasan
% Cysxcbin Medats
w i, Kondurypauws nonssosatena OBHoBMTE
| Moawtugn
| Hactpoiika Ghpaeta

LWar 4. B AeicTBune Bbibeprte O6HOBUTL , B MaA rpynnbl — AAMUHUCTPaTOPbI

(BCcTpOeHHas yueTHas 3anuch);
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Hoeble ceoiicTea N0KanbHOIM rpynnbl X

NokanbHas rpynna  Ofwme napamMeTpsl

g Aeiictene: | OBHoBUTL v

M8 rpynnbi: AaMMHUCTPaTOpPb! (BCTpoeHHas yueTHas v || ...
MepeumeHoBaTL:

Onucaxue: I | |

[J yaanuts scex nons3osaTeneii-4neHos 3Toit rpynnbi
[J yaanute sce rpynnbi-uneHsi 3Toi rpynnsi

YneHb! rpynnbl:

ma Deictene WA BesonacHocT

fobasutb...| Yaamute @ UsmenuTs...

[ oc ] omee || nowesm || copeexa

Haxmvunte [Lo6aBUTb;

YneHbl rpynnbi:

Mg Jeiicteue W] BesonacHocT

fobasutb...| |Yaamute | UsmenuTs...

[oc ]/ omen || momesm || crosa

HaxxmunTe Ha TpoeToume cnpasa oT cTpoku Ums;
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YneHb! rpynnb:

Wma Jeiictene WA BesonacrocT

flobasuTs...

Yaanute | U3MeHuTb...

E OtMeHa MpuMeHuTL Cnpaska

YKaxkuTe UM CO3aHHOro paHee nosab3oBatens — MpoBeputb umeHa — OK;

Bei6op: "Monbzosarens”, "Komnerorep” uam "Mpynna”

Boibepute ™M o6bekTa:

l"ﬂonbsosa'renb" vnm "Tpynna”

I Tunbl 06beKToB...

B cnenyowem mecre:

[testdomain .com

] Pasmewenmue...

BseTe umena BoiGupaemMbix 06beKToB (Npumepsi):

redcheck scan (redcheck scan@test-domain.com)

DononHuTensHo...

MposepuTs UMeHa

O

War 5. loxxanTtecb 06HOBAEHNA rPYNNOBOW MOANTUKM Ha YCTPOUCTBAX.

Mpwn ncnonb3oBaHMM TakoW YYETHOM 3anncy HacTponkn UAC He ByayT BAMATb Ha

CKaHpoOBaHUeE.

[danbHenwan HacTpounka

= TpaHcnopt AreHT RedCheck

= TpaHcnopt WinRM

= TpaHcnopt WinRM (Kerberos)

REDCheck
‘q>:
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TpaHcnopt AreHT RedCheck

[N areHTCKOro CKaHMPOBaHWSA Ha LieNeBbIX XOCTax JO/KEH ObITb YCTaHOB/IEH
koMmnoHeHT Microsoft .NET Framework 4.8.

= JlomkHa ObiTb 3anyuwieHa cayxb6a AreHTa, OTKPbIT MOPT A1s BXOAALLUX

coeguHeHut TCP  (no ymonuaHuto 8732) (3.6 YcraHOBKa areHTa

ckaHnposaHua RedCheck);

AreHT cKaHMpOBaHWUA BXOAUT B cocTaB anctpmnbytmea RedCheck 2.6.9

* B oAHOpPaHroBOW CeTM MOJ/b30BaTENb, OT MMEHM KOTOPOro MPOUCXOAUT
obpalleHne K areHTy, JAO/KEH HaxoAuTbCa B JIOKAAbHOM  rpynne
6e3onacHoct REDCHECK_*. B cnyuae foMeHHOW ceTy No/ib30BaTeNb AOIKEH
HaxoauTbca B AOoMeHHOM rpynne  6e3onacHoct REDCHECK * (5.1.2

Co3panwue rpynn 6esonacHoctu ana Windows ayteHTudukaumm),

[ns nosbileHa 6e30MacHOCTM B CETU NPEeANPUATUA PEKOMEHAYETCH, YTOObI
NMONb30BaTe/lb Men pOIIb C MUHUMaJIbHbIMW I'IpaBaMM AOCTyI'Ia B poneBoM MoAeNn
RedCheck (1.4 PoneBas moaenb RedCheck).

= [lponyckHas cNoCOB6HOCTb KaHana Mexay AreHToMm un cy>kbon ckaHMpPOBaHMA

AOMKHA 6bITb He MeHee 128 KbuT/c.
MpuBMAerMn yyeTHom 3anmcu, Heobxoanmble AN B3aMMOAENCTBUA:

= JlokanbHbI NONb30BaTEb CKAHUPYEMOTO XOCTa UM MONb30BaTe/ b JOMEHA;

= [lonb3oBatenb C napameTpamu rpynnoBon noantukvy Bxop B kauectBe
cnyx6bi 1 [LlocTyn K KOMNbIOTEPY U3 CeTy;

= [lonb3oBaTenb C NpaBaMm Ha uTeHue cnmncka coctasa rpynn REDCHECK * wn

CMrcKa KOMMbHOTEPOB B CETU.
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TpaHcnopt WinRM

Ansa obecneyeHns ckaHMPOBaHWA XOCTOB 6e3 NPYMeHeHNA areHTa CkaHMpoBaHWA
RedCheck ncnonbsyetcs texHonorna Remote Engine, kotopas ocyliecteaserca
nocpeacTsoM cnyxbbl yaanéHHoro ynpasneHma Windows Remote Management
(WinRM). [laHHas cny>ba ana ceoent paboTbl TpebyeT HaCcTpOKrKy Cy>Kbbl

CKaHNPOBaHUA U CKaHNPYEMbIX Y3108B.
CopeprxaHune

= Hactpovika WinRM (SberLinux)

= HacTpowvka ckaHMpyemoro y3ja (10KaJibHO)

" HaCTDOIZKa CKaHWPYEMbIX XOCTOB Yepes3 rpynnoBbie NnoJnNTUKN

WiInRM Ha cTopoHe cnyx6bl CkaHMPOBaHWA HacTpanBaeTca KOHOUIypaTopoM
aBTOMaTun4yeckmn (kpome SberLinux).

Hacrpoiika tpaHcnopTta WinRM Ha ctopoHe cny>6bl ckaHnpoBaHus

(SberLinux)

War 1. YctaHOBUTE HEODOXOAMMbIE 3aBUCMMOCTU:

Bash (o6on0ouka Unix)

sudo dnf install -y python38 python38-pip

Bash (o6onouka Unix)

sudo dnf install -y gcc python38-devel krb5-devel

Bash (o6onouka Unix)

sudo dnf install -y gssntlmssp

@)Check 199



LWar 2. CkauavTe tar.gz apxumB (CCblJIKa Ha CKayvBaHWE) C HEOH6XOANMbIMM

KOMIMOHEHTaMW, MOMECTUTE Ha XOCT C yCTaHOBﬂeHHOVI CJ'Iy>K60l\;I CKaHNpoOBaHUA

(/var/opt/redcheck-scan-service/pypsrp) 1 pasapxmBupymTe;

Bash (o6onouka Unix)

sudo tar -xf /var/opt/redcheck-scan-service/pypsrp/pypsrp-krb-
SberLinux.tar.gz

LWar 3. YcraHoBuTe python-nakeTb:

Bash (o6on0uka Unix)

sudo pip3.8 install setuptools wheel Cython --no-index -f
/var/opt/redcheck-scan-service/pypsrp/

Bash (o6on0uka Unix)

sudo pip3.8 install krb5 gssapi pypsrplkerberos] --no-index -f
/var/opt/redcheck-scan-service/pypsrp/

Lar 4. BHecuTe npaBkn B KOHPUTYPALMOHHBIN darin ciy>Kbbl CKaHMPOBaHWS

/var/opt/redcheck-scan-service/conf/appsettings.json;

Bash (o6onouka Unix)

sudo nano /var/opt/redcheck-scan-service/conf/appsettings.json

Ansa napametpa PythonDIl yctaHosuTe 3HaueHme /usr/lib64/libpython3.8.s0.1.0
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"486608376-fb93-488f-ab57b-08dd216e43211",
“RLJ”

: {
"/usr/1ib64/libpython3.8.s0.1.8"

LWar 5. Mepe3anyctute cnyxby ckaHMpPOBaHMS;

Bash (o6osnouka Unix)

sudo systemctl restart redcheck-scan-service

Ecan B Bawem gomeHe HacTpoeHa Kerberos-ayteHTndukaumsa, BbinosHuTe
LONONHUTENIbHYHO HAaCTPOWKY Ha XOCTe C YCTAaHOBAEHHOM CNY>K60M CKaHUPOBaHWA.

Hacrpoiika ckaHupyemoro y3na

Windows Remote Management npucytcreyeT B coctaBe Windows Vista\Windows
Server 2008 v 6onee no3aHux Bepcnin Windows. [lns 6onee paHHUX BEpCUM
Windows HeobxoaAnMO OTAe/IbHO CKayaTb 1 ycTaHoBUTbL nakeT Windows
Management Framework.

Ana ckaHnpoBaHma TpaHcnopToM WIinRM Ha KOHEeUHbIX XOCTax AOKEH ObITb
yctaHoBsieH .NET Framework 4.0 u Bbiwe

War 1. Otkpownte PowerShell n Bkntounte cnyxby Windows Remote Management

(WS-managment) komaHAOW:

Code
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winrm gc

KomaHaa nameHunTt Tvn 3anycka cay>x6el WinRM Ha aBToMaTnueckmi, 3agact
cTaHzapTHble HacTporikn WinRM u gobasut ucknrouerHms ana WinRM noptos (HTTP

— 5985, HTTPS - 5986) B 6paHaMaysp Windows.

War 2. lobaBbTe B ,OBEpPEHHbIE XOCThI ip-aapec cNy>Kbbl CKaHMPOBAHWS:

Code

winrm set winrm/config/client '@{TrustedHosts="IP"}'

War 3. Ans ctabunbHon pabotbl RedCheck B pexxume Remote Engine Heobxoaumo
pacLMpuUTb KBOTY MO MCNOAb30BaHUIO Namat ¢ 150 M6 (no ymonuaHuio) ao

pekomeHzaoBaHHbIx 2 6. Ana atoro B o6onouke PowerShell BBeante komaHay:

Code

Set-TItem wsman:localhost\Shell\MaxMemoryPerShellMB 2048

ﬂ,flﬂ npoBePKN NMNOAKNHOYEHNA BbIMONHNTE 3ajaHNE I'IpOBepKa AOCTYNMHOCTMH,

BbIbpaB Bug TpaHcnopta WinRM v yueTHyto 3anmnce Windows.

B cly4ae BO3HUKHOBEHUA r|p06ne|v| C NOAKNHOYEHNEM PEKOMEHAYETCA
cnejgoBatb PyKOBOACTBY.

Hacrpoiika WinRM uepes rpynnosbie NOAMTUKM Hactporika

CKaHMpyeMoro y3aa (1IoKkaabHO)

Ana ckaHnpoBaHua TpaHcnopToM WIinRM Ha KOHeUHbIX XOCTaX JO/IKeH ObITb
yctaHoBneH .NET Framework 4.0 v Bbiwe

Ans HacTporikn WinRM notpebyeTcs ABe rpynmnoBble NOANTUKA: O4Ha ANs cepBepa

CKaHNpOBaHUA, Apyrasa gna CKaHNpPyeMbIX XOCTOB. Nx HaCTpOl\/’lKa NAEHTUYHA.
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War 1. KM no rpynnoeou noantnke — M3amMeHuUTb;

2 YnpaeneHue rpynnoeoil NOAMTUKON

v Q Nec: test-domain.com
v (55 Aomenbl
v F3 test-domain.com

=/ Default Domain Policy

=) Network Access
=, RedCheck Agent

WinF
O6n:
Csesn

Mok

CGF

Pa:

. WinRF

> 2 Domse

NzmeHuTs... ﬁ

> 2. Redct

> (5 O6ve o Ceazb exnroueHa

> Ly Onne:
> ;] Hawva.
> L@ Caiiel Bua

sf¢ Mopenupos:
) Pesynetatei 1

Yaanute

MNepenmerosate

I IpUHyaUTENBHBIW

CoxpaHuTb OTYET...

Hoeoe okHoO oTcroa3

LWar 2. MNMepenante B Konpurypauums

Komnblotepa — Moantukn — Konpurypauma Windows — MNapametpbl

6e3onacHocTn — Cucrtemuble cnyxbbl — NKM no Cny>xk6a yaaneHHoro

ynpasnenua Windows (WS-Management) — CBoicTBa;

v & Kondurypaums komnetotepa A
v ] Nonutukm
> [ ] KoHdurypauns nporpamm
v ] Kondurypauma Windows
> [l Monutuka pazpewsenna umen

& Cuenapum (sanyck/3aeepLuenme)
= PaseepHyTble NpuHTEPLI
v i; Mapamerpel 6esonacHocTn

> A Monutnku yueTHbix 3anuceit

> 3 NokanbHbie noauTuku

> | XypHan cobbiuii

> (4 Mpynnbi ¢ orpaHNu4eHHbIM A0CTYNON
4 CucremHsle cnyx6bi

> [@ Peectp

> [ 4 Oaiinosas cucrema

> f:q,' Monutuku nposogHoit cetu (IEEE 80

> | MoHutop 6paHamay3spa 3alumTHuk:
| MonuTtkm gucneryepa cnucka cetel

> ,.;.g Monutukn Gecnpoeogron cetw (IEEE

> ] Moautuku oTKpbITOro KNKOU2

> [ MonuTMKM OrpaHNYEHHOTO MCMONB3

> [ MonuTnku ynpaeneHus npuaoxeHn

> ‘g Monutukn IP-6esonacHocTu Ha "Cm

~ Kondurypauma paclumperHoi nons ¥
< >

~

Mma cnyx6ei

@Cnyxﬁa npoduneii nonbzosarenei

@ Cnyx6a nynsca (Hyper-V)

@ Cnyx6a passeproisanua AppX (AppXSVC)
@Cnnya pacnpocTpanenus kntouen (Maiikpocodr)
{3 Cnyx6a pernctpaumm ownbok Windows

{3} Cnyx6a perncTpaunn ynpaenenns ycrpoiicteom
@Cnyxéa PENO3UTOPUA COCTORHMIA

@Cnyxﬁa CEEAEHUIT O NOAKIOYEHHbIX CETAX
@Cnyxﬁa CEHCOPHOI KNABNATYpbl U NAHENM PYKONNCHOTO B...
@Cnyxéa CUHXpOHU3auuK Bpemenn Hyper-V

@ Cnyx6a cuctembl push-ysegomnennii Windows
@ Cnyx6a COBMECTHOrO 40CTYNa K A3HHbIM

@ Cnyx6a conocTasneHna ycTponcTe

@Cnyx@a cnucka ceten

{3 Cnyx6a yBeaomnerns o cucTemHbix coBbimusx

‘8 : Cnyx6a ypanentoro ynpasnenna Windows (WS-M :page
{3 Cnyx6a yzna HV

AsTosarpy...
He onpege...
He onpege...
He onpege...
He onpege...
He onpege...
He onpege...
He onpege...
He onpege...
He onpege...
He onpege...
He onpege...
He onpege...
He onpege...
He onpege...
He onpege...

{3 Cnyx6a y2na nocraswmka wudpoearns Windows

/ Cnpaeka
@Cnyxﬁa YNPaBAEHUA KOPNOPATUBHBIMU NPUACKEH MmN VIS UnpeAc..
@ Cnyx6a ynpasnenus paguo He onpege...
@ Cnyx6a ycraHoeku Microsoft Store

en .

<

He onpege...

Beisoa cnpasku ans ebibparHoro obvekTa.

REDCheck
'Q)
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OtmeTbTe OnpeaenuTb cieAyloWMi NapaMeTp NOINTUKMN, PEXMM 3anycka

cny>K6bl — aBTOMaTuueckn — OK;

Ceoiictea: Cnyx6a yaaneHHoro ynpaenenna Windows...  ? X

MapameTtp nonutuku GesonacHocTM

? Cnyx6a ynaanenHoro ynpasnexus Windows (WS-Management)

z

[~ Onpegenume cneayrowmit napameTp nonnTku
BuibepuTe pexum 3anycka cnyx6bi:
(® asTomamyeckm
O spyuryio
(O 3anpewen

WamerHuTs napameTpol...

Omvena MNpymernTs

War 3. MNMepenante B Konpurypauma komnbrotepa — Hactpoiika — Mapamertpbl

naHenu ynpasneHna —1KM no Cnyx6b1 — Cozpatb — Cnyxxba;

=/ Monwutuka WinRM [YDV-AD.TEST-DOMAIN.COM]
v & Kondurypauus komnbtotepa
> [ Monntnku
v [ Hacrpoiika
> ] Kondurypauua Windows
v (%9 Mapametpbl naHenu ynpaenesns
&3 VicToumuku AanHbix
) Yerpoiicrea
Cﬁ Mapametpel nanok
€ NokansHeie nonbsosateny u rpynnsi
(@) Cereebie napamerpsi
a SnekTponutaHue

“h: CNYK6bl

O6paborka

gﬁ MpunTepst
HazHaueHHbie 333aH1a
& Cnyx6 -
v % Kondurypauma nc Cospars Cyx6a
> [ Monntnku Bce 3agaun > “TEEIOPaNG Fn OANON
> [] Hactpoiika SANTIKIA
Bua

LWar 4. Vimsa cnyx6bl — winrm. B JeiicTBua Boibepunte 3anyck cayx6bi;
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Hoebie ceoicTea cnyxbel X

Obwme Boccrarosnenne OBwe napameTpbi

% ABTO3arpy3ka: |ABTOMaTHUHECKM s
Wma cnyxbbi: winrm |
Qevictene cnyxBoi: 3anyck cnyxbol N

Bpems oxuaaHua, ecnm cnyxba 3abnokuposara: |30 5 C

Bxoa B aucTemy:
(® HeT usMeHeHW!

(O C aucTemHoi yueTHOM 3anMcbio

PaspewuTb B3auMoaencTeune ¢ paboumm cronom

O 37y yueTHyio 3anuc:

II] OtmMeHa MpuMeHUTL Cnpaska

B paszene BocctaHoBneHMe ykaxunTe Aas Tpex napaMmeTpoB 3HauveHve lMNMepesanyck

cnyX6bi;

Hoeble ceoicTea cnyxBel X

Obwue BoccTaHoBneHue OBwwme napamMeTps

[NeicTene KoMNbroTepa, BoinonHaeMoe npu cboe cnyxbbl.

Nepsoiit cOoit: MNepesanyck cnyxbbi v
Bropoi cboir: MNepesanyck cnyxbbi v
Nocneayowme chou: MNepesanyck cnyxbol v
MNepesanyck cyeTumka owmnbok yepes: |0 % neHo

Mepesanyck cnyx6Obi yepes: 1 > MuH.

LWar 5. MNMepenante B Konpurypauums

KoMmnbloTepa — Moantukm — AAMUHUCTPaTUBHbDbIE WAa6/10HbI... — KOMNOHeHTbI
Windows — YaaneHHoe ynpaBneHne Windows — Cny>x6a yaaneHHoro
ynpasnenua Windows — otkpoviTe Paspewumtb yaaneHHOe agMUHUCTPUPOBaHUe

cepBepa...;
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v & KoHdurypaums komnbtotepa

PaspelunTs yaaneHHoe agMMHNCTpUpoBsaHue cepeepa cpeacteamu WinRM I

v [ Moantuku
| Kondurypauus nporpamm
| Kondurypauma Windows =
v | AaMuHMCTpaTHEHbIE LIaBAOHDBI: NONYYEHbI ONpese =
v || Komnonentsl Windows
| Exploit Guard & 3awmTHuke Windows

Iv | YaanexHoe ynpaenenune Windowsl

Knuent cnyxBol yaaneHHoro ynpasnexy
I | Cnyx6a yaaneHHOro ynpasneHusa Wind(I
| YnpaeneHue undpoebimu npasamu Windov =
| YctaHoeka HaxaTtuem

| Ycranoswmk Windows
| Yyernas sanuce Maiikpocodt
~| ®akTop AONOAHNTENLHOI NPOBEPKM NOANMNI
| Userosas cuctema Windows Color System
| Uentp mobunbroctn Windows
| Uentp oBecneuenuna BesonacHoctu
| Uentp obHoenenna Windows
| Undpoeoii awmk
| Wnoposanme gucka BitLocker
Metito «[Tyck» u nanens 33aau4
Maxens ynpasnexna

vl <

PaspewwnTe 06bi4HYHO NPOBEPKY NOANMHHOCTH

Paspewuts nposepky noaamnHoctn CredSSP

PaspewmnTe HesawnpposaHHbii Tpaduk

YKka3aTb ypOBEHb aNNAPaTHOM 33LLMUTI TOKEHA NPUBAZKM KaHana
3anpetute WinRM xpanute yueTHble gaHHbie RunAs

3anpetuts nposepky noaanHHocTh Kerberos.

3anpeTuTs NPoBEPKyY NOANNHHOCTI COTNACOBAHMEM

Brarounts HTTP-npocaywwimearens coemectumoctn

Bratounute HTTPS-npocnywumnearens CoBMeCTUMOCTH

< >

\\ Pa

10 napametpos

CLUMPEHHDI )\ Cranpapthblii /

Ykaxxute BkaroueHo — ykaxuTe B ®uabtp IPv4 IP-agpeca:

" p,l'lﬂ rpynnosoﬁ MOJINTUKUN ANA XOCTa CI'IY)KGbI CKaHUpoBaHUA:

XOCTa CNy>6bl CKAaHNPOBAHWUS;

= [na rpynnoBow NOJIMTUKN A1 CKAHUPYMbIX Y3/10B: A1ana3oH ip-afpecos.

Check

ip-agpec
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A PaspewnTs yaaneHHoe 3aMMHUCTPUPOBaHUE cepeepa cpeacTeamu WinRM m]

E} Paspewuts yaaneHHoe aaMUHUCTPUpOBaHUe cepeepa cpeacTeamu WinRM

(O He zaaaHo

(O Orkaroueto

Mapametpei:

Qunetp IPv4:

EPEMETP Cnepytowuii napamerp

KommeHTapuii:

TpeboeaHus k sepcum:

He Hmxe Windows Vista

Cnpaeka:

h%J&mezw&m1 |

Qunetp IPV6:

|

CuHTakcuc:

BeeauTe «*», 4ToBEI paspewnTs cooblieHus ¢
noboro IP-aapeca, uau ocraeete

none NycTeiM, YTOBB! MCKAIOYMTE NPOCAYLWINBaHUE
scex IP-agpecoe. MoxHo 33aaTe 0auH

WK HECKONBKO AuanasoHos IP-aapecos.

3TOT NapameTp NOAWUTUKM NO3BONSET onpesennTe, Byaer an
cnyx6a yaanenroro ynpasnenus Windows asTomatuuecku
NPOCAYLUMBATL CET, YTOBLI 0BHAPYXWUTL 33aNPOChI Ha
Tparcnopt HTTP uepes HTTP-nopt, 33aaHHbII N0 yMONYaHWUIO.

Ecnu 3toT napametp noautuku ekntoueH, To cayx6a WinRM
6yAeT aBTOMATMHECKN NPOCAYLLMBATb CETb, Y4TOBbI 0BHapYXuTb
3anpoce! Ha Tpancnopt HTTP yepes HTTP-noprt, 33aaHHbIl no
YMONYaHUIO.

Yrobbl paspewwnts cnyxbe yaanerHoro ynpasnenns Windows
NPUHUMATBL 3aNPOChI YEPES CETL, CNEAYET HACTPOUTL NAPAMETP
6panamayspa Windows ¢ ucknroueHuamm ana nopra 5985
(HTTP-nopt no ymonyaHuio).

Ecnm 310T napameTp NOANTUKK OTKAIOMEH UK HE HACTPOEH,
cnyx6a WinRM He 6yaer pearuposate Ha 33aNpoch! y43aNEHHOrO
KOMMBIOTEP3 HE3ABUCUMO OT HACTPOIKKM NPOCAYLUNBATENEN
WinRM.

< > v
OtmeHa MpumeruTs
LWar 6. Mepenante B KomnoHneHntbl Windows — YganeHHasa o6osouka
Windows — oTkpoiiTe Pa3pewwumTb AOCTYN K yaasieHHOW obonouke;
(=] PegakTop ynpaenenns rpynnoesimMmu NoAMTUKaMM - m} X
Qaiin  [eiicteme Bua Cnpaeka
e 2@ = Hm Y
[ Npocmotp cobbitwit CocrosHue CocrosHue
’jl PaGounenankn =) PaspewunTs gocTyn K yaanenHoi obonouke I He 3apana
| PaseepTbiBaHue nakeTa NpUAOKeHU ST e He sajiiiia
“ p 5=
’ j P:::::Z*::"ec: 1:;::“ |iz] MaxConcurrentUsers He zapaHa
= B i i 2] YkasaTe makcumaneHbiii 06vem namatu 8 merabaiitax 4ns o... He 3agana
| PykonucHbliii B804
= |iz] ¥ka3aTb MaKCMManbHOE KONWYECTBO NPOLECCOB A8 OAHOM ... He 3agana
] C6opku ans c6opa AaHHbIX U NPEAB:
| CUHXPOHM3ALMA NAPAMETPOB |iZ] ¥YKa3aTb MaKkCMManbHOE YMCNO yAaNEHHbIX 0Bonouek Ans o... He 3apana
5 71 Chyx6a sxypHana cobermuii |iz] Ykazars TaiimayT o6onouku He 3apana
7] Cnyx6a ycranoeku ActiveX
7] Cayx6u1 IS
> [ ] Cayx6bl yaanenHbix paboumx cronc
] Cmapr-kapra
[} CoemectmocTb Apaiieepos u ycTpc
7] CoemectMMOCTb NpUNOXKeEHNI
[ ] Coaepxumoe obnaka

K a

e P
| | YaanenHas obonouka Windows I
S ] JAGNEHHOE yNPaENENNE WINAOWS

Check

=
=

¥npaenenune unpposbiMu npasamu
YcTaHoBeka HaxaTem
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Ykaxxunte BknroueHo;

& Paspewmts gocTyn k yaaneHHoii obonouke

[E] Paspewuts aoctyn k yaanentoi obonouke
Cneaytot

KommenTapuii:

O He 3aaaHo
O Orkarouero

Tpeboeanua k Bepcukt: [ e e Windows Vista
Mapamerpoi: Cnpaska:

3to1 N3apaMeTp NOAUTUKN NO3BONAET HACTPOUTL A0C
YA3NEHHBIM obonoukam.

Ecnum 370T napameTp NOANTUKM BKKOYEH MAKN HE Hal
CEPBEP NPUHWUMAET HOBbIE NOAKNHOYEHUA K yAanem
oBonoukam.

Mnu Are annicuus aTAl NARUTUVYL Fanoan ATEAALAS

War 7. MNepengnte B Konpurypauus
Komnbrotepa — Monantnkm — Kondpurypaumna Windows — Mapamerpbl
6e3onacHoctn — MoHuTop 6panamayspa 3awutHmnka Windows — KM

no MpaBuna ana BXxoaawmx nogkatoueHmn — Cosgartb NpaBuIo;

4 A Kondurypauus koMneroTepa
4 | Monutunkn
b [ | KoHdurypauma nporpamm
4 | Konourypauua Windows
p [ MonuTuka paspelseHns umeH
& Cuenapuum (3anyck/3asepLueHue)
4 F Napamerpbi 6esonacHocTn
[ E MonnuTukK yyeTHbIX 3anucei
S j JlokanbHble NOAUTUKN
b 3 KypHan cobbiTmii
b 4 Mpynnbi ¢ orpaHNYeHHbIM AOCTYNOM
b 4 Cucremubie cayxBo
b (4 Peectp
p [ 4 Paiinosas cuctema
b i:i' Monutuku nposoaroit cetu (IEEE 802.3)
4 | bpanamay3p Windows g pexXume NoBbILLIEHHOMN |
4 bpanamaysp Windows B peXXume noBbiLLEHH
tﬂ Mpaeuna gns exoaaLLMX noAx.mov-l
&S Mpaeuna ana ucxoaawlero noaknt
2; Mpaeuna GesonacHOCTH NOAKNIOY OunbTpoBaTh No Npopuato »
| MoauTuku gucneryepa cnucka cetei ORRET ORI 6 EBCTAB e >

Cosaatb npasuno...

War 8. OtmetbTe NMpeaonpeaeneHHble — BbibepuTe YaaneHHoe  ynpaB/ieHue

Windows — flanee;
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Twn npaeuna

BoiBepute ™Mn npasuna GpaHaMay3pa, KoTopoe TpebyeTca co3aaTs.

Wam:
@ Tunnpasuna
@ [pepnonpen. npasuna

@ [eiicteue

Mpasuno Kakoro TMNa Bbl XOTUTE CO3AaTL?

) ns nporpammbi
Mpasuno, ynpasnsaiLLee NOAKMIOYEHNAMI ANA NPOrPaMMbI.

O Ins nopra

Mpasuno, ynpasnsaiowee noakniouesmamu ans nopta TCP unu UDP.

® Mpenonpenenettbe

[Ynanemoe ynpasnerue Windows

Mpasuno, ynpasnsaiLuee noaknoyeHnamu ans onepaunit Windows.

(O Hacipamsaeme
Hactpausaemoe npasuno.

OtmeTbTe fBa npasuna YaaneHHoe ynpasnaeHue Windows... — [Nanee;

REDCheck
'Q>
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MNpeponpepn. npaeuna
BoiGepuTe npasuna, cosnasaemble ANA A3HHON CUTYaLMN.

Wam:

® Tunnpasuna Kakvie npasuna Bbl XoTWTe co3a3Ts?

@ [penonpen. npasuna Cneaytowwe npasuna onpeaensioT TpeGoBaHMA CETEBOro NOAKMIOYEHUA ANS BbIBPaHHBIX

n npeaonpeaeneHHbx rpynn. ByayT cosaaHbl Npasuna, oTMeyeHHble dnaxkom. Ecnun

@ lledceve OTMEYEHHOE PNEXKOM NPEBUNO YXE CYLUECTBYET, Ero COREPXMMOE GyaeT 33MEeHeHo.
Mpasuna:
Wma Mpoguns Mpor... [lokan
[V] Ynanettoe ynpasnerie Windows (HTTP -sxon... O6wwmi TCP 5985
[ Ynanerroe ynpaenerne Windows (HTTP -sxon... [omen, YacmHwit  TCP 5985

< Hasaa || Danee > II Omvexa

Ykaxute Paspewmntb nogkatoueHme — FotoBo;

,@)Check 210
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Iewcsue

YkaxuTe aeicTeue, BbINONHAEMOE NPW COOTBETCTBUM NOAKMIOYEHNA YCNoBMAM, 33A3HHbIM B A3HHOM Npasune.

Wam:
YKaxuTe QeiicTere, KOTOPOE AOMKHO BLINONHATLCA, KOr A3 NOAKNIOYEHIE YA0BNETBOPRET

@ Tunnpasuna
YK@33HHbIM YCNOBUAM.

@ [peponpea. npasuna B
(® Paspeumts noaxmouetHue
¢ [eiicteue

Bxnioyas Kak noaxnioyeHuns, sawmwentbie IPSec, Tak u noaknioyeHuna 6e3 3awmTl.

() Paspeumms GesonacHoe noaxmoyeHue
Bkniouas ToNbKo NOAKNIOYEHNA C NPOBEPKO NOANMHHOCTY ¢ NomMowwbio |PSec.
Moaxniouerna ByayT 3awmweHs! ¢ noMoLLbio napameTpos |PSec v npasun, 3aaaHHbX B
pasaene npasun 6e30NaCHOCTV NOAKNIOYEHNIA.

) BnokuposaTh NoAKMOYEHMe

< Hasan " loToBo ” Omvena

LWar 9. YkaxuTe Kaxaon rpyrnnoBo NOAUTMKE XOCTbl, AN KOTOPbIX 3TV NOJUTUKM
ByayT NpUMeHsATbCA. s XxocTa cny>kbbl CKaHMPOBaHWA yaanuTe

rpynny Mpowepawmne nposepky — [o6aBuTb;
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i/ RedCheck Agent

) WinRM Scan

i/ WinRM Hosts

2] Domain Controllers

|27 Redcheck

(5} OBvexTe! rpynnoBoi NOANTUKM

[ Ounetpe WMI

| Z] HauansHbie 0BbexTs! rpynnoeoii noauTy
ITHI
OAENMPOBAHMNE FPyNNOBON NOANTUKM
3yNbTaTbI rPYNNOBOI NOANTUKN

Pasmewenme . MpuHy pTensHLIA Csasb 3apeic
3 test-domain.com Her na
PunbTpel 6esonacHoc™

MNapameTpbl AaHHOrO 0GBEKTA rPYNNOBOIt NONUTUKM NPUMEHSRIOTCA TONBKO ANA
CneayowwmX rpynn, NoNb30BaTenei 1 KOMMbIOTEPOB:

Wma -
& YDV-RC-SCANS (TEST-DOMAIN\YDV-RC-SCANS)

Do6asut... Yaamte CeoiicTea

Punctp WMI

HaxmuTe Tunbl 06bekToB — 0TMeTbTe KomnbloTepbi;

MNa

w

BuibepuTe TMn obbexTa:

6op: "Monbsosarens”, "Komnerotep” unu

lpynna

I)rbsoea'nerb". "I'pynna" nnu "BcpoenHbiit cybbekT 6esonacHoc”

Tunbl 06bexToB...

B cneayowem mecre:

|tesMoma‘n.oom

[—

BsemTe uMeHa BbiGupaeMbix 06bexTos  BbibepuTe TNbl 06BHEKTOB, KOTOpbIE Bbl XOTUTE HaItTU.

oit nony
OMNLIOT

~

fDV-RC} | HononHuTensHo. ..

Tunol obvexTos

ok ][ omens

Ykaxxute nms KOMMNbHOTEPA, Ha KOTOPOM YCTaHOBJ/IEHA cny>|<6a CKaHNpOBaHNA — OK;

REDCheck
f3o
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Buibop: "Monbzosatens”, "Komnerorep” nnu "Mpynna" X

Boibepute TMn obbekTa:

|"ﬂomsoea1erb". "Komnetotep”, "Ipynna” unu "BeTpoeHHbiit cyﬁw| l Tunbl 06HEKTOB... ‘
B cneayrowem mecte:

|testdomah.com | | Pasmeuwerve... |
BsemTe umeHa BoibipaemMbix 06bEKTOB (MpuMeEpbI):

YDV-RC-SCAN| MposepuTs MMeHa

LononnuTensHo... [ ok || Omveria ‘

g



TpaHncnopt WinRM (Kerberos)

Ans ckaHnpoBaHua xocTtos Mo npoTtokosy WinRM ¢ ncnosb3oBaHneM JOMEHHbIX
YYEeTHbIX 3anncei Mo NpoTokony ayteHTudukaumm Kerberos Heobxoanmo HacTpouTb
KOHdUrypaumoHHbi dann /etc/krb5.conf, Haxoaawmnca Ha xocTe € yCTaHOBAEHHOM

cny>X601n cKaHMpPOBaHUSA.

Cogep>xmmoe darina permcrtposaBUCMMO

CaotictBa (painbl properties)

includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb5libs.log
kdc = FILE:/var/log/krb5kdc.log
admin server = FILE:/var/log/kadmind.log

[libdefaults]
dns lookup realm = false
dns lookup kdc = false

rdns = false
ticket lifetime = 24h
renew lifetime = 7d

pkinit anchors = FILE:/etc/pki/tls/certs/ca-bundle.crt

spake preauth groups = edwards25519

default ccache name = KEYRING:persistent:%{uid}

permitted enctypes = aes256-cts arcfour-hmac-md5 aesl28-cts rcd-
hmac des3-cbc-shal des-cbc-md5 des-cbc-crc

default tgs enctypes = aes256-cts arcfour-hmac-md5 aesl28-cts
rc4-hmac des3-cbc-shal des-cbc-md5 des-cbc-crc

default tkt enctypes = aes256-cts arcfour-hmac-md5 aesl28-cts
rc4-hmac des3-cbc-shal des-cbc-md5 des-cbc-crc

[realms]
NAME-DOMAIN.COM = {
kdc = dnsname.name-domain.com
admin_ server = dnsname.name-domain.com

}

[domain realm]
.name-domain.com = NAME-DOMAIN.COM
name-domain.com = NAME-DOMAIN.COM

[libdefaults]

* rdns — ecan 3TOT $aar ycTaHOBAEH, TO OBPaTHbIA NOUCK MO UMeHM byaeT

MCNoab30BaTbCA B AOMNMOAHEHWE K NPAMOMY NMOUCKY NO UMEHW ANA
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KaHOHM3aLMM UMEH XOCTOB A5 UCMONb30BaHNA B UMEHax y4acTHUKOB
cnyx6bl;

= [lapameTpbl permitted_enctypes, default_tgs_enctypes,
default_tkt_enctypes HeobxoanMbl Ans KOPPEKTHOTO onpeseneHns

anroputMa WndpoBaHNa BO BPeEMA CKaHUPOBAHWA.

[realms]

= kdc - vma nav agpec xocta, Ha kotopoM 3anyuieH KDC ans 3tom obnactu
(MO>eT 6bITb yKa3aHO HECKOJ/IbKO afpecoB);
= admin_server — onpegenseT XocT, Ha KOTOPOM 3anyLLeH cepBep

aAMUHUCTpUpOoBaHus. Kak npaBuno, 3To rnaBHbin cepaep Kerberos;

Pa3zen [domain_realm] npegoctaBnser npeobpasoBaHne JOMEHHOTO UMEHMW UM

NMEHN XocTa B UMsA obnactu Kerberos.

MNoapobHyr AOKYMEHTaLMI0 MO HAaCTPOMKe KOHOUIypaLMOHHOro dania MOXHO

HanTh no ccbinke — https://web.mit.edu/kerberos/krb5-

1.16/doc/admin/conf files/krb5 conf.html
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4.4.2 CkaHupoBaHue Linux-cuncrem

Mpwn ckaHnpoBaHuKM Linux-cncrtem (CKaHMpPOBaHMeE OCYLLEeCTBASETCA MO Be3areHTCKou
TEXHOI0TNM) B KayecTBe TpaHcnopTa ncnosb3yerca SSH-NpoToKon He HXe Bepcum
2.0 ¢ BKJIFOYEHHbIM MoZyieM noaaep>kun npotokona SFTP. na ckaHnpoBaHus
yAaNneHHOro xocrta Tpebyercs co3ath YUYETHYHO 3aMMCb C BO3MOXHOCTbIO
NOAKOYEHMA K YAaNEHHOM cncTeme no npoTtokoay SSH. OcylecTButs Nposepky

NOAKNHOUYEHMSA MOXHO C MOMOLLbHO AH060ro yao06Horo SSH-kaneHTa.

B RedCheck ans ckaHMpoBaHuWs yAaneHHOro xocTa TpebyeTtcs co3aath YUETHYHO

3anucb, Tun yuyeTtHoi 3anucm — SSH.

Hosas / Pepaktupyemas yuérHas 3anucb

YkaxwuTte TpebyemMble NapaMeTpsl 418 HOBOW MAN PeAaKTMPYEMOW YUETHOM 3anucy.

Wms npodmns | ‘

Tun y4ETHOM 3anucu | SSH v ‘

Wmsa nonbsosarens |

o YKka3atb naponb
YKka3arb kA4

YKa3aTb KAKOY ¥ NPOBEPOUHYHO Hpasy

Mapons I ‘

MoaTeepxaeHue napons ‘ ‘

SSH nopr | 22 |
Hactpoiika npusunervi | Sudo v ’

YKa3aTte Naponb NpUBMAETUIA

Pasgenutens

,ﬂ,J’IFI CKaHNpOBaHUA yAaﬂéHHOI\;l CUCTEMbBI MOTYT UCMNOJIb30BAaTbCA CheyroLne TUnbl

YUYETHbIX 3anucen:

*  YdyeTHada 3anncb cynepnosib3oBaTens (root)

*  YyeTHasa 3anmcb NPUBUAEIMPOBAHHOIO Noib3oBaTtens (sudo)

REDCheck
'ﬁ)
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* YyeTHasa 3anMcCb HEMNPUBUAEIMPOBAHHOIO MOJb30BaTENA

YcraHoBka openssh-server u sftp

Mepes HaCTPOMKOM YUYETHbIX 3anncen HeobXoOAMMO YCTaHOBUTL MakeT openssh-

server, eCan ero HeT B cuctemMe no yMOoaA4aHuHo.

War 1. BoinonHWTe KOMaHAy:

Bash (Unix Shell)

apt-get -y install openssh-server

War 2. 3anycTtute cepsucC:

Bash (Unix Shell)

/etc/init.d/ssh start

nan

Bash (Unix Shell)

/etc/init.d/sshd start

[ns npoBepku cTatyca paboTbl cepBurca BBegMTe KomaHay: systemctl status

sshd (nnn systemctl status ssh).

/sshd -t ( 1:-|:nan:
-HUP $MAINPID (c

been rotated since unit was started. Log output is incomplete or unavailable.
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War 3. Mpotokon sftp BkarouaeTcs fobaBneHVEeM cneLmanbHON CTPOKK B
dann /etc/ssh/sshd_config (nnu /etc/openssh/sshd_config). [posepbTe Hannume

HeOobXOAMMOW CTPOKN KOMaHZAOWN:

Bash (Unix Shell)

cat /etc/ssh/sshd config | grep Subsystem

nnn

Bash (Unix Shell)

cat /etc/openssh/sshd config | grep Subsystem

redcheck-scan@;

Subsystem

Ecav pe3ynbtaT KOMaHAbl OKa3ancs nyCcTbiM, OTKPOUTe Gpais 06bIM TEKCTOBbLIM

pesakTopoMm U fobaBbTe CAeAYHOLLYH CTPOKY:

Subsystem sftp /ust/lib/openssh/sftp-server

# override default of no subsystems

Subsystem sfip fusr/lib/openssh/sftip-server

Heobxoanmo otkntoumtb SELinuX Ans KOPPEKTHOro CKaHMpPOBaHWSA C
MCNoNb30BaHEM MPUBUAETMPOBAHHOM yYeTHOW 3anucn (sudo).

Tpe6oBaHusA K NO/Ib30BaTE/NIIO B CUCTEME:

= KomaHpaHas obonouka Bash;
= CraTmueckas CTpoka npuvrialieHus (pekoMeHayemas ANnHa — He MeHee 8

CMMBOJIOB, Kak MMHUMYM 2 CreucMmMBona);
TpeboBaHusa K KAlOUaM WKPPOBaHUA:

=  MwuHuManbHaa garHa karoda RSA - 1024;
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MuHuManbHas aanHa katoda DiffieHellman - 1024;

nOAAep)KVIBaeMbIe aJIrOPpUTMbI obmeHa kKarouamum:

Diffie-Hellman (Oakley Group 2) with SHA-1
Diffie-Hellman (Oakley Group 14) with SHA-1
Diffie-Hellman (Group Exchange) with SHA-1
Diffie-Hellman (Group Exchange) with SHA-256
Diffie-Hellman (Oakley Group 14) with SHA-256
Diffie-Hellman (Oakley Group 15 or 16) with SHA-512

MNoapaep>xuBaemMblie anropuTmMbl WM pPOBaAHUS:

aes256-gcm@openssh.com
aes128-gcm@openssh.com
chacha20-poly1305@openssh.com
aes256-ctr

aes192-ctr

aes128-ctr

aes256-cbc

aes192-cbc

aes128-cbc

ed25519

3des-ctr

3des-cbc

twofish256-ctr
twofish192-ctr
twofish128-ctr
twofish256-cbc
twofish192-cbc
twofish128-cbc

twofish-cbc

219



nop,p,ep)l(u BaeéMblie aJiIropuTMbl UMUTOBCTAaBKN:

= MD5
= SHA1
= SHA256
= SHA512

Mopaep)xnBaemblie meToAbl ayTeHTUPUKaALLUN:

= Password
= Keyboardinteractive

= PublicKey
MNoapaep>xuBaemblie popmMaTbl 3aKpbITOro KJtoua:

= PKCS #8 (RFC 5208)

=  PuTTY .ppk

= OpenSSH/OpenSSL (SSLeay) for RSA/DSA
= New OpenSSH for EcDSA

nOAAep)KVIBaEMbIe aJITOPUTMbIl OTKPbITOrO KJ/1toda U KJjiroua Xocrta:

= RSA
= DSS
= ECDsaNistP256
= ECDsaNistP384
= ECDsaNistP521

Cnuncok ncnonb3yemMblix KOMaHA Npv CKaHMPOBAHWUM AVHAMWUYEH W 3aBUCUT OT
KOHPUrypaLmm KOHKPETHOro xXocTa.
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YueTtHas 3anucb cynepnosib3oBartens (root)

[laHHbIM TUN YYETHOW 3anmcK UCNONb3YETCs, YTOObI NONYYUTb BCE AOCTYrMHbIE
JaHHbIe 1 NPOBECTM rNyHboKMA aHann3 NnapameTpoB 6e30MacHOCTN yaAanEHHOM
CUCTEMbI, /WK B CyYasX, KOr4a HEBO3MOXHO MCMNOJIb30BaTh APYrve TUMbl YUETHbIX

3anuvcemn.

Mo YMOAYaHNIO B Linux-cuctemax yl-IéTHaFI 3aruncb cyneprnosib3oBaTtend MMeeT MMA

root.

RedCheck He HaknagbiBaeT OrpaHMYEHNn Ha UCMONb30BaHMeE B KAaYeCTBE YYETHOM
3anucu cynepnosib3oBatens root. lonycTMMo ncnonb3oBaTh 0Oy ApYryto
YUYETHYHO 3aMnncb Cyrnepnosib3oBaTeNs C OTAUYHbBIM OT root UMeHeM, ecin TakoBble
CYLLLeCTBYIOT Ha YaNE€HHOWN cucTeme.

Mo YMOAYaHNKO Ha HEKOTOPbIX Linux-cuctemax Y4YE€THAA 3annCb Ccyneprnonb3oBaTend
root Mmoxet 6bITb HeakTMUBHa. YUTOObI aKTUBMPOBAaTb YYETHYHO 3annCb

cynepnosab3oBaTtens root, BbINOJHUTE KOMaHAY CMeHbl Napona:

Bash (Unix Shell)

passwd root

Ha HekoTopbix Linux-cnctemax Ans y4eTHOW 3anmcu Cynepnoab3oBaTens root
3anpeLleH yAaneHHbI BXxo4 no npotokoay SSH. YTobbl pa3pelunTb yU4eTHOW 3anmcy
Cynepnosb3oBaTens root BbIMOAHATb BXOZ, MO NpoTokoay SSH, BbinoaHuTe

HacTpownky SSH-cepBepa:

LWar 1. OTkponTe TEKCTOBLIM PeAakTopoM

dann /etc/ssh/sshd_config nnm /etc/openssh/sshd_config

War 2. lobaBbTe CTpOKY

Code
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PermitRootLogin yes

LWar 3. MNepe3anyctute cepBuc ssh komaHgom:

Bash (Unix Shell)

/etc/init.d/ssh restart

nan

Bash (Unix Shell)

/etc/init.d/sshd restart

KoHdurypaumoHHbin Gann SSH-cepsepa y>ke MOXeT cogepkaTb
anpekTey PermitRootLogin. B takom cnyyae nsameHuTte 3HaveHve JMpeKkTyBbI
Ha yes C MOMOLLIbIO TeKCTOBOrO pejakTopa.

MpoBepbTe, UTO MOPT 22 OTKPLIT A5 BXOAALLMX NMOAKAFOUYEHWNA.
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YueTHas 3anncb NpMBU/IETMPOBaHHOIO noJsibsoBartens (sudo)

[na ckaHMpoBaHMA yAaNEHHOW CUCTEMbI C MOMOLLbIO JAHHOTO TUMNa YYETHOW 3anuncu
y nonb3oBaTens TpebyeTca Haanume npae 414 BbINOAHEHMA sudo Ha yaanEéHHOM
cucteme. MNpwm cozgaHmm yuetHon 3anncu RedCheck Heobxoanmo ykasats Sudo ans

napameTtpa Hactpoiika npuBunervun.

Mo ymonuaHmio Ha B6obLIMHCTBE Linux-CUCTEM y>Ke yCTaHOBAEHa nporpamMma sudo.
Ans npoBepky Hannums NporpaMmMbl SUdO Ha YAaNEHHOW CUCTEME BbIMOAHUTE
KoMaHay: sudo -V

Ecan nporpamma sudo oTcyTCTBYeT Ha yAanéHHOW MallnHe, HeoHXOAMMO BbINMOAHUTD
€€ yCTaHOBKY WM BOCMO/1b30BaTbCA APYTMMUN TUMaMU YYETHbIX 3anmcen.

War 1. Co3garite y4€THYHO 3anNnCb NPUBUAETMPOBAHHOIO NOAb30BaTeNs (B Npumepe

HWXe yKa3aHO NMA rc-scan-user) Ha yAaﬂéHHOVI cncrTeme:

Bash (Unix Shell)

adduser rc-scan-user

LWar 2. 3agariTe Naposib A5 CO34aHHOM YYETHOM 3aNMCK NOb30BaTeNs:

Bash (Unix Shell)

passwd rc—scan—-user

War 3. HaAEJ'IVITe nonb3oBaTend npaBamMmu 414 BbINMOJHEHUNA sudo:

Bash (o6on0uka Unix)

sudo visudo

[obaBbTe 3anncb 419 HOBOrO NOJb30BaTeNsA, NPeAOCTaBMB AOCTYMN K HEOH6XOANMbIM

KOMaHAaM (B MHCTPYKLMU NpesoCcTaBaseTca AOCTyN KO BCEM KOMaHAaM):

Kopg,
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rc—-scan-user ALL=(ALL:ALL) ALL
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YueTHas 3anucb HenpueuiaermpoeaHHoOro noJsjibsoearens

[aHHbIA TN YYETHOM 3anncK NpeAHa3HayveH A1A NONYyYEeHNs AaHHbIX, He TpebyoLnx
ANA CBOEro A0CTyna MOBbILLIEHWA MPaB, N He MOXET MPUMEHATLCA AN MOJHOM

OLLeHKM 3aLMLLEHHOCTUN YAANEHHOW CUCTEMBI.

War 1. Co3pante y4ETHYIO 3aNnCb HEMPUBMUAETMPOBAHHOIO NOJb30BaTeNs (B

npmnMmepe HMn>xe ykasaHo UMA rc-scan-user) Ha yAaﬂéHHOVI cncrTeme:

Bash (Unix Shell)

adduser rc-scan-user

LWar 2. 3agariTe Naposib A5 CO34aHHOM YYETHOM 3aNMCK NOb30BaTeNs:

Bash (Unix Shell)

passwd rc-scan-user
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4.4.3 CkaHuposaHue FreeBSD

[na ckaHMpoBaHMA yAaNEHHOIO XOCTa TpebyeTca co3aaTb YUETHYHO 3anuch, Tun —

FreeBSD.

Hosas / Pepaktupyemas yuérHasa 3anuchb

Ykaxwre Tpebyembie napameTpbl ANS HOBOW UAV PeAaKTUPYEMOW YUETHOW 3anucu.

WUma npodunsa

Tun y4&THOM 3anucKn

Wma nonb3osarens

Maponsb

Moareepxaexune napons

SSH nopr

Hactpoika npueunerni

|

| FreegsD

|

o Yka3ate naponb

YKasarb ka4

Yka3zarb KA04 ¥ NpoBepoYHyo pasy

|

22 |
\ Sudo b 4 ’

YKa3ate Naponb NpusMAerui

Ans ckaHvpoBaHua FreeBSD (ckaHvpoBaHue ocyliecTBafeTcs no 6e3areHTckom

TEXHOIOTMM) B KauecTBe TPaHCMopTa ANA CKaHMPOBAaHUA ncnosb3yeTtca SSH-

NPOTOKOA (MO YMOYAHMIO UCMOAb3YeTCA NOPT 22) C BKAOYEHHbIM MOAYEM

noaaep>ku npotokona SFTP.

I'Iepequb BbINOJ/IHA€MbIX KOMaHA B MOMEHT CKaHNPOBaHUA:

= sudo

= echo

= bind

= printf

" grep

= test

= file

= mktemp

command
cat

find
getfacl
stat
uname
chmod
base64
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" rm = openssl

= basename = s
= dirname = pkg
= which
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4.4.4 CkaHupoBaHue Solaris

[na ckaHMpoBaHMA yAaNEHHOIO XOCTa TpebyeTca co3aaTb YUETHYHO 3anuch, Tun —

Solaris.

Hosas / Pegaktupyemas yuétHas 3anucb

Ykaxwre Tpebyemble NapaMeTpsl ANR HOBOW UAN PeAaKTUPYEMOW YUETHOM 3anucy.

Wma npoduna ‘ '

Tvn y4éTHOM 3anucu | Solaris o '

MM3a nonb3oBatens | |

o Yka3atb naponb
YKkazarto K4

YKa3aTb KAKY ¥ NPOBEPOUHYI0 dpasy

Mapons | \

MNoaTEepXAeHue Napons | l

SSH nopr | 22 ’
Hactpoitka npusunerni ‘ Sudo v ’

YKa3aTb Naponb NpUBMAErMA

[na ckaHMpoBaHMA yAaNEHHOW CUCTEMbI B KaueCcTBe OCHOBHOIO TpaHCnopTa
ncnosb3yetca npotokon SSH. Y6eauntecs, uto SSH-cepBep ycTaHOBAEH M HAaCTPOEH, a
BblOpaHHas y4éTHas 3anmncb NoAb3oBaTeENs UMEET BO3MOXHOCTb MOAKAHOUYEHNS K
yAanéHHoun cucteme no npotokony SSH. OcyLlecTButb NpoBepKy NOAKAHOUEHWNS

MOXHO C NOMOLLbIO 1H060ro yaobHoro SSH-kaneHTa.

Ans ckaHMPOBaHWUSA YAaNEHHOW CUCTEMbI, OMYCKAETCs MCMOJ/Ib30BaTh
CYLEeCTBYHOLLYH YUYETHYHO 3anncb Nosib3oBatens Solaris (MpyBUAerMpoBaHHoOro -

sudo u pfexec; HeNPUBUAEIrMPOBAHHOIO), UAU CO3AaThb OTAE/bHYHO.
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4.4.5 CkanunpoBaHue Check Point

[na ckaHMpoBaHMA yAaNEHHOIO XOCTa TpebyeTcs co3zaTb YUETHYHO 3anuch, Tum —

Check Point Gaia.

Hosas / Pepaktupyemas yuétHas sanucb

Ykaxwute Tpebyemble napameTpel ANR HOBOV MW PeaaKTUpYeMOW YUETHOM 3anucu.

Wma npoduns ’ ‘

Tun y4éTHOI 3anucK ’ Check Point Gaia hd ‘

MmM3a nonb3ogatens | ‘

o Ykasate naponb
YKazarto KAty

YKa3artb KAK04 ¥ NPOBEpoYHyo dpasy

MNapons ’ ‘

MoarTsepxaeHue napons | ‘

SSH noprt | 22

Pasgenutens

Ans ckaHnpoaHnua Check Point (ckaHnpoBaHue ocyliecTBafeTcs no 6e3areHTckom
TEXHONIOTWM) B KaYeCTBe TpaHCNopTa ANA CKaHMPOBaHMA UCNob3yeTca SSH-

NPOTOKOA (MO YMONYAHUIO UCNOAb3YeTCa NOPT 22).
MepeueHb BbINONHAEMbIX KOMaHA, B MOMEHT CKAaHMPOBaHUA:

= show version all

= show software-version
= show interfaces

= show asset all

= cpinfo -y all

= cpstat os
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4.4.6 CkanupoBaHue Cisco 10S / NX-0S

Ana ckannpoaHusa Cisco 10S / NX-OS (ckaHnpoBaHMe OCyLLeCcTBAAETCA NO
6e3areHTCKOW TeXHOIOrMM) B KauecTBe TpaHCnopTa AN CKaHMPOBaHWA NCMOJb3yeTca
SSH-npoTokon (Mo ymonyaHuio ncnosbsyetca nopt 22). lNepep nposeseHnem
CKaHMpOBaHMA Heobxoanmo ybeantbca, uto cnyxkba SSH BkatOUeHa 1 HacTpoeHa, a
BbIOpaHHas y4éTHas 3anncb NoJb30BaTENSA MMEET BO3MOXHOCTb MOAKAOUYEHMNSA K
yAanéHHoun cucteMe no npotokony SSH. OcyLecTBuTb NpoBepKy NOAKAHOYEHWNS

MOXHO C NOMOLLbIO 1H060ro yaobHoro SSH-kaneHTa.

Ans ckaHMPOBaHWUA YAaNEHHOTO XOCTa TPebyeTCs co34aTb YUYETHYHO 3anunch, Tun —

Cisco 10S / Cisco NX-0OS

Hosas / Pepaktupyemas yuértHasa 3anmchb

YkaxuTe Tpebyemble napameTpbl AN HOBOW UAW PeAaKTUPYEMOW YUETHOM 3anucy.

Wms npoduns ‘ ‘

Tun y4eTHOM 3anucu | Cisco 10S v ‘

VM3 nonb3oBarens ’ ‘

o Yka3zate naponb
YKasatb KAy

¥Yka3arte KAKO4 ¥ NPOBEPOYHYIO dpasy

Naponb | ‘

MoaTsepxaeHue napons | ’

SSH nopr | 22 |
Hacrpoitka npusunerni ‘ None v |

Paszgenutens
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Hosas / Pepaktupyemas yuétHas 3sanucb

YkaxuTte Tpebyemble napameTpbl ANS HOBOW MAWN PEAAKTUPYEMOV YUETHOM 3anucy.

Wmsa npoduna l

Tun y4E€THOM 3anucu \ Cisco NX-0S

Mma nonb3oBarens [

o YKka3atb naponb
YKazatb KoY

¥YKa3atb KA04 ¥ NPOBEPOYHYH0 dpasy

Naponb '

MNoaTeepxaexne napons |

SSH noprt [ 22

Pasgenurens

Cisco 10S. [Jns ckaHMpOBaHWA AOIKHA NCMOAb30BaTbCA YHETHAsA 3annch
No/Ib30BaTeNsi C BO3MOXHOCTbIO BXOAa B NMPUBUIETMPOBAHHbIN PEXUM C
ncnonb3oBaHveM koMaHabl enable

Tpe6oBaHusA K KlOUAM U anropuTMmam WnugpoBaHUA:

*  MwuHMManbHaa gavHa kntoda RSA - 1024

=  MwuHuManbHas aavHa katouda DiffieHellman - 1024
Nopapep)xnBaembie anroputMbl o6MeHa Karouamu:

= DiffieHellmanGroup1SHA1

= DiffieHellmanGroup14SHA1

= DiffieHellmanGroupExchangeSHA1

= DiffieHellmanGroupExchangeSHA256
= ECDiffieHellmanNistP256

= ECDiffieHellmanNistP384

= ECDiffieHellmanNistP521

= Curve25519

= DiffieHellmanOakleyGroupSHA256
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= DiffieHellmanOakleyGroupSHA512

MNoapaep>xuBaemMblie anropuTMbl WM POBaAHUS:

= RC4

= TripleDES
= AES

= Blowfish
=  Twofish

nOAAep)KVIBaeMbIe aJIrOpUTMbI KJ1loUa XocTa:

= RSA
= DSS
= ED25519

= ECDsaNistP256
= ECDsaNistP384
= ECDsaNistP521

I'Iop,p,ep)Ku BaeMbie aJiIroOpuTMbl MMUTOBCTaBKU:

= MD5
= SHA1
= SHAZ256
= SHA512

Noapep)xnBaemble MeToAbl ayTeHTUPUKALLUN:

= Password
= KeyboardInteractive

= PublicKey
Nopaep)xnBaembie popmaTthbl 3aKPbITOro K/aroua:

= PKCS #8 (RFC 5208)
= PuTTY .ppk
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= OpenSSH/OpenSSL (SSLeay) for RSA/DSA
= New OpenSSH for EcDSA/Ed25519

nOAAep)KVIBaeMbIe aJIrOPUTMbl OTKPbITOro KJjroua:

= RSA
= DSS
= ED25519

= ECDsaNistP256
= ECDsaNistP384
= ECDsaNistP521

Ana ckaHnpoBaHua obopygosaHua Cisco cylecTByeT BO3MOXHOCTb UCMNOJ/b30BaTh
YUYETHYHO 3anuncb 6e3 BO3MOXHOCTN Nepexosa B MPUBUIErMPOBaHHbIN pexxnM. s
peanv3aLmm Takoro Tuna ckaHMpoBaHNA HeOHXOANMO JONONHUTENBHO HACTPOUTD
paspeLuaroLLme npasuaa Aaa Y4ETHOW 3anmcu.

[Ana Takon yuétHou 3anmucu Heobxoammo f06aBUTbL paspelleHne Ha

BbiMOJIHEHNE KOMaHA, YKa3aHHbIX HMNXe:

= terminal length O
= show

= show access-lists
= show arp

= show cdp

= show clock

= show file systems
= show interfaces

= show inventory

= show ip interface brief
= show ip ssh

= show privilege

= show snmp user

= show version

233



" more

= dir
= tclsh
= exit

YKa3aHHble HNXKe KOMaHAbl BbIMOJIHAKOTCA B NPUBUJ1IErTMPOBaHHOM peXXume:

= show file information

= show running-config all
= show logging

= show snmp group

= show startup-config
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4.4.7 CkaHupoBaHue Huawei

Ana ckaHnpoBaHua Huawei VRP (ckaHnpoBaHue ocyuiectBaseTcs no 6esareHTckou
TEXHO/IOTMM) B KauecTBe TPaHCMopTa AN CKaHMPOBAHWA UCMOb3YyeTCA MPOTOKON
SSH (no ymon4danuio ncnosabsyetca nopt 22). Ana

CKaHMpPOBaHMA HeobxoanMa YYETHas 3anNncb NOb30BaTENS C BO3MOXHOCTbIO
nepexoga B MPUBUAETMPOBAHHbIA PEXMM C BBOAOM Mapos «SUper» 1 ykazaHneM
YPOBHS A0OCTyna AJaHHOrO Moib30BaTens, NCMOob3yeMOro AN KOHKPETHOro TUna
obopyaoBaHus (He Huxe 3-1o).

MNepes npoBegeHVEM CKaHMPOBaHUA HeOBXxoANMO ybeanTbes, UTo cnyxxba SSH
BK/JIFOYEHA M HAaCTPOEHa, a BblbpaHHas y4éTHaa 3anncb NOAb30BaTeNs NMeeT
BO3MOXHOCTb MOAK/IOYEHNSA K yAaNEHHOW cMcTeme Nno npoTokony SSH.
OcyLecTBUTb NPOBEPKY MOAKAHOUYEHUA MOXKHO C MOMOLLbHO NH060ro yaobHoro SSH-

KJIMEeHTa.

Ansa ckaHMpOBaHWA yaaneHHOro xocta TpebyeTtca co3aaTb YUETHYHO 3anuch, Tun —

Huawei VRP.

Hosas / Pegaktupyemas yuéTtHasa 3anucb

YkaxuTte Tpebyemblie NapaMeTpel AN HOBOW MAN PEAAKTUPYEMOW YUETHOM 3aNMCK.

Wmsa npoduna ‘ ‘
Tvn y4€THON 3anucy ‘ Huawei VRP v ‘
Mma nonb3osatens ‘ ‘
o ¥kasars naponb

Ykazarb ka4

YKa3aTb KAKOY U NPOBEPOUKYHO dpasy
MNapons ‘ ‘
MoaTeepxaeHue napons ‘ ‘
SSH nopr ‘ 22 ]
HacTpoiika npusnaernii ‘ None v ‘

Pasgenutenn

AHanornyHble HaCTPOMKM YYETHbIX 3aMMCe MPON3BOAATCA N A8 CETEBOrO
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obopysoBaHusa «bynat».

MepeueHb KOMaHA, BbINOJIHAEMbIX NPU cKaHMpoBaHumn Huawei:

@)Check

screen-length 0 temporary
display version

display current-configuration
display patch-information

display authentication-scheme
display aaa authentication-scheme
display authorization-scheme
display aaa authorization-scheme
display accounting-scheme
display aaa accounting-scheme
display domain name

display aaa domain

display domain

display elabel backplane

display interface
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4.4.8 CkaHupoBaHue FortiOS

[na ckaHMpoOBaHMA yAaneHHOro XxocTa TpebyeTca co3zaTb YUETHYHO 3anuch, Tum —

FortiOS.

Hosas / Pegaktupyemas yuérHas 3anucb

YkaxwuTe Tpebyemblie NapaMeTpsl AN8 HOBOW MW PEAAKTUPYEMOV YUETHOW 3anucu.

Wms npoduns ‘ ’

Tun y4éTHOM 3anucKn inet FortiOS ¥ ’

A

o

Wma nonbsosarena ‘ l

o ¥Ykasate naponb
YKazarte Koy

¥YKa3ate K04 ¥ NPOBEPOYHYIO dpasy

Mapons

MoaTeepxaeHne napona ‘ l

SSH nopt ‘ 22

Pasgenutens

Mpun ckaHnpoBaHum FortiOS (ckaHMpoBaHWe OCyLLEeCcTBASETCA MO be3areHTCKoM
TEXHO0TNM) B KayecTBe TpaHcnopTa ncnosb3yerca SSH-NpoTokon He HUXe Bepcum

2.0 C BKAKOYEHHbIM MOAyaeM noaaep>xkum npotokona SFTP.
TpeboBaHus k ¥3:

* Pazgenvtens no ymonyaHuto: “--More-- ", 6e3 npobena BHyTpH, npoben B

KOHLLe CTPOKMY;
HacTpoiiku ckaHMpOBaHMA Ha CTOPOHE MHPPaACTPYKTYpbI:

= Co3gaTb Npodunb agMmHUCTpUpoBaHua (System — Admin Profiles) ¢ npaBamu
Read (Access Control);
= Co3zatb ¥3 agMuHuctpatopa (System — Administrators);

= [lpuBs3zaTb cO34aHHbI NPOdPUIb K ¥Y3;
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= OTknrounTb HaHHepbl Bxoga (pre-login-banner/post-login-banner).
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4.4.9 CkaHupoBaHue UserGate

[na ckaHMpoOBaHMA yAaneHHOro XxocTa TpebyeTca co3zaTb YUETHYHO 3anuch, Tum —

UserGate.

Hosas / Pegaktupyemas yuétHas 3anuchb

YkaxwuTe Tpebyembie NapaMeTpbl AN% HOBOW AW PEAAKTUPYEMOM YUETHOM 3aNMcK.

Wmsa npoduns ‘ ]

Tvn y4&ETHOM 3anuck ‘ UserGate NGEW v ‘

Wmsa nonb3osarens

MoaTeepxaexue napons

1

Naponb ‘ l
|

HTTP(S) nopt ‘

Mpw ckaHnpoBaHun UserGate (ckaHMpOBaHMe OCyLLLeCTBAAETCA NO
He3areHTCKOW TeXHOIOrMM) B KayecTBe TpaHcnopTa ncnosb3yerca HTTP-

npoTtokos, Homep nopta 4040.

HacTpoiku ckaHupoBaHua Ha CTOPOHe NHPPACTPYKTYpPbl

Co3pgatb npoduab aAMUHUCTPUPOBAHMA

(Hactporikn — UserGate — AamuHuctpatopsl — Mpoduan

aZAMVHNCTPAaTOPOB);

= YKa3aTb ANS CO34aHHOro NPodPuUAA pa3peLLeHns Ha YTeHne Ans BCeX OOBbeKTOB
API (Hactpovikn npoduns — PaspewweHusa ana API);

= Co3gaTtb ¥3 agmumHuUcTpaTopa
(Hactporikn — UserGate — AaMUHUCTpaTOpPbl — AAMUHUCTPATOPSI);

= [lpuBs3aTb co3gaHHbIM Npoduab k Y3 (CBonCTBa

aAMUHUCTpaTopa — lNMpodunb agMuHmUCcTpaTopa).
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4.4.10 CkannpoBaHue VMware

Moanep>kmBatoTca BCe pegakumnn, ykasaHHble B 1.8 MepeyeHb noaaep>XmnBaembix

nAaTOOPM, MLIEH3MIN ANA KOTOPbIX akTUBMPYHOT feature vSphere API.

Mpwn ckaHmpoBaHun VMware ESXi Server n VMware vCenter Server (kpome 3agaHus
Trna dukcauma) B Ka4yecTse TPaHCNOPTa NCNOb3YHOTCA MPOTOKObI

SOAP+HTTPS. MNpw ckaHnpoBaHum VMware ESXi Server n VMware vCenter Server
3ajaHvem Tna PukKcauma B KayecTse TpaHCcNopTa ucnosb3yerca SSH-npoTokon He

Huxe Bepcum 2.0 € BKAKOYEHHbIM MOAYAeM Noajep>xku npotokona SFTP.

Ncnonb3yemas TexHonorus goctyna kK gaHHbeiM — VMware Infrastructure Management

(VIM).

O6wuii nepeuyeHb KOMaHA, BbIMOJIHAEMbIX NpU ckaHupoBaHun VMware ESXi

Server un vCenter Server:

= Login

= Logout

= RetrieveServiceContent

= ContinueRetrievePropertiesEx

= RetrievePropertiesEx

= CreateContainerView

= DestroyView

* HostlmageConfigGetAcceptance
* HostlmageConfigGetProfile

= QueryLockdownExceptions

= RetrieveHostAccessControlEntries
KomaHpa, BbinonHsemas npu ckaHuposaHum VMware ESXi Server:

= VimEsxCLIsoftwareviblist

CoaeprkaHune
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= Hactpovika VMware ESXi Server

» Hactpowvika VMware vCenter Server

= Hactpovika VMware NSX Data Center

,@)Cheek 241
Q



Hactpoiika VMware ESXi Server

[na ckaHMpoBaHMA yAaneHHOro xocTa TpebyeTca co3aaTtbh YYETHYHO 3anunce, Tumn —

VMware ESXi.

Hosas / Pepaktupyemas yuétHas 3anucb

Ykaxute TpebyemMble NapameTphl ANR HOBOW MAW PEAAKTUPYEMOW YUETHOM 3anucu.

Wms npoduns ] ‘

Tun y4éTHOM 3anucu J VMware ESX hd ‘

Wma nonb3osarens ] ‘

Mapons

MoaTeepXAeHne napons | ‘

HTTP(S) nopt [ 443

Nposepka cepTudukara

Ana BbinonHeHua 3agaHun AyauT yasBumocten / obHoBneHnin, Ayaut

KoH}wurypauuin n MluBeHTapusaumsa, Heobxogumo:

aKTUBMPOBaHHas ANLEH3UA Ha NPOAYKT C BKIHOUEHHOM B Hee feature vSphere
API;

Haanumne y4y€tHou 3anmcm nosab3oBatens VMware ESXi Server;

NPUCYTCTBME YYETHOW 3anmncy NOAb30BaTeNsA, COCTOALLEN B rpynne
AZMUHUCTPATOPDI, @ TakXe A06aBAEHHOM B CMNCOK UCKAtOYeHn Lockdown

Mode;

Ana BbinonHeHnA 3agaHua Oukcaumm Heobxoaumo:

@)Check

aKTUBMPOBaHHasA NLEH3US Ha NPOAYKT C BKAHOUEHHOM B Hee feature vSphere
API;

Ha/MumMe y4yeTHOU 3anmcy noab3oBaTens Linux;

NPUCYTCTBME YYETHOWN 3anncy NoAb30BaTeNs, COCTOSALLEN B rpynne
AZMVHUCTPATOPDI, @ TakXe A06aBAEHHOM B CMNCOK UCKAtOYeHU Lockdown
Mode;

BKHOUEHHas cayxba SSH;
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= BKJtOYeHHas cnyxxba ESXi Shell;
" HaCTpOeHHble NpaBuna bpaHamayapa ana goctyna Kk SSH cepsepy;
* Hanmuume napameTtpa PermitRootLogin yes B HacTpolikax SSH cepBepa;

* Hanmuune napametpa MaxSession 10 B HacTponkax SSH cepBepa;

Mpn ncnosb3oBaHUM aBTOPU3aL MM NO KIOYaM ANS BbINOJHEHUA 3ajaHnA
Tna ®ukcauma HeobxoanM Ktou, creHepupoBaHHbI yTuanTon ssh-keygen. Kntoy,
CreHepMpPOBaHHbIN yTUAMTON puttygen, He NPUMEHUM A/A 4aHHOTO 3aAaHus.

Mo ymonyaHwuto Ha cepeepax ESXi goctyn no npotokony SSH otkaroueH. Bkarountb

foctyn no SSH MOXHO cneayrowmnmm cnocobamu:

= Bknarouenme SSH uepes DCUI;

= Bknarouenmne SSH npu nomowm Web-knnerta vSphere.
BxnroueHune SSH uepes DCUI

Direct Console User Interface (DCUI) — 3to nHtepdeic cepaepa ESXi, koTopsbil

BbIBOAUNTCA Ha MOHUTOP NpU NpAMOM MOAKNHOYEHNN K CEPBEPY.

Wawe C30 6.7.0 (Wiarme ] Beloase B0l b S16P02)

Ware, lnc. Wiawe Vieteal Platfos

2 x IntelOR) Core(IN) I7-3770 OV ¥ 3 9000
4 G0 Memeory

T manage this host go te:
MU /71 .81 82/ (r)
Mg // U 20 2N el T il WV SIATK)

TV Grtenise SptonView Loy TLD et Do Pt t

LWar 1. Ha cepsepe ESXi HaxxmuTte F2 1 aBTOpM3ynTECh MPY MOMOLLM YUYETHOW

3anncu root;

REDCheck
'q)
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Authent ication Required

Enter an authorized login nane and passuor
localhost..

Conf igured Keyboard (US Default)
in Name: [ root ]

<Enter> 0K <Esc> Cancel

LWar 2. B meHto System Customization Bbibepute Troubleshooting Options;

Systen Custonization Troubleshoot ing Options

Conf igure Password
Conf igure Lockdoun Mode

Conf igure Managenent Network
Restort Management Network

Test Management Network
Netuwork Restore Options

Cnnflﬁ %
Vieu Systen Logs
Vieu Support Information

Reset Systen Configuration

LWar 3. B Troubleshooting Mode Options skatounTte Enable SSH;

Troubleshoot ing Mode Options SSH Support

Enable ESXi Shell SSH is Disabled

Hodi i 11 and tincouts
Hodify DCUI idle tineout
Restart Managenent Agents

[ns Bo3BpaTa B OCHOBHOE MeHH0 HaxxmuTe ESC.
BxknroueHme SSH npu nomowm Web-knmeHta vSphere

LWar 1. 3anycTtute bpay3ep — BBeAUTE B agpecHon cTpoke agpec VMware

cepBepa — aBTOpPU3ynUTeCb Ha cepBepe ESXi uepes nHtepderic vSphere Web Client;
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vmware ESXi

LLar 2. Bbibepute Actions — Services — Enable Secure Shell (SSH);

| T Mg | cemostiocasomun
Marage (D Ont vCorter Seever | B9 CroataRepster W | [y Sthtcown [ Retoct | CF Retesn | £ Actons
‘ e 10€3INO3 L KX A0mIN @ et
Verson 670 Betd 5000022 5 CreateRegeter VW
[ Virteal Machines = State Noemal (2ot conrected 15 any vCarter Sarver
) seage m [ S04 can b sscomn
€2 wetwortng (] — & Reooct
o s
B (0 martenance moce (a Eratie consoe shet
© You are curmentty using £530 In evalsation mode. This Boense wil expire in 60 days '
B, Lockson mose
l SEH s enadied 0n Py hoal You should Gesadie S SH unless it s neCessary for admenamt sliy ‘ Permasong
23 Generate supgont tunce |
* Mardware v Contiguraton
] Ot SSH %or Crvome ; =
a0 pritie

Taioke akTMBMpoBaTb SSH MoxHO B pa3gene Manage — Services — KM no
cnyx6e TSM-SSH — Start
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{5 Virtual Machines | 1]
O storage [ 1]
€ Networking [ 1]

Hactponka SSH-TyHHens 3aBepLueHa.

REDCheck
B

$1CDG-walchdog

TSM™

vmsysiogd

xorQ

v Description
Direct Console Ul
Load-Based Teaming Daemon
Active Directory Service
NTP Daemon
PC/SC Smart Card Daemon
CIM Server
SNMP Server
ESXi Sheil

TSM-SSH

er Agent
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Hactpoiika VMware vCenter Server

[na ckaHMpoOBaHMA yAaneHHOro XxocTa TpebyeTca co3zaTb YUETHYHO 3anuch, Tum —

VMware vCenter.

Hosas / Pegaktupyemas yuétHasa 3anuch

YkaxwTe TpeGyemble NapaMeTpsl ANR HOBOW MW PEAAKTUPYEMOW YUETHOM 3aNucK.

Wmsa npodpuna ‘ ‘

Tun y4éTHOM 3anucu ‘ P v‘

Wma nons3osarena

Naponb

|

|
MoarTeepxaexne napons ‘ ‘
HTTP(S) nopt ‘

MNMposepka ceprudmnkara

Ana BbinonHeHua 3agaHun AyauT yasBumocten / obHoBneHnin, Ayaut

KoH}wurypauuin n MluBeHTapusaumsa, Heobxogumo:

= aKTMBMPOBAaHHas NINLEH3UA Ha NPOAYKT C BKAtOUEHHOW B Hee feature vSphere
API;

" HaAMuMe yYeTHOW 3anucK ¢ poabto Administrator;
Ana BbinonHeHna 3agaHna ®ukcauum Heobxoanmo:

"  aKTUMBMPOBAHHaA NMNLEH3MA Ha NPOAYKT C BKAtOUeHHOW B Hee feature vSphere
API;

" Ha/JM4yme yYETHOW 3anucu noab3oBaTens Linux;

= BKJIOYeHHasa cnyxba SSH;

= BKJtOYeHHasa cnyxba ESXi Shell;

" HacTpOeHHble npaBuaa bpaHamayspa ans goctyna k SSH cepsepy;

= Hasmume napametpa PermitRootLogin yes B HacTpovikax SSH cepBepa;

* Hanmuune napametpa MaxSession 10 B HacTponkax SSH cepBepa;

* Hanmume BASH B kauectBe shell no ymonuanuto;
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Hactpoitka VMware NSX Data Center

[na ckaHMpoOBaHMA yAaneHHOro XxocTa TpebyeTca co3zaTb YUETHYHO 3anuch, Tum —

VMware NSX.

HoBas / PegakTupyemas yuértHas 3anucb

YkaxwuTe Tpebyemble NapamMeTpsl ANS HOBOW MAW PEAAKTUPYEMOW YUETHOW 3anucu.

Wms npoduns ‘

Tun y4€THOM 3anucun l VMware NSX v

Wma nonb3osarens

Moarsepxaenue napons

l
MNapons ‘
\
l

HTTP(S) nopt

Mposepka ceprudukara

Mpwn ckaHnpoBaHmn VMware NSX Data Center for vSphere B kauecTBe TpaHcnopTa
ncnosb3yetca npotokon HTTPS.

Ansa BbinonHeHna Bcex TunoB 3agaHui RedCheck, kpome ®ukcauun,

TpebyloTca:

" Ha/JM4ne BKIOUEHHOW yUYEéTHOM 3anuncu Auditor;
" npoBepKa AOCTYMHOCTU TPAHCMOPTa BHELIHUMM CPeACcTBaMU (Hanpumep,

Postman);

MepeueHb KOMaHA, BbINO/IHAEMbIX Npy ckaHnpoBaHum VMware NSX Data

Center for vSphere:

= api/1.0/appliance-management/backuprestore/backupsettings
= api/1.0/appliance-management/system/network

= api/1.0/appliance-management/components

= api/1.0/appliance-management/system/timesettings

= api/1.0/appliance-management/system/syslogserver
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= api/2.0/vdn/controller/node
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4.4.11 CkaHnpoBaHune Microsoft SQL Server

Ans ckaHmpoBaHusa b/, Microsoft SQL Server Tpebyetcs co3aathb

y4éTHyto 3anuch, Tun — SQL, Tun B4, — MS SQL.

Hosas / Pepaktupyemas yuétHasa 3anuchb

Ykaxwute TpebyemMble NapameTpbl N8 HOBOW MW PeAaKTUPYEMOW YUETHOM 3aNUCK.

WUma npodunsa l ‘
Tvn y4éTHOM 3anucn \ sqQL hd ‘
Tun B4 O MS sQL

Oracle

MySQL

PostgreSQL

MongoDB
3x3emMnnsp l

MopT No yMOAY3HUIO

Mopr

Norux ’ ‘

Naponb l ‘

NoaTeepXaeHue napons l ‘

WUcnonb3osarb ayrentudukauuro Windows

[na ckannpoaHus CYB/, Microsoft SQL Server B ak3emnaspe CYB/, moxet

MCNONb30BaTb PEXNM AOMGHHOVI N CMELIaHHOMN aBTOpUM3alyunn.

Mo ymonuaHuto, pnsa ckaHnposaHusa CYBJ MS SQL ncnonb3yetca nopt 1433. B
c/lyYae UCnonb3oBaHWA B MHGpPaCTPyKType CeTu Apyroro nopra ero Heob6xoanMmo

SIBHO yKa3aTb.
MuHumanbHble TpeboBaHNA ANA YUETHOM 3anNuUcK

= posb cepBepa — public;

" yl-IéTHaFI 3anncb AOJ1>KHa ObITb BK/KOUEHA AnAa 6a3bl AaHHbIX master.
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Moaaep>xka TLS 1.2 HaunHaeTca ¢ Bepcmm SQL Server 2016.

Ans ckaHnpoBaHua Microsoft SQL Server Huxe 2016 He0H6XOANUMO N3MEHUTb BEPCUIO
npoTokona B /etc/ssl/openssl.cnf Ha cTopoHe ciy>Kbbl cCkaHMPOBaHUS:

Bash (o6onouka Unix)

MinProtocol = TLSv1l
CipherString = DEFAULTQ@SECLEVEL=1
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4.4.12 CkannpoBaHue MySQL

Ana ckaHnpoaHua bl MySQL TpebyeTca co3aatb y4ETHYHO 3anuce, Tun — SQL, Tun
B4 - MySQL.

Hosas / Pegaktupyemas yuétHas 3anuchb

Ykaxute TpebyemMbie NapameTpsl ANS HOBOW WAV PEAaKTUPYEMOW YUETHOM 3anncy.

Wma npoduns ‘ ‘

Tun yY&ETHOM 3anucK ‘ sqL v ‘

Tun 6 MS sQL
Oracle
O wmysaL
PostgreSQL
MongoDB

Mopt no ymon4axunio

basa paHHbiIX

Mapons

l
Norun ‘
|
l

Moarsepxaexune naponsa

Ana ckaHnposaHua CYB/ MySQL B ak3emnaape CYB/l AoakeH ncnonb30BaTbCA

CMeLLaHHbIV TMN ayTeHTUdUKaLMn (NpoBepka NoaanHHocT MySQL).

Mo ymonuaHuto, pnsa ckaHnposaHua CYBJ MySQL ncnonbsyetca nopt 3306. B cayyae
MCNO/Ib30BaHMA B MHQPACTPYKTYpe CeTM APYroro nopTta ero HeobxoaMmo ABHO

yKazarTb.
MuHumanbHble TpeboBaHNA ANA YUETHOM 3anNuUcK

1. YueTHasa 3anucb A0/HKHA MMeTb NpaBa Ha BbinosiHeHne SELECT-3anpocos k

nepeyncsieHHbiM Taﬁl’lMLl,aM:

* information_schema.plugins
= mysql.user

= mysql.slave_master_info (ecan ectb)
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2. MpaBa Ha uteHue 06BLEeKTOB pai/IOBON CUCTEMBDI:

Windows Linux

= C\ProgramData\MySQL\MySQL Server
XX\

= C:\Program Files\MySQL\MySQL Server
XX\

3. MpaBa Ha BbINO/NHEHWeE:
Linux

= /usr/sbin/mysqld

,@)Check

/etc/mysql
/etc/passwd
/etc/group
/home/

/proc/
/var/lib/mysql/
/var/log/mysql/
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4.4.13 CkannpoBaHue PostgreSQL

Ana ckaHnpoBaHusa b/l Tpebyetca co3aatb yuETHyO 3anuce Tun — SQL, Tun BA, -

PostgreSQL.

Hosas / Pegaktupyemas yuétHasa 3anucb

Ykaxwure Tpebyemble napaMeTpbl ANS HOBOW AW PeAaKTUPYEeMOW YYETHOM 3anucu.

Wmsa npoduna | ’

Tun y4ETHOM 3anuck | sqL v ’

Tun BA, MS sQL

Oracle
MySQL

o PostgreSQL
MongoDB

Mopr no ymon4aruo

Mopr

basa AaHHbIX | l

Ecam He ykaszatb uMA 6a3bl JaHHbIX, NOAKAIOYEHWE BYAET BLINONHATLCA K 6a3e
AAHHBIX C TEM XE UMEHEM, YTO W NOTUH.

Norvu

Mapons

MoaTsepxaexne napons

Command Timeout

Protocol

|
|
|
Timeout ‘ ‘
\
|
|

SsiMode

Mo ymonuaHuto ana ckanmposaHua CYB/, PostgreSQL ncnonbsyetca nopt 5432. B
cay4ae UCnonb3oBaHuA B MHGpaCTpyKType ceTu Apyroro nopra ero Heob6xoanMmo

ABHO yKa3aThb.
Hactpoiika yuetHou 3anucu CYB/],

Ana CYB/[, HeobxoanMO co3aaTh YUETHYHO 3anucb (HanpuMmep, rc_scan_pg) ¢

npasaMn, 4O0CTaTOYHbIMW ANA BbINOAHEHWA 3aNPOCOB.

LWar 1. BoinoNHUTE MUHUMa/IbHYHO HAaCTPOKKY NpPaB CeAYHLUMN KOMaHAaMu

(BBINONHAOTCA OT NPUBUIErMPOBaAHHOIO noab3osatens B CYB/):
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PL/SQL

GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT

War 2. B dpavine pg_hba.conf Heobxoanmo pa3pewmnTb nogkatoveHme kK CYbJ,

SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT

ON
ON
ON
ON
ON
ON
ON

pg_settings TO rc_scan pg;
pg roles TO rc scan pg;

pg database TO rc scan pg;
pg user TO rc scan pg;

pg class TO rc scan pg;

pg authid TO rc scan pg;
prg shadow TO rc scan pg;

BHHOHHMTeAﬂﬂBTOﬂ)KOMaHAHI

Ana Windows-cucrem

Code

echo host all rc scan pg <uMs ceru/macka> md5 >> C:\Program

Files\PostgreSQL\Bepcusa\data\pg hba.conf

<nmsa_cetn/macka> - ceTb AW OAWNH agpec, KOTopbIM paspeluaetca goctyn K CYB/,.

K npumepy, 192.168.100.0/24 nan 192.168.100.15/32;

Ana Astra Linux

Bash (Unix Shell)

echo host all rc scan pg <muMmsa ceru/macka> md5 >>

/etc/postgresqgl/Bepcusa/main/pg hba.conf

Ana BaseAlt

Bash (Unix Shell)

echo host all rc scan pg <muMmsa ceru/macka> md5 >>

/var/lib/pgsql/dgta/pg_hba.conf

REDCheck
B
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4.4.14 CkaHnpoBaHue Oracle

[na ckannpoaHus b/l Oracle Tpebyetca co3gatb yuétHyto_3anunce, Tun — SQL, Tun

B/ - Oracle.

Hosas / Pepaktupyemas yuétHas 3anuchb

Ykaxute Tpebyemble NnapameTpbl ANS HOBOW UAW PEAAKTUPYEMOW YUETHOW 3anucu.

Wmsa npoduns ‘ l
Tun yuéTHOM 3anucn ‘ sqQL ¥ ’
Twn B4 MS sQL
o Oracle
MySQL
PostgreSQL
MongoDB

MopTt No ymonyaxuo

basa paHHbIX

Noruu

MoarTeepxaeHwe napons

|
|
Napons ‘
|
|

Mpuennernu DBA Mo ymonyaxuo v

B ak3emnnape CYB/, foMKeH NCnonb30BaTbCA CMELUAHHbIN TUMN ayTeHTuduKaumum

(npoBepka noganHHoctu Oracle).

Mo ymonuaHuio agns ckaHnpoBaHusa CYB/, Oracle ncnonbsyetca nopt 1521. B cayyae
NCMONb30BaHNA B MHPPACTPYKType CeTV APYyroro nopTta ero HeobxoAnMO SBHO

yKasartb.
Do6aBneHue nepemeHHoun cpeabl ORACLE_HOME

[na npoBeaeHua 3agaHnsa Ayaut b/l Oracle Ha cepBepe ¢ yctaHoBneHHoM CYB/,

Heobxoanmo aobaBuTb NnepeMeHHyto cpeabl ORACLE_HOME.

War 1. HaxxmuTte Win + R v BBegute control system;
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3 Run X

=  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

] control <ystem) v

9 This task will be created with administrative privileges.

Gonca | [[ermes

LWar 2. Mepenante B LoNONAHUTE/IbHbIE NapaMeTpPbl CUCTEMBbI;

A B35 Nawens ynpae

Manene ynpasnexns —
AOMALLHAA CTPAaHNLA

G Aucnetuep ycTpoiicTe

O HacTpoiika yaaneHHoro

& JononnutensHbie napamerpsi
cucTeMBbl

MNeperignte B NMepemeHHble cpeapbl;
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CeolicTea cucTemsl X

Wms komneiotepa  OBopynosarue LlononHWTENsHO  YpaneHHsit ocTyn

Heobxoammo MMeTs NPaBa aaMUHUCTPATOPa ANA U3MEHEHNA BONbLUMHCTBa
NepeYrcneHHbIX NapamMeTpos.

BoictpopeiicTeme

BusyancHbie 3®eK Tol, MCMoNb30BaHUE NPOLECCOPa, ONEPaTMBHOM U
BUPTYanbHON NaMATH

MapameTps...

Mpodunu nons3osaTeneit

ﬂapameprl pabouero cTona, 0THOCAWMECA KO BX04y B cucrtemy

MapameTpsl...

3arpy3|<a W BOCCTaHoBneHue

3arpy3xa M BOCCTaHOBNEHWE CUCTEMbI, 0TN3A0YHARA MHPOPMALMA

MapameTps...
MNepemenHbie cpeb...
OK Omvena MNpumernTs
Haxmute Co3aarb;
Mep cpeabl no. ena gna redcheck.user

Mepemennas 3Hauenne
Path C:\Users\redcheck.user\AppData\Local\Microsoft\WindowsApps;
TEMP C:\Users\redcheck.user\AppData\Local\Temp
TMP C:\Users\redcheck.user\AppData\Local\Temp

Cozgate... Wzmenuts... Yaanute

LWar 3. B 3HaueHMne nepeMeHHOMN ykaxuTe katanor ¢ MO (no ymonyaHuto Katanor
PacnoaoXeH Mo cnegyroemy

nytn: C:\app\msa_nonb3oBatensa\virtual\product\Bepcua\msa_bJ)
Heo6xoanmbie paspelwieHUs Ha BbINOJIHEHNE KOMaHJ,

Ana ckaHnpoBaHus CYB/L sonyckaeTcs CNoab30BaHWE HEMPUBUAETMPOBAHHON

yyeTHoM 3anucn. Ein notpebyetcs fob6aBUTb posib U NPEeAOCTaBUTb HEOBXOAMMbIE
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pa3peweHna, BbIMONHNB YKa3daHHbIE HMXKEe KOMaHAbl OT UMEHWU NMPUBUNETNPOBAHHOTO

nonb3oBatena CYb/:

PL/SQL

GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT

<USER NAME> — nms HenpuBUAErMPOBaHHOW Y4YEeTHOW 3amnncu.

REDCheck
'q)’

CONNECT TO <USER NAME>;

SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT

ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON

DBA USERS TO <USER NAME>;
DBA USERS WITH DEFPWD TO <USER NAME>;
DBA TAB PRIVS TO <USER NAME>;

DBA PROFILES TO <USER NAME>;

DBA TS QUOTAS TO <USER NAME>;

DBA ROLE_PRIVS TO <USER NAME>;

DBA SYS PRIVS TO <USER NAME>;

DBA ROLES TO <USER NAME>;

DBA PRIV AUDIT OPTS TO <USER NAME>;
DBA OBJ AUDIT OPTS TO <USER NAME>;
DBA_ STMT AUDIT OPTS TO <USER NAME>;
ALL SYNONYMS TO <USER NAME>;
V_SPARAMETER TO <USER NAME>;
V_SDATABASE TO <USER NAME>;
V_SINSTANCE TO <USER NAME>;
V_$SESSION TO <USER NAME>;
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4.4.15 CkannpoBaHue MongoDB

Ana ckaHnpoBaHusa b/l Tpebyetca co3aatb yuETHyO 3anuce Tun — SQL, Tun BA, -

MongoDB.

Hosas / Pepaktupyemas yuétHasa 3anucb

YkaxuTte Tpebyemble NapamMeTpsl ANA HOBOW MAWN PEA3KTUPYEMOM YUETHOM 3anNucK.

Wmsa npoduns | l

Tun yuéTHOM 3anmucu | saL v l

Twn B MS SQL
Oracle
MysQL
PostgreSQL
© MongoDB
MopTt No ymonyaHuo

Mopr 27017

basa gaHHbIX

Normx

MNoaTsepxaexune napons

| |
| |
Napons | [
| |
| |

MapameTpbi CTPOKM NOAKAIOYEHNA

Mo ymonuaHuto ans ckaHnposaHusa CYB/, MongoDB ncnonb3yetca nopt 27017. B
C/lyyae NCrnonb3oBaHWA B MHPPACTPYKType CETU ApYroro nopTa ero HeobxoanMMo

ABHO yKa3aThb.

,@)Cheek 260
Q



4.4.16 CkaHnpoBaHue Eltex

[na ckaHMpoOBaHMA yAaneHHOro XxocTa TpebyeTca co3zaTb YUETHYHO 3anuch, Tum —

Eltex.

Hosas / Pegaktupyemas yuértHas sanucb

YkaxwuTe Tpebyemble NapaMeTpbl ANS HOBOW MAW PEAAKTMPYEMOW YUETHOW 3anucu.

Wmsa npoduns | ’

Tvn y4&€THOM 3anucu

m
o
e
<

Wma nonbsosarena | ‘

o Yka3sarte naponb
YKa3atb K4

YKa3are KN4 M NPOBEPOYHYO dpasy

Maponb | ‘

MoaTeepxXaeHue Napons | ’

SSH nopr | 22 |
Hacrpoiika npusunermin | None v '

Pasgenutens

Mpwn ckaHmpoBaHun UserGate (CckaHMpoBaHMe OCyLLeCcTBAAETCA MO
He3areHTCKOW TeXHO/IOTMM) B KayecTBe TpaHcnopTa ncnosb3yetca SSH-npoTokon,

NOPT MO YMOAYAHUIO 22.

TunoBas npoueaypa YCTaHOBKMU

Bash (o6onouka Unix)

username redcheck password encrypted *** privilege 1

Bash (o6on0ouka Unix)

enable password level 15 encrypted ***

TpeboBaHNA K yUEeTHOM 3aNnUCU A1 CKAHUPOBaHUSA
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=  Pazgenutenb no ymonudanumto: A*[\\-\\ ]*more
= OTKNOUNTb IOTMPOBAHME B KOHCONb TEPMUHANA:
* no logging console

= syslog monitor none

262




4.4.17 CkaHnpoBaHue Docker

Mpwn ckaHnpoBaHuK 0bpa3oBs nog ynpasaeHnem Docker BeinonHsAeTcA nogkntoueHne
K XOCTy C KMeHTOM n gemoHoM Docker. B kauecTBe TpaHcnopTa ncnoab3dyerca SSH-
NPOTOKO/ He Huxe Bepcmmn 2.0 € BKIHOUYEHHBIM MOAYNEM MOALEPXKKM

npotokona SFTP.

AJ'IFI npoeegeHMA CKaHNpPoOBaHUA Tpe6yeTcn, yTO6bI NO/IL30BATENb, OT MMEHMU
KOTOPOTroO BbIMOJIHAETCA CKaHNPOBaHME, UMeJ1 BO3SMOXHOCTb NCMNOJIb30BATb sudo AnAa

NnoBbILLEHWA I'IpVIBVIﬂGI'MVl.

B RedCheck ana ckanmpoBaHusa Docker Tpebyetcs co3gatb y4ETHYHO 3anuck, Tun —

SSH.

Hosas / Pegaktupyemas yuétHasa sanucb

YkaxwuTe Tpebyemble NapaMeTpbl ANS HOBOW MW PEAaKTUPYEMOW YUETHOM 3anucy.

Wms npoduns ‘ |

Tun yuérHoi 3anucu ‘ SSH v |

VM3 nonb3osarens ‘ |

o Yka3atb naponb
YKasato kA4

¥ka3ate KA104 ¥ NPOBEPOYHYHO dpasy

Napons ‘ ’

MoaTeepXaeHne napons ‘ ’

SSH nopt ‘ 22 ’
Hactpoitka npusunerni ‘ Sudo v |

YKazatb Naponb NpusuAerui

Paspenurens

TpeboBaHMA K CKAHNPYEMOMY XOCTY

= Bash shell;
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*  Ytuauta rc-rpm.

KoHTponbHble cymmbi:
MD5: 3932107273BBC55A9327C545D011B47F

SHA256:
E6588C5FAEBB2D182329D3AF60FCE1DFAQ71F9922B3E0A002264BD43E4F5CD
E8

YTunauTta rc-rpm ycTaHaB/MBaeTCs aBTOMaTUYEeCKM BO BPeEMA CKaHMpOBaHus. Ecam
aBTOMaTM4yeckas yCTaHOBKa He Npou3oLuia, HeOHXOANMO YCTaHOBUTb YTUAUTY B OAHY
N3 ANPEKTOPWUINA:

= /usr/local/bin

= /usr/bin

M BblAaTb NpaBa Ha YTe€HNE N MCNONHEHNE c|>a|7|na TOMY MOJib30BaTe/IF0, OT UMEHU
KOTOPOro 6y,a,eT BbIMNMOJIHATLCA CKaHNPOBaHWME.

Nms dalina 4oaKHO 6bITb CTPOrO re-rpm.
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4.4.18 CkaHnpoBaHue OpenShift

[na ckaHMpoOBaHMA yAaneHHOro XxocTa TpebyeTca co3zaTb YUETHYHO 3anuch, Tum —

OpenShift.

Hosas / Pepaktupyemas yuértHasa 3anucb

Ykaxwute Tpebyemble NnapameTpsl AN HOBOW MAW PeAaKTUPYEMOW YUETHOM 3anucu.

Wmsa npoduna ‘ |
Tun y4€THOM 3anucu [ OpenShift v]
Token ] |
HTTP(S) nopt ‘ 6443

Npoeepka ceptudukara

Mpw ckaHnposaHum OpenShift (ckaHMpoBaHWe OCyLLEeCTBASETCA NO
6e3areHTCKOW TeXHOIOrMM) B KayecTBe TpaHcnopTa ncnosb3yetca HTTP-npotokon,

NOPT NO YyMOAYaHuiO 6443.
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4.5 CmeHa knoua wmdppoBaHusa

War 1. OtkpownTe koHconb ynpasneHna RedCheck, aBTopn3oBaBLuMX N0 yYeTHOWM

3anucbto ¢ ponbto RedCheck_Admins — CnpaBka — CMeHUTb K/ItlOY WM poBaHUs;

LWar 2. Beegute HOBbIV KAtou wndpposaHusa — OK;

[B noaszoearenscxuii katou wWnppoBaHUA X

Beegute HOBLIV KAOU WndpoBaHna

War 3. BpyuHyto cMeHuTe KNtoY WndpoBaHma ans cepBepHOro KOMMnoHeHTa. Ha
XOCTe C YyCTaHOBJ/IEHHbIM CEPBEPHbIM KOMMOHEHTOM HEOBXOANMO OTKPbITh hain
/var/opt/redcheck-api/conf/appsettings.json 1 3aMeHUTb CTapbI KIOY Ha HOBbIN

ana napametpa Sckd

LWar 4. Ha xocTte ans KaXA0Wn yCTaHOBAEHHOMW Cy>X6bl CKaHMPOBaHMA HeOBXOAMMO
oTKpbITb ¢ainn /var/opt/redcheck-scan-service/conf/appsettings.json 1 3ameHUTb

CTapbIi KIOY Ha HOBbIV Ans napameTpa Sckd

]

"CfDJBJN-D2R9

"3balf3f2-1
Ru”
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LWar 5. Ha xocTe ¢ ycTaHOBAEHHOW CY>KOOM CUHXPOHM3ALMN HEOHXOAMMO OTKPbITb
dann /var/opt/redcheck-sync-service/conf/appsettings.json 1 3ameHnTb cTapbin

KU Ha HOBbIV Ans napametpa Sckd

LWar 6. Mepe3anyctute ciy>kby ckaHMPOBAHMA N CUHXPOHU3ALNY;

Bash (o6onouka Unix)

sudo systemctl restart redcheck-scan-service

Bash (o6onouka Unix)

sudo systemctl restart redcheck-sync-service
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4.6 O6cny>xmBaHume b/

War 1. OtkponTte koHconb ynpasneHma RedCheck — Ha naHenn HaBuraymm

BbIbepute UHCcTpymMeHTbl — HacTpoiikuy;

Ana nameHeHns Hactpoek RedCheck aBTopmsynTecs nog Y3 ¢
ponbto REDCHECK_SYSTEMS van REDCHECK_ADMINS

LWar 2. MNMepenante B O6bwume 1 A0XANTECH NOAKAOUEHMUA K CNy>xbe ounctkm bJ;

Ouucrka b

Cayx6a C4MUCTKM Bl NO3BONRET YAANATE HEAKTYANbHbIE PESYAbTaTbl CKAHWPOBAHMIA U OTHETE! ANR YMEHbLEHUA pasmepa bA.
Appec cayxbbi http://192.168.80.8:8741

Craryc

Bepcua: 2.8.0.9476

Yaanewue CKaHMPOBaAHUN Co crarycom “Xocr HegocTyned”

CKaHMPOBAHMA-ITANOHbI KOKTPONEH HE YAINAIOTCA CAYXOON OUMCTKM - -
P P YA Y Co crarycom "Owmbka

Co crarycom “3asepeHo”

Yaaneuue oTuéros YAanaTe OTuéTel CTapwe 12 Mec
Oumncrka ceituac OurctuTs 54
OunCcTKa C NapameTpamy Bbilue GyAeT 3anyuieHa HEMEANEeHHO.
Oumncrka no pacnucannio 3anycxaTe OUMCTKY eXeaHeBHO
Mepuoguueckan OuNCTKa No3sonseT 3GPeKTUBHO OTPAHHUMBATL POCT pasmepa B4,

v v
Yeegomnexna YBeaoMAATE NPH NpeesileHum pamepa B4
YeepomneHna NPMXOAAT MO PACIMCAHMIO OUMCTKM, ECAM OHO AKTHBHO, WAKM NOCAE 3anycKa
BPYUHYIO

War 3. Bb|6epv|Te Kakune CKaHNpOBaHNA N OTYETbI HeO6XO,£I,MMO YAannTb,
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Yaanenue ckaHnposaHuii Co crarycom "Xoct HegocTynen"

CKaHMPOBAHWUA-ITANOHbI KOHTPONEN HE YAANAIOTCA CAYXKOOM OUNCTKM. " -
P P ik Y Co crarycom "Owmbka

Co cratycom "3asepweHno”
Yaanenue oruéros

Yaanare oT4éTel cTapwe 12 Mec.

Haxxmute Ounctutb BAL, uto6b1 Ha3HaUNTL CNy>xbe 3aaauy;

War 4./na asTOmMaTMyeckon oumctkm B[l oTmeTbTe 3anyckaTb OUMCTKY

eXkefiHeBHO — BblbepuTe Bpema 3anycka cay>Xbbl OUNCTKY;

Ouncrka no pacnucanmio 3anyckaTb OYMNCTKY €XEAHEBHO
MNepuogunueckas ouncrka noseonser 3pPeKTMBHO OrpaHNUMBaTL POCT
pasmepa b/l.

Bpems 3anycka ‘ 23 v ‘

War 5. MNpn HeobxoanmMoCTn BKAKOUMTE OMOBELLEHME O npeBbiweHnn b/l ykazaHHOro
pa3mMepa, OTMeTVB YBeAOMIATb NPy npesbilleHnn pa3mepa b/, v ykasas

MOYTOBbIE aApeca noayyaTtesen.

Ysepgomnenus Ysepomnate npu npesbilwexnn pasmepa b
Ysepomnenns NpUxoAST NO PaCNMCAHMIO OYUCTKM, €CI OHO aKTUBHO,

VAW NOCAE 3aNyCcKa BPYUHYIO.

Pasmep B/J, I'6 100

Cnucok nonyuarvenei
Mouta

HeT AaHHbIX Ans

No6asuTe nonydateneit...
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4.7 Pe3epBHOE KONMpoOBaHWe N BoccTaHoBNeHne b/

Bce gaHHble 0 xocTax, pe3ynbTaThbl ckaHMpoBaHua 1 HacTporikn RedCheck xpaHaTtca B
6a3e AaHHbIX. 19 NN1aHOBOro pe3epBHOro KOMMPOBaHUA AOCTaTOYHO NMOAJLEPXMBATb

aKTyaNbHYO0 pe3epBHYHO Konuio b/,

B cnctemax BUPTYyanm3aumn JOonyCcKkaeTca pe3epBHOE KOMMPOBAHNE U
BOCCTaHOBJIEHUNE BMPTYabHbIX MallWUH LLEJIMKOM.

CoaeprkaHune

= 4.7.1 PesepBHOe konupoBaHue PostgreSQL

= 4.7.2 BocctaHoBsieHMe PostgreSQL
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4.7.1 Pe3epBHoe konupoBaHue PostgreSQL

[na co3zpaHma pe3epBHOW KONUK 6a3bl JaHHbIX BbIMOAHUTE CEAYOLLINE Lari.

LWar 1. Co3panite pe3epBHYHO KOMUIO C MOMOLLbIO yTuanTbl pg_dump;

Bash (o6onouka Unix)

pg dump -Fc -h 127.0.0.1 -U redcheck RedCheck -f db dd mm yyyy.dump

-Fc = nonb3oBaTesbcknin apXMBHBIN popmaT pe3ynbTupytoLlero dainna;
-h = listen_address, Ha koTopom pabotaet CYB/,;

-U = nms nonb3oBaTens, MMeroLLero npasa A5 BbIMOJHEHUS onepauuy;
RedCheck = umsa b/,

-f = nyTb Ans pesynbTmpyrowero danna.
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4.7.2 BoccraHoBneHue PostgreSQL
LWar 1. BovgnTe nog nonb3oBatenem postgres;

Bash (o6onouka Unix)

sudo su postgres

LWar 2. Yaanute TekyLyto 6a3y faHHbIX;

Bash (o6on0uka Unix)

dropdb -U redcheck -f RedCheck

-U = nmMAa nosib3oBaTtei, UMeoLLLEero rnpasa A1 BbIMOJHEHWA onepauuny;
-f = npuHyanTenbHbIV pexxum yaanenus b/.

LWar 3. Co3panite HOBYIO 6a3y AaHHbIX;

Bash (o6on0uka Unix)
createdb RedCheck -h 127.0.0.1 -0 redcheck -U redcheck
-h = listen_address, Ha koTopom pabotaet CYB/;

-O = umsa Bnagensua b/J;
-U = nma nonb3oBatens, MMeroLLLero npasa A5 BbINOJAHEHUA OonepaLun.

LWar 4. BocctaHOBUTE AaHHbIE;

Bash (o6onouka Unix)

pg _restore -d RedCheck -h 127.0.0.1 -U redcheck db dd mm yyyy.dump
-d = uMs 6a3bl AaHHbIX;

-h = listen_address, Ha koTopom pabotaet CYB/;

-U = nmMdA nonb3oBatens, MMeroLLLero npasa ANs BbIMOJAHEHNA onepauuuy;
NyTb K panny pesepBHOW KOMUW.
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4.8 O6HoBneHune RedCheck Nix

O6HOBATL CNY>OYy CKaHMPOBaHUA HEOHXOANMO TONBLKO NOC/E OKOHYAHWUA BCEX
CKaHMpoBaHWI. B cnyyae obHOBAEHUA CyXbbl, Y KOTOPOWN €CTb HE OKOHYMBLUMECA
WAV MPUHYANTENBHO OCTaHOBJ/IEHHbIE 3a4aHWA, 3TW 3a4aHMA He CMOTYT 3anyCTUTbCA
nocne o6bHOBEHWA.

Ans o6HoBneHNs RedCheck HeOBXOANMMO BbINOAHUTL CAEAYHOLLME Laru:

War 1. Yaanute Tekywmm penosmtopunin us gupektopum /usr/local/src;

Bash (o6onouka Unix)

sudo rm -R /usr/local/src/HazBaHue MNPOIUIOTO PEINO3UTOPMS

LWar 2. Ckauarite OBHOBAEHHBIN apXx1B N pa3apxXMBUPYNTE €ro B AUPEKTOPUIO

Jusr/local/src;

Bash (o6on0uka Unix)

sudo tar -xvf nyTs k_apxuby -C /usr/local/src

War 3. lo6aBbTe MHPOPMaLMIO B MakeTHbIV MeHeaxXep O HOoBbIx .NET naketax, ecam

paHee 3TO He BbIMOJHANOC;
Astra Linux 1.7:
Bash (o6onouka Unix)

echo "deb file:/usr/local/src/redcheck-astra-repo/ 1.7 x86-64 non-
free dotnet" | sudo tee /etc/apt/sources.list.d/redcheck.list

Astra Linux 1.8:

Bash (o6onouka Unix)

echo "deb file:/usr/local/src/redcheck-astra-repo/ 1.8 x86-64 non-
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free dotnet" | sudo tee /etc/apt/sources.list.d/redcheck.list

PE OC:

Bash (o6on0uka Unix)

echo -e "[redcheck-dotnet-repo]
name=ALTX .NET 6.0
baseurl=file:/usr/local/src/redcheck-redos-repo/redcheck-dotnet

enabled=1

gpgcheck=0

gpgkey=file: /usr/local/src/redcheck-redos-repo/redcheck-base/PUBLIC-
GPG-KEY-redcheck" | sudo tee /etc/yum.repos.d/redcheck-dotnet.repo

LWar 4. O6bHOBUTE MakeThl;

Astra Linux / Debian:

Bash (o6onouka Unix)

sudo apt-key add /usr/local/src/redcheck-astra-repo/PUBLIC-GPG-KEY-
redcheck

Bash (o6onouka Unix)

sudo apt-key add /usr/local/src/redcheck-debian-repo/PUBLIC-GPG-KEY-
redcheck

Bash (o6onouka Unix)

sudo apt -y update

PEA OC / SberLinux:

Bash (o6on0uka Unix)

sudo dnf makecache
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[na obHoBNeHUs ¢ Bonee paHHMX BEPCUI HEOOBXOAMMO CHayana 06HOBUTLCA A0
Bepcumn 2.9.1

O6HoBneHue c 2.9.1

LWar 5. O6HoBuTe kOMNoOHeHTbl RedCheck;

Astra Linux;

Bash (o6onouka Unix)

sudo apt -y install redcheck-dotnet-runtime redcheck-aspnetcore-
runtime redcheck-dotnet-host redcheck-dotnet-hostfxr redcheck-api
redcheck-client redcheck-scan-service redcheck-sync-service altxmap
redcheck-cleanup-service

Debian:

Bash (o6onouka Unix)

sudo apt -y install redcheck-api redcheck-client redcheck-scan-
service redcheck-sync-service altxmap redcheck-cleanup-service

PE/, OC:

Bash (o6onouka Unix)

sudo dnf -y upgrade redcheck-dotnet-runtime redcheck-aspnetcore-
runtime redcheck-dotnet-host redcheck-dotnet-hostfxr redcheck-api
redcheck-client redcheck-scan-service redcheck-sync-service altxmap
redcheck-cleanup-service

SberLinux:

Bash (o6on0uka Unix)

sudo dnf -y upgrade redcheck-api redcheck-client redcheck-scan-
service redcheck-sync-service altxmap redcheck-cleanup-service

LWar 6. O6HoBUTe cTpykTypy B 1 NnpoBeguTe KOHPUrypaumto RedCheck-Client.

OcTanbHble KOMMOHEHTbI KOHPUIYPUPYINTE NPU HEOHXOAMMOCTW.
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[epes NOBTOPHOW KOHbUrypaLven pekomeHayem CAe/aTh Pe3epPBHYH KOMUKO
6a3bl AaHHbIX.

Bash (o6on0uka Unix)

sudo redcheck-bootstrap

- KpUTUYHOe coobueHne nNM6o ownbka BLINOMHEHUS KOMaHMbI

- BakHoe 3aMevaHue Tpebywuee AeiicTBMS OT nonb3oBaTens

- ycrnewHoe BbIMOSIHEHWE KOMaHObl B0 CTaTyC BLIMONEHEHUS KOHGUrypauun
[*] - guanasoH goOMyCTWUMbLIX 3HAYEHWi
(*) - 3HauyeHue MO yMONYaHUK

: 06HoBMTL cTpykTypy bl
: lonyyeHune kopa akTuBauum
: Hactpoiika RedCheck-Api
: Hactpoiika RedCheck-Client
: Hactpoiika RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoitka RedCheck-Cleanup-Service
: HacTpouTtb BCE cpasy
: Beuixop
Buibepute peiicteue [1-9]:
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4.9 CMeHa MLEeH3UOHHOrO KJ/1loua

Otkpowuite KoHcob ynpaBaeHnsa RedCheck, aBTopn3oBaBLINX MO yYETHOM 3anmncbto

¢ ponbto RedCheck_Admins — CnpaBka — CMeHWUTb IMLLEH3NOHHbIW KJ1IOY

— BBeAWTEe HOBbIN NNLEH3MOHHbIN Katou — OK;

CMEHa NULEHEWOHHOTO KNHoUa x

HoBwkiA knrwou

Beegure NpeSOCTAENEHHBIA BaM TMLEHSMOHHBIR KA,
Echi y BaC BO3HMKAM CROMHOCTH, NOMANYHCTE, CEAMKTECH ¢ AD "ANTIKC-COQT",

CTiesHE

OHNalH cMeHa IML,EH3UOHHOro KJ1loua

HaxxmuTe Ha cTaTyCcHOM NaHesn KHOMKY CMHXpOHM3aumm — MpoBeputb

O6HOB/IEHNA " 3anyCcTuTb CUHXPOHU3aLuuto,

@ MNposepuTb OGHOBNEHUA KOHTEHTa

0 MNpoBepuTb OGHOBNEHUA U 3aMYCTUTL CUHXPOHU3ALMIO

e He e B e | e OwubkasbinonHeHus cuHEXpol

CMeHa knro4a n ero aKTBaLMA OCYyLLECTBAAETCA NOCNE 3aBepLUEHNA

CMHXPOHM3aLnNn.
OdnaitH cMeHa IMLLEH3MOHHOrO KJ/IloUa

B cnyuae, ecam Ha yCTponcTBe HET AOCTyna K ceTu VIHTepHeT, HeoH6XoANMO MONYUUTb

NVLLEH3NOHHbBIN panin.

LWar 1. CreHepupyiiTe KOZ akTUBaLMMN KOMAHAOW:
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Bash (o6onouka Unix)

sudo redcheck-bootstrap

- KpuTuyHoe coobueHne nNnbo ownbka BLIMOMHEHUS KOMaHMbI

- BawHoe 3aMevaHue Tpebywuwee AeiicTBMS OT nonb3osaTens

- ycrnewHoe BbINOSIHEHWE KOMaHgbl M60 CTaTyC BLIMONEHEHUS KOHGUrypauun
[*] - guanasoH [OMYyCTUMBIX 3HAYeHWUN
(*) - 3HauyeHue Mo yMoNYaHUio

: 06HoBMTL cTpykTypy B[l
: MNonyyeHne kopga akTuBauuM
: Hactpoitka RedCheck-Api
: Hactpoitka RedCheck-Client
: Hactpoitka RedCheck-Scan-Service
: Hactpoiika RedCheck-Sync-Service
: Hactpoiika RedCheck-Cleanup-Service
: Hactpoutb BCe cpa3sy
: Beixop
Buibepute peiicteue [1-9]: |

Bbl6epl/lTe NYHKT I'Ionyuel-me KoAa aKTUuBaLlmn " BBEANTE KNHOY JIMLUEH3NN

BESE!,QHTE KN4 NUUEH3INKA L

War 2. Astopu3syiitech B LLeHTpe cepTUdnLMpPOBaHHbIX OBHOBAEHUN C

NOMOLLbHO IOTMHA 1 NapoJiF;

JlornH/naposab NocTaBaseTca BCeEM KOMMepUecknM KaneHTtam B Qopmynape, pasaen
15, «Ocobble oTMeTKM» (HaumHasa ¢ 18.05.2022).
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LleHTp cepTudULMpPOBaHHBIX 06HOBNEHWA

[na nonyyeHns 06HOBNEHUI HEOOXOAUMO BbIBGpaThb
cnocob6 Bxoaa

Q JloruH v naponb
Monb30BaTeNnbckue AaHHble

eToken
3neKTpoHHbIN USB-Kntoy

LWar 3. Packponte RedCheck nnueHsnmn — Boibepute nHTEpecyrowmnin Bac Homep

knrouya RedCheck;

@ ﬁ\ DTBQK 5 Cucrema ceptudmLnpoE

Buibepure Temy:

= O6HoBNeHUA AnA cepTuduumpoBsaHrHoro MO (92
Crexno 2 i . e )
®ainsi (28)
Pyxosoactea (6)
M . 3 (
U Marepuanst no ceptuduumposarHomy MO (5)

06Hosnexms Media Kit (21)

YuéTHan 3annce: 30363 e

Oprasuzaumsa: ANTIKC-COOT Tect 2 O6roanenws VmWare (11)

s —

MpeasayLwil axoa: 0O6HosneHns KoxHTexTa (4)

08.11.2022, 11:01:41 Net Check nuuenzum (2)
1P: 194.190.48.111

ONORGNORGONORONONO

RedCheck muuenzum (2)

Bowimu
JIMUEH3MOHHBIV KN4 Pepakuma [1aTa OKOHY3HWA i
Y ] RedCheck Enterprise 17.04.2025 14:03:06
3arpysuts .|

Bionnetexs usmerienuii RC

3172

Haxmute BbinonHUTb dKTuBauyuro — BBEANTE pPaHEE CKOHMpOBaHHbIVI KO,

aktmBaumnm — anHﬂTb;

,@)Check 279
Q



BuINONHUTE PYYHYIO aKTMBALMIO

JIMUEH3MOHHBIM KNHOY:

Koa aktusaumm: =

LWar 4. Haxxmnte CkauaTb;

AKTUBEH [ata aKTusaumm v | [encrsus
7| I ~ &3

False 10.12.2021 09:54:44 Ckauatb

True 24.09.2020 11:09:35 Ckauatb

LWar 5. Coxpanute pann license.xml B gupektoputo aaa odpaariH CUHXPOHMU3aL MM

(no ymonuanuto /var/opt/redcheck-sync-service/data);

Ecnm daiin 6bin1 coxpaHeH B AMPEKTOPUIO MO YMOUYAHMIO, U3MEHWTE BlajesbLa Ha
nosnb3oBatens redcheck, utobbl cnyxba CMHXPOHU3aLMK MOTa YAANUTb AaHHbIN

dann B fanbHelrLeM:

Bash (o6on0uka Unix)

sudo chown redcheck:redcheck /var/opt/redcheck-sync-
service/data/license.xml

AVpekTopunsa MOXeT HaXOAUTbCA B NMPOU3BOJILHOM MecTe B MHOPACTPYKType Ccetn u
AO0/IKHA BbITb JOCTYMHA ANS YTEHMS XOCTOM, Ha KOTOPOM yCTaHOB/EHa cyxba
CUHXPOHM3auuW. B cnyuae ceTeBol nankum ykasbiBaeTcs yyeTHas 3anucb RedCheck,
No/sb30BaTeNlb KOTOPOM MMEET paspeLleHME Ha YTeHMe.

LWar 6. Ha naHenn HaBurauunm Boibepnte MHCTPYyMeEHTbI

— HacTpoiiku — CMHXpOHU3auuA:
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* Bbibepute OdnaniH 1 oTMeTbTe 3anycKaTb MO PacNUCAHUIO, YKa3as Mo
HeobXoANMOCTN BPeEMS;

= YKaxuTe nyTb, KyAa O6bln coxpaHeH dann AnLeH3nu;

= BbibepuTe paHee CO3aHHYIO YYETHYHO 3anuch (ecam yka3biBaeTca ceTeBas

nanka);

O6uime HacTpokmn

Tun cuHXpoHM3auUn Ownaiit
o OdnaitH

MyTb k nanke ogpnaitt- \
CUHXpPOHM3aLUK
Y4éTHble AaHHble ana AOCTyna K nanke

Be3 y4&THbIX AaHHbIX

Pacnucanune 3al'lyCKaTb no pacnucaHuo

OtuéTHoCTh Mo 3aBepLUeHNN CUHXPOHW3aLMK OTNPaBAATL e-mail

War 7. Haxxmute Ha cTaTyCHOM NaHenn KHOMKY CUHXpoHM3auun — MpoBepuTb

O6HOB/IeHNA n 3anyCTUTb CMUHXPOHU3auuto,

@ MNposepuTb OGHOBNEHUA KOHTEHTa

0 MNposepuTb OGHOBNEHUA U 3aMYCTUTL CUHXPOHU3ALMIO

e He e B e |Th|e Ouwnubkasbinonierus cuHxpol

CmeHa knro4a n ero aKTBaLMA OCYyLLECTBAAETCA NOCNE 3aBepLUEeHNA

CMHXPOHM3aLnNn.
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4.10 OdnaviH aKTUBaLUA IMLEH3NN

CraTyc amueH3nmn otobpaxkaeTcs Ha CTaTyCHOW MaHenu:

- B
[—
E=e He Ble HBe

B cnyuae otcyTcTBMA fOCTyNa K ceTn VIHTepHeT akTMBaLma ANLEH3NN

OCYLLeCTBAAETCA NOCPEACTBOM daina amueH3unm license.xml.

War 1. Ha naHean HaBuraumm BoibepuTte CnpaBka — O nporpamme;

QREDCheck Newcteua  UHcTpymenTsl  Ananutuka | Cnpaeka
Q1

VCTOPUA (@t O nporpamme

XOCTb 3ALAHWA

PykoBopicTBa
Ayaut o6HoBAeHMI Pa3spaboTunk

Cait npoatykta

CMEHUTL NULEHINOHHbINA KMIOY....

CMEHUTBL KoY WHOPOBAHKS. ..

CkonupynTe KOJ aKTMBaLMW B COOTBETCTBYHOLLIEN CTPOKe Tabaunubl;

CpepcTBo aHanm3a sawménHocTn RedCheck

CBEAEHNA O NPOTPaMMe

MNapameTp 3Havenue

Bepcus nporpamMmel

Bepcus cepaepa _

Bepcur REST 0.3

Bepcus Gasst naHHb 266

Bepcus KonTexTa CVEFULL:1.10.5.9 NIXCOMPL:1.10.5.9 GLA:1.10.5.9 WINCOMPL:1.10.5.8
VHuraneHeid 10 nporpaMmel 48660376-FB93-488F-A57B8-0DD215E43211

Nnuersmonseii Koy |

Kona axtusauin BED340FA43C07EE1983217D3FDC482D4C216B24F6R1ESEDADS3C42186CB114B5

KOA dKTUBaL UM TaK>Xe MOXHO NoJy4ynTb BO BpeMA YCTaHOBKU (KoHburypaumsa

RedCheck).

War 2. AsTopm3ynTtech B LleHTpe cepTndunumpoBaHHbIX OOHOBAEHWN ¢

NOMOLLbHO IOTMHA 1 NapoJiF;
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JlorvH/naposib NocTaBaseTcs BCeM KOMMepPUECKMM KaneHTam B pasgene 15,
«Ocobble oTMeTKM» (HaumHas ¢ 18.05.2022).

LleHTp cepTudUUMpPOBaHHBIX 06HOBNEHWIA

[na nony4yeHns 06HOBNEHUI HEO6XOAUMO BbIBPaTh
cnocob6 Bxoaa

Q JloruH 1 naponb
Monb3oBaTenbckue fAaHHble

B eToken
3neKTpoHHbIN USB-kntoy

LWar 3. Packponte RedCheck nnueHsmmn — Boibepute Hy>xHbI kntou RedCheck;

=) AATIK
C:-:-5 - Cucrema ceptudmumnpoe
Bubepire Temy: O6HosneHns anA cepTudnumposatsHoro MO (92)
Crexno [~ o AT CEpTOY ¢ ¢
Dannsi (28)
PyxosoacTea (6)
R —— Matepuanst no ceptuduumposaHHomy MO (5)

06Hosnexna Media Kit (21)
YuérHana 3anuce: 30363 06 VmWare (11)
Opraruzauma: ANTTIKC-COOT Tect 2 toanets Vmivared 1)

R
MpeauwayLMi Bxon; 06HOBNeHNA KoHTexTa (4)

ONONONONONOHONON

08.11.2022, 11:01:41 Net Check nuueraum (2)
1P: 194.190.48.111 N
RedCheck nuuersum (2)
Boity
ﬂulﬁnzuaunuﬁ KN4 Pepakuus AaTa oKoHYaHNs b
| ] I RedCheck Enterprise 17.04.2025 14:03:06
Sorpyswms ]

Bronnetens usmererinii RC

3172

HaxxmMuTe BbINONHNTbL aKTMBaLMIO — BBEAMTE paHee CKONMMPOBAaHHbIN KOJ,

aktvsauuu — FNMpuHATD,
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BuINONHUTE PYYHYIO aKTMBALMIO

JIMUEH3MOHHBIM KNHOY:

Koa aktusaumm: =

LWar 4. Haxxmnte CkauaTb;

AKTUBEH [ata aKTusaumm v | [encrsus
7| I ~ &3

False 10.12.2021 09:54:44 Ckauatb

True 24.09.2020 11:09:35 Ckauatb

LWar 5. Coxpanute pann license.xml B gupektoputo aaa odpaariH CUHXPOHMU3aL MM

(no ymonuanuto /var/opt/redcheck-sync-service/data);

Ecnm daiin 6bin1 coxpaHeH B AMPEKTOPUIO MO YMOUYAHMIO, U3MEHWTE BlajesbLa Ha
nosnb3oBatens redcheck, utobbl cnyxba CMHXPOHU3aLMK MOTa YAANUTb AaHHbIN

dann B fanbHelrLeM:

Bash (o6on0uka Unix)

sudo chown redcheck:redcheck /var/opt/redcheck-sync-
service/data/license.xml

AVpekTopunsa MOXeT HaXOAUTbCA B NMPOU3BOJILHOM MecTe B MHOPACTPYKType Ccetn u
AO0/IKHA BbITb JOCTYMHA ANS YTEHMS XOCTOM, Ha KOTOPOM yCTaHOB/EHa cyxba
CUHXPOHM3auuW. B cnyuae ceTeBol nankum ykasbiBaeTcs yyeTHas 3anucb RedCheck,
No/sb30BaTeNlb KOTOPOM MMEET paspeLleHME Ha YTeHMe.

LWar 6. Ha naHenn HaBurauunm Boibepnte MHCTPYyMeEHTbI

— HacTpoiiku — CMHXpOHU3auuA:

Q



* Bbibepute OdnaniH 1 oTMeTbTe 3anycKaTb MO PacNUCAHUIO, YKa3as Mo
HeobXoANMOCTN BPeEMS;

= YkaxwuTe nyTb, Kyaa 6bin coxpaHeH dann nnueH3ny;

= BbibepuTe paHee CO3aHHYHO YUETHYHO 3anuncb (€Cv yYKa3biBaeTCs NMyTb K

ceTeBOM Manke);

O6uime HacTpokmn

Tun cuHXpoHM3auUn Ownaiit
o OdnaitH

MyTb k nanke ogpnaitt- \\
CUHXpOHM3aLUKN
Y4éTHble AaHHble ana AOCTyna K nanke

Be3 y4&THbIX AaHHbIX

Pacnucanune 3anyCKarb no pacnucaHuo

OtuéTHoCTh Mo 3aBepLUeHNN CUHXPOHW3aLMK OTNPaBAATL e-mail

War 7. Haxxmute Ha cTaTyCHOM NaHenn KHOMKY CUHXpoHM3auun — MpoBepuTb

O6HOB/IeHNA n 3anyCTUTb CMUHXPOHU3auuto,

@ MNposepuTb OGHOBNEHUA KOHTEHTa

o MNposepuTb OGHOBNEHUA U 3aMYCTUTL CUHXPOHU3ALMIO

e He e B e |T5|e Ounbkasninonserns cukxpol

AKTVIBaLI,VIFI JIMUEH3MN OCYLLECTBAAETCA NOC/IE 3aBEPLUEHNA CUHXPOHN3aL NN,

MNMocne 3aBepLUeHMA NpoLecca CUHXPOHU3aLUK ANPEKTOPUA C KOHTEHTOM ByaeT
ounLLeHa. He pekoMeHAyeTCa XpaHUTb B HeW BaxkHble dainbl.

CTaTyC CUHXPOHUM3aLnn OTO6pa>KaeTCFI Ha CTaTyCHOl)'I naHenn. ,ﬂ,J’IH CO34aHNA HOBbIX

3alaHN HEOBXOANMO AOXKAATbCA 3aBepLUEHNs npoLecca.

=e¢ He* B B e* T e Cunxponnsauus ycnewno sasepleHa
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4.11 N3ameHeHune nopTa ana AreHTa CKaHMPOBaHUA

CraHpapTHbI nopT AreHta TCP/IP 8732.

LWar 1. 3anaunte B peecTp XocCTa C yCTaHOB/JIEHHbIM areHTOM 1 CO3JalTe HOBbIN

napamerp DWORD c nmeHewm Port;

Ana x-86 paspaaHbix cnctem: HKEY_LOCAL_MACHINE\ SOFTWARE\
Wow6432Node\ ALTEX-SOFT\ RedCheckAgent\ Port (DWORD)

Ana x-64 paspagHbix cnctem: HKEY_LOCAL_MACHINE\ SOFTWARE\ ALTEX-SOFT\
RedCheckAgent\ Port (DWORD) D)

B Penakrop peectpa
Qaiin [Mpaeka Buwg Wsbpandoe Cnpaexa
KomnerotephHKEY_LOCAL MACHIMNENSOFTWAREVALTEX-50FT\RedCheckAgent

. D Komnerotep QI¥E] Tun 3HaueHne
HREY LLASSES ROOT .‘"_bli (Mo ymonuannio) REG_SZ (3HaYEHWE HE MPHCBOEHD)
AIEY CEBELRT LSER F'jiIEConsnIeGuid REG_SZ
h¢ HK;E_;;E;;&Q;ACHINE _ﬂjb:_i Guid REG_SZ 97680bdc- dda7-4879-8430- c77eac183330
HARDWARE ::E‘Iur::rt:il::ath :Eg_i ;:‘E\F;r;?;m Files\ALTEX-SOFT\RedCheckAge
SAM ' 7 i
| | SECURITY
v | | SOFTWARE
v | | ALTEX-SOFT
P RedCheckAge g
RedCheckUpd
RedCheckWek | C03faTe Fazaen
Classes il CTpokossii napamerp
Clients .
DefaultUserErvire YaanuTe ABouuHEIR NapameTp
doliict Mepenmenoeate MNapametp DWORD (32 Gura)
Google SRR Mapamerp QWORD (64 GuTa)
Intel p MynbTHCTpOKOBEIR Napamerp
Micracoft a3pELLEHNS. .
: Paclunprembii cTpoKOELIR NapameTp

Mozilla Konupoeate uma pasgena
ODBC
OpenS5H ‘ ‘
Dartnar

MpucBonte eMy HeobxoaMMoe 3HaveHne — OK;
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MNapameTp:

MNamenenne napamerpa DWORD (32 6ura)

l Port

3HayeHue:

Cuctema ucumcnenms

2387

] O WecmanuarepuuHas

(® Oecamunan

OK

Omvena

War 2. Haxmute Ctrl + Alt + Delete — AucneTtuep 3agau. [epenante

B Cny6b1 — [IKM no RedCheckAgent — Mepe3sanycTuts;

1% Aucnertuep 3agay

®Qaiin  Mapamerpol  Bug

Mpoueccer  Mp yrensHocTs [ MoapobHoctn  CayxBel
=

Wma WAn.. Onucanune

4 Power 764 Mutanne

%4 PrintNotify Paclumpenus u yBeAOMAEHUA ANA N...

%4 PrintWorkflowUserSvc

%4 PrintWorkflowUserSvc_61166

&4 ProfSvc 3736
% PushTolnstall

G4 QWAVE

%% RasAuto

«; RasMan 2012

. RedCheckAgent 57¢
«: RemoteAccess

‘4 RemoteRegistry

%5 RmSvc

" RpcEptMapper 264
% RpclLocator

4 RpcSs 864
" RSoPProv

S sacsvr

G4 SamSs 660
G4 SCardSvr

%4 ScDeviceEnum

L Schedule 1520

Menbwe | 5 Otkpoite cnyx6bl

Ans CKaHUPOBaHWA CErMeHTa CeTu, B KOTOPOW A5t AreHTa yCTaHOBJ/IEH
anbTepHAaTUBHBIM MOPT, UCnoab3yeTca yyeTHas 3anucb RedCheck ¢ ykasaHvem

PrintWorkflow

PrintWorkflow_61166

Cnyx6a npoduneii nonssosareneit
Cnyx6a PushTolnstall Windows
Quality Windows Audio Video Experi...
AMCHET‘{EP ABTOMATUYECKHNX NOAKA...
AncneTyep NOAKNIOYEHUIA YABNEHH. ..
RedCheckWeb Reports Service
RedCheck Update Agent
MapipyTusaums 1 yaaneHHbii goci
YaaneHHbiii peectp

- m
Cocrosnue Ipynna
Beinonnserca DcomLaunch

OcraHoeneHo print
OcranoeneHo PrintWorkflow
OcraHosneno PrintWorkflow

Cnyx6a ynpasnexus paauo

ConocraenTens koHeuHbIx Tovek RP
NokaTop yaaneHHoOro Bbi308a NPouE
Yaanennbiii ebizos npoueayp (RPC)
MocTaswmk pesynsTupytoLen nony
Mogynb NoaaepKKM CNEUMANLHON K...
Aucneruep yuetHbix 3anuceii 6eson...
Cmaprt-kapra

Cnyx6a nepeuncaeHns yCTponcTs Y...

MnaMunoRLIAK 2anAMMIL

Buinonnserca netsvcs
OcraHoeneno netsvcs
OcranoeneHo LocalServiceA...
OcranosneHo netsvcs
Buinonnserca netsvcs
OcranoeneHo
BrinnnHaetca

3anycTuts

OcranoeuTs

Mepesanyctute I1

OTkpbiTh Cnyx6b!

Mowck 8 UnTepHete

MoapobHo
OcraHoenero netsvcs

Beinonwserca

OcranoeneHo LocalServiceA...
OcranoeneHo LocalSystemN...
Brinnnkaerra neteves

nepeorpeaeseHHoro nopTa rno ymoa4daHuro.

N3meHeHMe nopTa NO yMO/IYaHUIO

|_|OpT Mo YMOJIYaHUIO NCMONb3yeTCAa 4714 CKaHNPOBaHUA B TEX Cay4adX, KOrga He

yKa3aHO anbTepHaTMBHOE 3HaueHne B Y3 RedCheck.

REDCheck
'q)
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War 1. B b/, RedCheck HanguTe Tabanuy settings — B cTonbLe name HanguTe

none AgentPort 1 BHecMTe HOBOe 3HaUYeHME NopPTa;

B settings1 X |

«] SELECT id, "name", string_value, bool_valt :,

133id V3

ABC name (3| moc string_value V3| [ bool_value V3| 123int_value T}

A

24
25
26
27
29
33
34
35
36
37
38
41
42

: fH Tabanua
m|2|8|3

o] Tekcr
3 ‘m

=
45

WsusSvcCredentialld [

UpName
UpHash

ShowSetupNmapWar (1l
UseNmapDictionaries [1ULL]

SaveTempScanResult [/

SaveTempScanResult |/

SaveTempScanSc

SaveTemplnventoryR (1

SaveTempScadaResu
SpecificTunnels

0

TestTunnelsBeforeRu [/

TimeoutPerObject

LogOvalCollectingTir [

WuaPort
SuncPog

[NULL]
[NULL]
[NULL]
(vl
[v]
[]
[1]
[1]
[1]
[]
[NULL]
[]
[NULL]
[]

[NULL]
(ALY

0

120 000

8733
2724

35 46
a7 AgentPmgrmeour !
AgentOperationTime [/

48
49
53
54
55
42 56
43 57
4 | 58

25 |
2 |

27 |

28 |

29 |

30 |

3

32 | e
33 |

24

37 |

38 |

39 |

40 |

L

3anuck

[NULL]

8732

AgentFixOperationTir [\

SendMailAfterSync
UseEmailDelivery
EmailEncoding
UseEmailSsl
UseEmailAuth
EmailServerPort

[NUCT]
[NULL]
[NULL]
[1]
(]
[NULL]
[]
[v]
[NULL]

30
120

25

War 2. HaxmuTte Ctrl + Alt + Delete — AucneTtuep 3agau. [epenante

B Cnyx6b1 — [TKM no RedCheckAgent — lMepesanyctuThb;

REDCheck
‘q)
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‘&

1% Aucneruep 3agau

®aiin  Mapamerper Bug

Mpoueccer Mp ab M Moapobroctn  Cayx6el
=

Wma WAn.. Onucanue

4 Power 764 Muranne

4 PrintNotify
4 PrintWorkflowUserSvc
4 PrintWorkflowUserSvc_61166

4 ProfSvc 3736
%, PushTolnstall

$4 QWAVE

4 RasAuto

{7 RasMan 2012

I RedCheckAgent S;q

“w; RemoteAccess

4 RemoteRegistry

S RmSve

4 RpcEptMapper 864
&4 Rpclocator

S RpcSs 864
4 RSoPProv

4 sacsvr

% SamSs 660
(4 SCardSvr

4 ScDeviceEnum

L5 Schedule 1520

PacLumpeHus 1 yBeAOMAEHNA ANA ...
PrintWorkflow
PrintWorkflow_61166
Cnyx6a npodunei none:

CocrosHue lpynna
Beinonnserca DcomLaunch
OcranoeneHo print
OcranosneHo PrintWorkflow
OcranoeneHo PrintWorkflow
B (<} netsvcs

Cnyx6a PushTolnstall Wind.

Ocre netsvcs

Quality Windows Audio Video Experi...
AucneTyep aETOMATUHECKMX NOAK...
AvcneTyep NOAKNIOYEHNIA YA3NEHH. .

OcranoeneHo LocalServiceA...

OcraHoeneHo netsvcs
BeinonHserca netsvcs

RedCheckWeb Reports Service OcranoeneHo

RedCheck Update Agent Brinonugerca
MapLupyTusaums 1 yaaneHHsiii 401 3anycrute

YaaneHHbiii peectp OcTanoeuTs

Cnyx6a ynpaenenuna pagmo MepesanyctuTs Id
Conoc Touex RP

JlokaTop yARNEHHOrO ELIZ0Ba NPOLE Orkpeite cryxBel
YaanenHsiii seizoe npoueayp (RPC) Mouck & UnTepHete
MocTasLmk pesynsTupytoLLei nony MoapobHo

Mogayns noaaer c or K. Ocr o netsvcs
Aucnetuep yyetHbix 3anuceii 6eson...  Beinonwserca

Cmapt-kapra
Cnyx6a nepe4ncneHns yCTpoicTe Y...
n .

OcranoeneHo LocalServiceA...
OcraHoenero LocalSystemN...

R a netevrs.

) Menbwe | G Otkpbits cayxGol

Check
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4.12 XXypHan cobbitum (n1orm)

[pn BO3HNKHOBEHMM OLLIMOOK BO BPEMS CKAHUPOBAHMA TEXHMYECKOW NoaAepKKe
MOXET NoHazobuTtbca dann ¢ noramm pabotel cnyxb Cucrembl. RedCheck nossonsier
COXPaHATb ABa TUMa JIOroB: ObblYHbIe W pacMpeHHble. [1o ymonuaHuto

pacLMpPeHHbIe IOTU OTKJIHOYEHbI.
MapameTpbl NOrOB:

= Ha Kaxayro yH1KanbHyt AaTy (AeHb) byaeT co3zaH HOBbIV $ai Noros;
= [nybuHa xpaHeHua noros coctasaseT 1 rog;
= ApxvBMpOBaHMe TekyLLero Gariaa 10roB NPONUCXOANT KaX bl AeHb;

= O6beM noro. He npessbiwaeTt 100 M6
Ob6bluHbIE NOrN pacnosiaratoTca B katanorax /var/opt

= /redcheck-api/log — cepBepHbIN KOMMOHEHT;

= /redcheck-api/reports-export/log — cny>x6a oTueTosB;

= /redcheck-scan-service/log — cnyxba ckaHMpoBaHus;
= /redcheck-sync-service/log — cny>x6a cuHxpoHusaumm;
= /redcheck-client/log — kOHCONb yNpaBaeHus;

= C)\ProgramData\ALTEX-SOFT\RedCheck\Logs\Agent — areHT ckaHMpoBaHMs:
PacwumpeHHble norun

PaclumpeHHble norn HaxoAaTca B Katasore /var/opt/redcheck-scan-

service/jobs/exec_id/host_name/uuid_directory/*.xml

= exec_id — Uctopusa — ctonbel, E, 0603HauaroWmii ntepanmio BbINOJAHEHUS
3aflaHus;
= host_name — IP-agpec nan DNS-ums xocTa;

" uuid_directory — YHUKaNbHOE NMA KaTanora, B KOTOPOM Haxo4AaTCa N0run.

Mpumep n popmar 3anncm B XXypHane
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2024-05-16 17:23:56.3938|INFO|Check.R.Rest.Api.Startup|Application start
rrrr-mMm-44, 44:MM:CC.MCCC|YpoBeHb|Moaynb|CoobuieHme, rae

= [TIT -rog B dopmate yeTtbipex umop;

* MM - mecay B popmare aByx Lnop;

= A4 - feHb B popmaTe AByX Lmdp;

* YY - yac B 24-yacosom popmarte;

* MM - muHyTa B 60-MUHYTHOM dpopmarTe;

= CC - cekyHgaa B 60-cekyHaHOM popmarte;

= MCCC - mukpocekyHAa B popmaTte yeTbipex umdp;

* YpoBeHb — ypoBeHb NHPOPMALMOHHOTO COObLLEHMS;
* Mogaynb — HavMeHOBaHWe MOAYNA Cy>Obi;

" COOGI.I.I,EHMe — BbIMNOJIHAEMaA KOMaH4a Uan VIH(I)OpMaLI,MOHHOG COO6LLI,€HI/I€
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4.12.1 NMpumepsbl perncrpauum cobbiTun

Perncrpauus cobbiTvii BXoAa U BbIXOAa NoJib3oBaTesieil (KOHCO/Ib

ynpasiieHuns)

CobbiTne Bxoga nonb3oBatens numeet Tmn [Authorization], kaxxaoe cobbiTe nmeeT
Aaty v Bpema B popmare IMTT-MM-A4 Y4:MM:CC.MCCC, B pazgene coobLueHuns
yKa3blBaeTCs pe3yabTaT COObITUSA, B KauecTBe 06beKTa yKa3blBAaETCA MCMO/b3yeMas

Y4€THAaA 3annchb:

2024-04-02 12:58:16.3963|INFOlaltxLogger|[Authorization]|JWT|admin |Successful

authorization

CobbiTne BbixoAa Nonb3oBaTena nmeet Tmn [Signout], kaxaoe cobbiTue meeT aaty u
Bpemsa B dopmarte [TTT-MM-A4 Y4:MM:CC.MCCC, B pasgene coobLieHuns
yKa3blBaeTCs pe3yabTaT COObITUSA, B KauecTBe 06beKTa yKa3blBAaETCA MCMO/Ib3yeMas

yyeTHas 3anucb
2024-04-02 13:15:25.5691|INFOlaltxLogger|[Signout]|admin |Successful signout
HeyaauHbli Bxoza

[2025-03-31 16:47:12.7726 INF] [altxLogger] [Authentication][JWT|admin

192.168.100.26|Unsuccessful authentication|Wrong username or password

Perncrpauus cobbiTvii BXoaa 1 BbiXoaa NnoJib3oBaTtesien

(cepBepHbIV KOMMOHEHT)

YpauHbIv BXOA

[2025-03-31 16:41:07.2587 INF]
[Check.R.Rest.Api.v1._0.ApiEndpoints.Accounts.CreeateBearerToken] [Authentication]

Successful authentication | User <name>

HeyaauHbli Bxoz
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[2025-03-31 16:47:12.7552 INF]
[Check.R.Rest.Api.v1._0.ApiEndpoints.Accounts.CreateBearerToken] [Authentication]

Unsuccessful authentication | No local users | User <name>

Perucrpaumsa cobbiTuii 3anycka 3agaHuin CKaHUPOBaHUA (YKypHan

cny)x6bl cKaHUpoBaHUA)

[2024-04-01 12:12:37.3401 INF]
[RedCheck.Services.Scan.ServerContext. Commands.RunOrResumeLegacyJobComman

dDbFinder] [Thread 9] Job 10 with status NeedToRun found. Call "Run" command

Peructpauunsa cobbitnii ynpaBaeH1a yUeTHbIMU 3anncAMu (KOHCO/Ib

ynpas/ieHus)

Co3aaHmne Y3

2024-05-17 12:11:51.6189|INFOlaltxLogger|[RedCheckWebClient Actions]|admin|User

has been successfully created: New_user
PepgaktnpoBaHuve Y3

2024-05-17 17:01:23.8986|INFOlaltxLogger|[RedCheckWebClient Actions]|admin|User

has been successfully edited: New_user
Ypanenue Y3

2024-05-17 17:12:42.6000|INFOlaltxLogger|[RedCheckWebClient Actions]|admin|User

has been successfully deleted: 4

Peructpauunsa cobbitnii ynpaBaeH1A yUeTHbIMU 3annCcAMMU

(cepBepHbIV KOMMOHEHT)

Co3aanHune Y3

2024-05-17 17:01:23.8715|INFO|ResponseTimeMiddleware||Request POST
http://astra-rc-rests:444/api/v1.0/accounts starting
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PepaktnposaHue Y3

2024-05-17 17:01:23.8715|INFO|ResponseTimeMiddleware||Request PUT http://astra-
rc-rests:444/api/v1.0/accounts/4 starting

Ypanenve Y3

2024-05-17 17:12:42.5992|INFO|ResponseTimeMiddlewareladmin|Request DELETE
http://astra-rc-rests:444/api/v1.0/accounts/4 finished in 67ms Status 200

Perucrpaumnsa cobbitnii nsmeHeHmna Hactpoek RedCheck

KoHconb ynpasneHus

[2025-03-31 17:08:05.1020 INF] [altxLogger] [RedCheckWebClient
Api]ladmin|http://192.168.100.26:51000/api/v0.3/settings/0|HttpMethod.Patch|HttpSt
atusCode.OK

CepBepHbIVi KOMMOHEHT

[2025-03-31 17:08:05.1018 INF] [ResponseTimeMiddleware] admin|Request PATCH
http://192.168.100.26:51000/api/v0.3/settings/0 finished in 16ms Status 200

Perncrpauus owimbouHbIX cO6bITUI

[2025-03-31 16:36:13.8770 ERR] [Microsoft.EntityFrameworkCore.Query] <OnucaHue

owmnbKm>
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4.13 Hactpoiika cepBuca AOCTaBKU OTUETOB

Bo3moxxHa A4O0CTaBKa OTYETOB 4Yepe3 KOMMNEKChI OAHOHaHpaBﬂeHHOVI nepegayn
AaHHbIX InfoDiode u3 3alimiaemMoro cerMmeHTa B UHblE€ CETEBbIE CETMEHTDI.

* HdopmaLmMOHHas crpaBka

= Caut nponsBoaunTens
WHCcTpykuma no HacTpovrike NpeAoCTaBAfETCA MPON3BOANTENEM MO 3anpocy Ui B
COCTaBe 3KCHﬂyaTaLLMOHHOﬁ AOKYMEHTaL .

LWar 1. OtkponTte koHconb ynpasneHmsa RedCheck, aBTopr3oBaBLLMX NOA yUYETHON
3anucbto ¢ posbro RedCheck_Admins / RedCheck_Systems

— WNHcTpymenTbl — HacTpoiikn — nepenante B floctaBka — B

pa3gene Hacrpoiika cepBuca AOCTaBKU Ha 3/1I€KTPOHHYHO

nouTy OTMETbTE Bxknarountb cepBUC AOCTaBKW,

HacTpoiika cepenca AOCTaBKM Ha 3NEKTPOHHYIO NOYTy

BKAIOUMTL CEPBUC AOCTABKM

Aapec cepsepa MCXOAAUMNX COOBLLEHMIH

Mopr 25

besonacHocTs noaKAOYeHU AsToonpegenesve .
Ceprudmxar cepsepa MposepaTsb cTatyc cepruduxara cepeepa

AyreHTuduKayma Wcnonb308ath ayTeHTUOUKALMIO

Jorun

Napons

E-mail otnpasurens

Kopuposxa nucem uTES v

Wa6noH yseaomnenns 3apanme ‘{JobScanType) (#{Jobld}) 3aBepweHo.
Ha3ssanue: {JobName}
Onwucanue: {JobDescription}

Hauano ckanupoBakusa: {JobStartTime)

XocTos & 3aaakum: {JobTargetsCount}
Yenewro npockaruposaHksix: {JobSuccesfullyScannedTargetsCount}
#TARGET#

Xocr: {TargetName} | Cratyc: {TargetScanResult) |
&€ EUEDITY 4 Dunencs 2. 5 Lldink S auacit " S LA ko = 10 4 5 L0 owat. M SEAINCEUEDIT Vi)

YcraHoeuTh WabnoH N0 yMOAYAHMIO

E-mail nonyuateneit 4n3 OTNPABKK TECTOBOTO NUCbMA OTNDAEUTE TECTOBOE NUCEMO

Lar 2. Ykaxute HeobxoAnMble JaHHble A8 OTAPaBKU NUCEM —

HaXMute OTﬂpaBVITb TecToBOo€ NUCbMO A/14 NMPOBEPKN,
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Tecroebii email ycnewHo oTnpaeneH, A0CTaBKa

NUCbMa BO3MOXHA C 334ePXKOW B
33aBUCMMOCTU OT NapaMeTpOB NOYTOBOrO
cepeepa.

LWar 3. Ytobbl fo6aBUTL email, HaxxmuTe [Lo6aBUTbL aapec AOCTaBKW;

ALTXMAP RedCheck moxeT 40CTaBNATL Ha CeTeBble PecypChl K Ha 3NEKTPOHHYHO NOYTY AaHHbIE O CKAHMPOBa
Ajpeca AOCTaBKWU OTUETOB (ceTeBble pecypcol n agpeca QHEKTPOHHOﬁ noyThLl)
AONONHUTENBHO z .
ID Tun J: NyTts/Aapec Y4yé€THaA 3anucb
CUHXPOHM3ALMA
HeT aaHHbIX A
(20 v|

[Jo6aeuTb agpec AOCTABKM ...

LWar 4. Yxaxute Tun agpeca goctaskv Email v agpec noutsl B

none Nyro/Appec— CoxpaHUTb;

HoBbin aapec AoCcTaBKu (ceresoﬁ KaTtanor uam sNeKTpoHHaA noura)

YkaxuTe Tpebyembie NapameTpbl AR HOBOTO UM PEAaKTUPYEMOro aapeca A0CTaBKM.

Tun :Ernail

MyTe/Agpec some_address@mail.ru

Y4éTtHana 3anuce

Coxpanuts OtmeHa

[ns oTnpaBKy OTYETOB Ha MOYTY MOC/e 3aBepLUEHMA 3a4aHnA HeoHXoaMMO
co3zatb LWabJ0H OTYETOB.
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4.14 UcknroueHusa ana cpeacts 3awmtbl (CA3, C3N)

He pekomeHgyetca yctaHaBaveatb RedCheck Ha ognH cepsep ¢ gpyrumu
CpeACTBaMM 3aLUTbl B MPOTUBHOM C/lyYae, MOryT ObiTb BHECEHbI U3MEHEHUNA B
6ubavotekn cpeapl GyHKLMOHMPOBaHMA, UTO HapyLwmT paboty RedCheck.

O6wm nepeyeHb ANPEKTOPUIN N NCMONHAEMBbIX annoB, noanexatymx jobaBaeHunto

B CMUCKM UCKAHOUYEHUI CpeacCTB 3alnTbl, NCMONAb3YEMbIX B CETU NMPELANPUATNAL

OcHoBHble kKoMMoHeHTbl RedCheck

CepBepHbiii komnoHeHT (RestAPI): /redcheck-api
/reports-export/redcheck-reports-
/opt/redcheck-api export-service

KoHconb ynpaBneHus:
/redcheck-web
/opt/redcheck-client

Cnyx6a ckannposanms: /redcheck-scan-service

/opt/redcheck-scan-service /nmap

/opt/altxmap /nping

Cny>x6a cMHXpoOHM3aLumn:
/redcheck-sync-service
/opt/redcheck-sync-service

JononHutenbHble KOMMoHeHTbl (Windows-KOMMNOHEHTbI)
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CepBep o6HOBNEHMI:

C:\Program Files (x8E)\ALTEX- \ReUpdsrv.exe
SOFT\RedCheckUpdateServer

AreHT cKaHMpoOBaHuUA:

C:\Program Files\ALTEX-
SOFT\RedCheckAgent \RedCheckAgent.exe

C:\Program Files (x86)\ALTEX-
SOFT\RedCheckAgent
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4.15 Hacrtpoika Windows-ayteHTudpukauum (Kerberos)

RedCheck no3BonseTt ncnosb3oBath AOMEHHbIE yUYeTHbIE 3anncu ANs
ayTeHTMdurKauum B Beb6-koHcon. [114 KOPPeKTHON HacTPONKN HeobxoAnMO

BbIMOJ/IHUTb CIeAytoL e warm:
War 1. YctaHoBUTE HEODOXOAMMbIE MAKEThI;

Astra Linux / Debian
Bash (o6on0uka Unix)

sudo apt -y install realmd krb5-user sssd-tools sssd libnss-sss
libpam-sss adcli

PEA OC / SberLinux

Bash (o6onouka Unix)

sudo dnf -y install realmd krb5-workstation

LWar 2. Bbino/sHWUTE HacCTPOWKY BPEMEHY;

Bash (o6onouka Unix)

sudo timedatectl set-timezone Europe/Moscow

War 3. VIameHnTe nma xocta, 406aBUB K HEMY AOMEH;

Bash (o6on0uka Unix)

sudo hostnamectl set-hostname name.domain.local

Bash (o6onouka Unix)

sudo reboot

,@)Check 299



LWar 4. Hactpouite ceTb ansa goctyna k DNS-cepBepy, KOTOPbIN NCNOb3YyeTCs

KOHTPOJ/11IEPOM AOMEHa,

Astra Linux / Debian

Bash (o6on0uka Unix)

sudo nano /etc/resolv.conf

CovictBa (pannbl .properties)

search domain.local
nameserver 1ip dns_ server

= search domain.local — ykaxunte nms gomeHa;

= nameserver ip_dns_server — ykaxwurte IP-agpec DNS-cepBepa;
PEA OC / SberLinux
Cozpante dpann ifcfg-[naeHTndurkatop nHtepdenical;
Bash (o6onouka Unix)
sudo touch /etc/sysconfig/network-scripts/ifcfg-eth0

Bash (o6onouka Unix)

PEERDNS=no
DNS1=IP address

Bash (o6onouka Unix)

sudo systemctl restart NetworkManager

War 5. Co3paiite anpektopuro /etc/krb5.conf.d, ecnm ee He cyuiecTByer;

Bash (o6onouka Unix)

sudo mkdir /etc/krb5.conf.d

War 6. NogkntounTecb K JOMeEHY:
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YKa3blBanTe nms AOMEHa 3ari1aBHbIMU 6yKBaMVI

Bash (o6on0uka Unix)

sudo realm join domain.local -U 'Admin@DOMAIN.LOCAL' -v

-i1§£9|firr

[Nocne ycrnewHoro BbiNoAHeHNA KoMaHabl B AD foKHa NOABUTLCA 3anunch

KOMMbtoTepa.

War 7. Ha koHTponnepe gomeHa B ocHacTke Active Directory - nonb3oBarenu n
KOMMbIOTEpbl OTKPOWNTE CBOMCTBA TONbKO YTO A06aBNIEHHOrO KOMMbIOTEpPa —
DenervpoBaHue — Bbibepute [LoBepATb KOMMbIOTEPY AeslernpoBaHue Nro6bix

cnyx6 (tonbko Kerberos) — OK;
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Obwwme OnepawioHHas cuctema YUneH
[eneruposarue PasmeweHrne Ynpasnsetcs Bxoasuwy

[enernpoBaHme - 370 YyBCTBUTENLHARA K GE30NaCHOCTH ONepaLms,
KOTopas no3sonseT cnyxGam paboTats OT UMEHM ApYroro NoNb30BaTens.

(O He nosepsaTs KOMMbIOTEPY AENErMPOBaHUE

® [osepats KOMNbOTEPY AENErMpoBaHue niobbix cnyx6
(toneko Kerberos)

(O Dosepsam KoMNbIOTEPY AENErMPOBaHIUE YKa3aHHbIX Clyx6
Wcnonb3osats Toneko Kerberos

Wcnonb3osaTte nioboit NpoTOKON NPOBEPKM NOANMHHOCTH

Tuncnyx6u1  Monb3osatens unu ... [Mopt Mma cayx

[J PassepryTo DobasuTs... Yaanute

OmveHa MpymernTs

LWar 8. OtpeaakTtunpynTe /etc/krb5.conf, ykazae DNS-umsa KDC 1 koHTpoanepa

AOMEHa:

MNepes BHECEHMEM M3MEHEHWI CO34aNTe pe3epBHYHO KOMUIO AaHHOro dalina,
CKOMMPOBAB €ro B M0JIb30BaTE/IbCKYH ANPEKTOPUIO

Bash (o6on0uka Unix)

sudo nano /etc/krb5.conf

Bash (o6on0ouka Unix)

[libdefaults]
default realm = DOMAIN.LOCAL

[realms]
DOMAIN.LOCAL = {
kdc = NAME.DOMAIN.LOCAL
admin_ server = NAME.DOMAIN.LOCAL
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Cexuuto [domain_realm] octaBbTe nycTomn.

War 9. MpotecTtmpyite Bblgauvy kerberos-6uneta, ncnonb3ys MMs JOMEHHOTO

nob30BaTens,
Bash (o6on0uka Unix)
kinit UserName@DOMAIN.LOCAL

Bash (o6onouka Unix)

klist

e principal
¢t /KERBERDS-AD.RUGBKERBEROS-AD.RU

M=
root@astra:/h

Bash (o6onouka Unix)

kdestroy

[anee Heobxoaumo co3patb Keytab davin ogHuM 13 cnocobos.
CospaHune Keytab ¢aina Ha Linux (Cnoco6 1)

War 1. Co3pavite keytab-dann Ha mawmHe ¢ Linux. Jas atoro notpebyercsa ytuauta

ktutil:

Bash (o6on0uka Unix)

sudo ktutil

Bash (o6onouka Unix)

read kt /etc/krb5.keytab
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Bash (o6onouka Unix)

list -k -e
Mony4rM NpUMeEpPHO CeAyOWMI BbIBOJ;

Bash (o6onouka Unix)

slot KVNO Principal

1 2 ASTRASQ@DOMAIN.LOCAL (arcfour-hmac)
(0x28b528ce88fbale27fdcc3ffdceab2a)

2 2 ASTRASQ@DOMAIN.LOCAL (aesl28-cts-hmac-shal-96)
(0x540d98e5691950af3a480dbflflc7acl)

3 2 ASTRASQ@DOMAIN.LOCAL (aes256-cts-hmac-shal-96)
(0xe834b161flcdlbl8aall9fbacac6459%9acch58b36072c80d48755a0517a7¢c154f)

4 2 host/ASTRARDOMAIN.LOCAL (arcfour-hmac)
(0x28b528ce88fbale27fdcc3ffdcean?27a)

5 2 host/ASTRARDOMAIN.LOCAL (aesl28-cts-hmac-shal-96)
(0x540d98e5691950af3a480dbflflc7acl)

6 2 host/ASTRARDOMAIN.LOCAL (aes256-cts-hmac-shal-96)
(0xe834b161flcdlbl8aall19f5acac6459%9acch58b36072c80d48755a0517a7¢c154f)

7 2 host/astra.kerberos-ad.ru@RDOMAIN.LOCAL (arcfour-hmac)
(0x28b528ce88fbale27fdcc3ffdcean?27a)

8 2 host/astra.kerberos-ad.ru@DOMAIN.LOCAL (aesl28-cts-hmac-
shal-96) (0x540d98e5691950af3a480dbflflc7acl)

9 2 host/astra.kerberos-ad.ru@DOMAIN.LOCAL (aes256-cts—-hmac-
shal-96)
(0xe834b161flcdlbl8aall19f5acac6459%9acchb58b36072c80d48755a0517a7¢c154f)

10 2 RestrictedKrbHost/ASTRARDOMAIN.LOCAL (arcfour-hmac)
(0x28b528ce88fbale27fdcc3ffdcean?27a)

11 2 RestrictedKrbHost/ASTRARDOMAIN.LOCAL (aesl28-cts-hmac-shal-
96) (0x540d98e5691950af3a480dbflflc7acl)

12 2 RestrictedKrbHost/ASTRARDOMAIN.LOCAL (aes256-cts-hmac-shal-
96)
(0xe834b161flcdlbl8aall19f5acac6459%9acch58b36072c80d48755a0517a7¢c154f)

13 2 RestrictedKrbHost/astra.kerberos-ad.ru@RDOMAIN.LOCAL
(arcfour-hmac) (0x28b528ce88fbale?27fdcc3ffdceasn?27a)

14 2 RestrictedKrbHost/astra.kerberos-ad.ru@DOMAIN.LOCAL
(aesl28-cts-hmac-shal-96) (0x540d98e5691950af3a480dbflflc7acl)

15 2 RestrictedKrbHost/astra.kerberos-ad.ru@RDOMAIN.LOCAL
(aes256-cts-hmac-shal-906)
(0xe834b161flcdlbl8aall19f5acac6459%9acch58b36072c80d48755a0517a7¢c154f)

[na cozpaHma gononHuTensHoro keytab-danna MoOXHO MCNoab30BaThb KAKOY A4

AES256-SHA1 tvna wndposaHus.

Bash (o6onouka Unix)
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3 2 ASTRAS@DOMAIN.LOCAL (aes256-cts-hmac-shal-96)
(0xe834blolflcdlbl8aall9f5acac6459%9acchb58b36072c80d48755a0517a7¢c154f)

CkonupyiTe 3HaueHmne katoya 6e3 0x 13 060N CTPOKU C BbIGPaHHbLIM TUMOM
wndposaHuns (€834b161f1cd1b18aa019f5acac6459accb58b36072c80d48755a0517a7
c154f)

LWar 2. BbinoaHWTe KOMaHAbl, He Bbixoas u3 ktutil:

Bash (o6onouka Unix)

add entry -key -p HTTP/astra.domain.local@DOMAIN.LOCAL -k
3HaueHue m3 crosbua KVNO -e Tun mmdpoBaHmA

Mocne yero ykaxute 3HauyeHue karoua 6e3 0x

Bash (o6onouka Unix)

write kt /etc/astra.HTTP.keytab

Bash (o6onouka Unix)

sudo chown root:redcheck /etc/astra.HTTP.keytab

Bash (o6onouka Unix)
sudo chmod g+r /etc/astra.HTTP.keytab
MNpn HeObXOANMOCTM MOXHO NMPOCMOTPETb COAEPXUMOE astra.HTTP.keytab

Bash (o6onouka Unix)

sudo ktutil

Bash (o6on0uka Unix)

read kt /etc/astra.HTTP.keytab
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Bash (o6on0uka Unix)

list -k -e

CospaHune Keytab ¢aitna Ha koHTpoanepe aomeHa (Cnocob 2)

War 1. BoinonHuTe cneaytowme komaHabl B PowerShell:
Koz
setspn -S HTTP/astra.domain.local ASTRA

Kopg,

setspn -S HTTP/astra@DOMAIN.LOCAL ASTRA

astra.domain.local ASTRA — nms_komnbtoTepa.4OMeH

NMA_KOMIbHOTEPA_B_AOMEHE

astra@DOMAIN.LOCAL ASTRA -
nma_komnbtotepa@JOMEH NMA_KOMIMbHOTEPA_B_AOMEHE

LWar 2. Co3pavite keytab dawnn:

Kopg,

ktpass -princ HTTP/astra.domain.local@DOMAIN.LOCAL -pass password -
mapuser DOMAIN.LOCAL\ASTRAS -pType KRB5 NT PRINCIPAL -out
c:\astra.HTTP.keytab -crypto AES256-SHA1

LWar 3. MNMepemectute 310T dain Ha cepsep, rae yctaHoBaeH redcheck-api, B

anpekToputo /etc/:

Bash (o6on0uka Unix)

mv /home/muMsa nomepszosaress/3arpyskn/astra.HTTP.keytab /etc/
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LWar 4. ViameHnTb NpaBa gocTyna Ansa panna:
Bash (o6on0ouka Unix)
sudo chown root:redcheck /etc/astra.HTTP.keytab

Bash (o6onouka Unix)

sudo chmod g+r /etc/astra.HTTP.keytab

MpopaomKeHne HaCTPOMKM

LWar 10. Jo6aBbTe NepemMeHHyr0 OKpy>xxeHusa B cepBuc redcheck-api:

Bash (o6onouka Unix)

sudo nano /usr/lib/systemd/system/redcheck-api.service

Bash (o6on0ouka Unix)

Environment=KRB5 KTNAME=/etc/astra.HTTP.keytab

War 11. MNMepe3zanyctute redcheck-api:

Bash (o6on0uka Unix)

sudo systemctl daemon-reload

Bash (o6on0ouka Unix)

sudo systemctl restart redcheck-api
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LWar 12. MNMepekoHourypupymte redcheck Ha ncnonssosaHme HTTPS-npoTokona u
DNS-umeHwn. YbeaunTecs, 4To B KOHPUrypaunoHHom danne ans redcheck-client B

napametpe RestUrl ykazaHo DNS-ums, Hanpumep astra.domain.local.

Bash (o6on0uka Unix)

sudo redcheck-bootstrap

Bash (o6onouka Unix)

sudo nano /var/opt/redcheck-client/conf/redcheck-web.dll.config

GNU nano 3.2 /var/opt/redcheck-clien

Mepe3anyctute redcheck-client;

Bash (o6onouka Unix)

sudo systemctl restart redcheck-client

War 13. Co3gante nonb3osatens ans astopmsauum B RedCheck (4.1 HacTtpolika

pPOJIEBOU MOAENN):

=  Twn ayteHTndmkaymm — Windows ayteHTndmrkaums

= [Ima nosnb3oBatend — name@DOMAIN.LOCAL
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Wmsa nonbsosarens name@DOMAIN.LOCAL

Tun ayteHTHdUKauum ’ Windows ayteHTudukaums Vv l

Ponb nNonb3oBarens ‘ REDCHECK ADMINS v ‘

Ommerxa

[Ans aBTOpM3aLmm:

* Yka3blBaunTe UMsa nosb3oBatens B popmate DOMAIN.LOCAL\name nau
name@DOMAIN.LOCAL

= OrtmetbTe UcnonbsoBartb ayteHTudpukauyuro Windows

_REDCheck
&

DOMAIN.LOCAL\name

¥ Wcnonb3oBaTb ayTeHTUdMKALMIO
Windows

NMpoaomMKUTL
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4.16 [ ono/IHNTEeNbHbIe HAaCTPOMNKU A/ CKAHNPOBaHUA

OTkpoviTte KOHCONb ynpaBaeHnsa — MHcTpymeHTbl — HacTtpouku — CkaHnpoBaHue;

I'Iapannen bHOCTb CKAHUPOBaHUA

Yuncno napannenbHbix 3agaHunmi [1-5] — CKOAbKO 3aZlaHNIn MOXKET BbIMOIHATLCA

OZHOBPEMEHHO. [py yBENNUEHUN 3HAUEHUS YBENNYMBAETCS Harpyska Ha LiTM;

Ymcno napanienbHbIX CKAHMPOBAHWM B 3a@HNKN — CKOJIbKO XOCTOB ByayT

CKaHMPOBaTbCA OAHOBPEMEHHO B paMKax OAHOro 3ajaHua. He
PEKOMEHAYeTCA yKa3blBaTb 3HaUeHMe, NpeBblLIatoLee KONNYECTBO
NOTUYECKMNX aJep Ha XOCTe C YCTaHOBAEHHOW CNy>K60M CKaHMPOBaHWS;

icnonb3oBaTth K3LW KOHTEHTa A/18 YCKOPEHUA CKaHUPOBAHUA — nepeg

BbINosIHeHWeM 3agaHuns RedCheck eanHOXAb! BbIFPY3UT HYXKHbIA KOHTEHT
6e30MacHOCTN 1 COXPaAHUT ero B H6a3e AaHHbIX. ITO NO3BOSET 3HAUNTESIBHO
YCKOPWUTb CKaHUPOBaHWE;

XpaHuTb K31 B HanoBOV cucTemMe — aHanormyHo Mcnoab3oBaTb K3l

KOHTEHTa A1 YCKOPEHUA CKaHUPOBaHUA, HO KOHTEHT 6e3onacHocTn byaer
CcoxpaHeH He B H6a3e faHHbIX, a B GanNoBOM CUCTEME Ha XOCTe C

YCTaHOBJ/IEHHOW CNy>X60WN CKaHMPOBaHUS.

HacTpoiku CKaHUPOBAHMA

Yucno napannenbHbix 3agaHnid [1-5) 4

YuCno napannenbHbiX CKAHUPOBAHWUM B 3a4aHMKN 8

Mcnonb308aTh KW KOHTEHTA ANR YCKOPEHUA CKaHUPOBaHUA

XpaHuTb K3 B GanNOBOM cucTeme

MyTn npunoxxeHus

Pabouas nanka cny>6bl ckaHMpoBaHMA — MHGOPMaLIMA O AMPEKTOPUN, TAe

HaxoAATCA KOHPUrypaLmoHHble dannbl Cy>X6bl CKaHMPOBaHUA.

KomnoHenT ALTXmap
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Ecnm HeobxoaMMO ncnonb3oBaTh cOH6CTBEHHbIE cioBapu ans MNoabopa naponei
(onums B 3agaHun Ayaut B pexxume «[leHTecT»), CHUMUTe oTMeTKy ¢ Mcnonb3oBatb

BCTPOEHHbIE C/IOBAapU 1 yKaxnTte Nyt K dannam ¢ paclumpeHmem .Ist

KomnoHeHT ALTXMAP

Mcnonb308aTh BCTPOEHHBIE CNOBAPH
MyTb K CI0BaPIO NOTMHOB /var/opt/altxmap/nselib/data/usernames.|st
MyTs K CroBapio naponei /var/opt/altxmap/nselib/data/passwords.Ist
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4.17 Ypanenne RedCheck

Ana ynaneHns RedCheck BbinonHuTe cneayrouine KOMaHabl:
Astra Linux / Debian

Ypanenne komnoHeHToB RedCheck:

Bash (o6onouka Unix)

sudo apt remove redcheck-api redcheck-client redcheck-scan-service
redcheck-sync-service redcheck-cleanup-service

YnaneHne komnoHeHToB .NET:

Bash (o6onouka Unix)

sudo apt remove redcheck-dotnet-runtime

YaaneHue Bcex 6ubanotek OC, KOTOpble HEOHXOANMbI ANs1 PYHKLMOHMPOBAHWMSA

RedCheck:

Bash (o6onouka Unix)

sudo apt autoremove

YaaneHvne koHOUIrypaumnoHHbIX Gpanios:
Bash (o6onouka Unix)

sudo apt purge altxmap redcheck-common redcheck-api redcheck-client
redcheck-scan-service redcheck-sync-service redcheck-cleanup-service

PEA OC / SberLinux

YpnaneHne komnoHeHToB RedCheck:

Bash (o6on0ouka Unix)
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sudo dnf remove redcheck-api redcheck-client redcheck-scan-service
redcheck-sync-service redcheck-cleanup-service

Ypanenne komnoHeHToB .NET:
Bash (o6on0uka Unix)

sudo dnf remove redcheck-dotnet-runtime redcheck-aspnetcore-runtime
redcheck-dotnet-host redcheck-dotnet-hostfxr

YaaneHwne Bcex 6ubanotek OC, koTopble HeobxoanMbl AN GYHKLMOHUPOBAHMA

RedCheck:

Bash (o6onouka Unix)

sudo dnf autoremove

KoHourypaLoHHble dalibl yaansaroTcs aBTOMaTUUeCKy.
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5 TepmMuHbI 1 coKpalleHns

[ ONKHOCTHOE NNLO OpraHn3aLmm, yyacTeytoLee B
AaMUHUCTPaATOP  PYHKLMOHMPOBaHUN CUCTEMBI N UMEOLLLEe NOJIHbIE NpaBa KO
BCEM PyHKUMAM Cuctembl

MO, koTopoe aaeT 6azoBOMY 060PYAOBaHNIO XOCTOB
BO3MO>XHOCTb aBTOHOMHOTO 3anycka 1 yrpaBieHus

mnepsm3op
BMPTYa/JbHbIMM MawnHaM1 (MMEeHOLLMMU NpaBa rocTeBbIX)
M301MPOBAHHO OT annapaTHOW YacTu
WHTepHeT VHdopMaumMoOHHO-TeNeKOMMYHMKaLMOHHasa ceTb IHTepHeT
Jnuo, yyacteyrouee B GyHKLMOHMPOBaHWUM CucTeMbl Nan
MNonb3oBatesb Ho. y YIot Py U'.. P
Mcnonb3yrollee pesyibtatbl €€ GyHKLMOHNPOBAHMA
PykoBoacTtBo PykoBoacTBO agMunHuCTpaTopa
XocT Jroboe ycTporcTBO, KOTOPOE NOABEPraeTca CKaHMPOBaHMIO

Cucremom

AO «ANNTIKC-
OpraHu3aums-pa3pabotunk Cuctemsi

CODT»

ACY TN ABTOMaTM3MpPOBaAHHAA CUCTEMA YNPaBAEHNSA TEXHOOTMYECKMMMN
npoueccamu

b4 ba3a aaHHbIX

b NHdopmaymoHHas 6e3onacHOCTb

nC NHdopmaLmoHHasa cuctema

oC OnepaunoHHasa cuctema

no MNporpaMmmHoe obecneyeHune

PenosunTtopui B4 onpeaeneHnii npobaem 6e3onacHOCTM
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OVALdb

c3n CpeacTtBa 3alWnTbl MHPOPMaLUK

Cncrema MporpaMMHoe cpeacTBO aHanm3a 3awmuieHHocTn RedCheck
CYBA Cuctema ynpaBneHusa 6asamm gaHHbIX

y3 YuéTtHas 3anuce

depepanbHas cnyxxba Mo TEXHNYECKOMY M 3KCMOPTHOMY
KOHTPOJIHO

OCTIK Poccum

Common Platform Enumeration — nepeuncneHve o6Lwmx
nnatdpopm. CTpyKTypmpoOBaHHasa cxema nMmeHoBaHusa cuctem, MO u
CPE nakeToB MHGOPMALMOHHbIX TEXHONOTUI. BkitouaeT B ceba
dopmanbHbIn GopMaT MMeHU, METOA NPOBEPKN UMEH B CUCTEME U
dopmart onncaHma A8 NPUBA3KM TeKCTa U TeCTOB K MMEHMU

csv MimnopTt xoctoB 13 CSV-danna

Common Vulnerability Scoring System — o6wiasa oueHka
yasBmuMocTen. OTKPbITbIN CTaHAAPT, UCNOb3yeMbll ANS pacyeTa

CVSS KO/IMYECTBEHHbIX OLIEHOK YA3BMMOCTM B 6e30nacHoCTH
KOMMbHOTEPHOW CUCTEMBI, OBbIYHO C LieNbio NPUHATL ee
npvoputeT

DeMilitarized Zone — sgemununtapunsoBaHHas 30Ha, AM3. CermeHT
ceTu, coaep kallnin n NpeAoCTaBAAOWMIA OpraHm3aLmm
06LLef0CTYMHbIE CEPBUCHI, @ TakXKe OTAENAOLLMX UX OT OCTabHbIX
Yy4YaCTKOB JIOKa/IbHOW CETW, YTO NO3BOAAET obecneunTb
BHYTpeHHeMy MHGOPMaLMOHHOMY MPOCTPAHCTBY
AOMONHUTENbHYHO 3aLUMTY OT BHELLHWUX aTak

DMZ

Domain Name System — cuctema 4OMeHHbIX UMeH. TexHoorms,
KOTOpas oTBeYaeT 3a XxpaHeHWe 1 0b6paboTky nHGopmauum o

DNS AOMEHHbIX agpecax. IHCTpyMeHT ncnonb3yerca And
Npeobpa3oBaHNA JOMEHHbIX MMeH B IP-agpeca B MOMeHT
OTMNpaBKu NoJib30BaTeNieM 3arnpoca Ha cepsep

Full Qualified Domain Name — nonHoCTbIO onpeaeneHHoe nMA
AomeHa. [loMeHHOe 1MA, Of4HO3HaYHO onpeaensatoLLee y3en B ceTu
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HTML

IP-agpec
Kubernetes

PDF

SCAP

SSH
TCP

UulbD

VMware

@)Check

NHTepHeT. BkitouaeT B cebs MMeHa BCcex poanTeNbCKMX JOMEHOB

HyperText Markup Language — A3bIk pa3meTku runeprekcra.
CraHZapTM3NPOBaHHbIN A3bik pa3meTkn Web-cTpanuu,

Internet Protocol — «HTepHeT-npoTokon». Habop npaswmn,
peryavpyrowmx Gopmar AaHHbIX, OTMPaBASeMbIX Yepe3 NHTEepHeT
WAN NOKaNbHYHO CeTb

YHVKanbHbIV agpec, uaeHtnbuumnpytoLee yCTpOnNCTBO B
WHTEpHETE UM NOKaNbHOWN CeTU

MopTaTnBHas pacwmpsemas naatGopma c OTKPbITbIM UCXOAHbIM
KOAOM ANS yNpaBieHNAa KOHTEMHepPU30BaHHbIMK pabounmu
Harpyskamu u cepeucammu

Portable Document Format — mexxnaathpopMeHHbIN OTKPbITbIN
bopMaT INEKTPOHHbIX JOKYMEHTOB

Security Content Automation Protocol — npoTtokon aBTomaTu3saumm
ynpasieHus gaHHbIMK 6e3onacHocTn. Habop oTKpbITbIX
CTaHZapPTOB, ONpeAenaoWwmnx TexHmyeckme cneumbukaumm ans
npeacTaBieHns U obMeHa JaHHbIMK 6e30nacHOCTH

Secure Shell — «6e3onacHaa obonouka». CeTeBoi MPOTOKOA ANA
yAaNeHHOro ynpas/ieHVs onepaLroHHON CUCTEMOW C MOMOLLbHO
KOMaHZHOW CTPOKM M Nepesayn JaHHbIX B 3alIMPPOBaHHOM BUAe

Transmission Control Protocol/Internet Protocol — npotokon
nepesauv AaHHbIX B ceTn NIHTepHeT

Universally Unique identifier — yHMBepcanbHbI YHUKaNbHbIM
NAEHTUDUKATOP. YHUKANbHBIN NAEHTUdMKATOP, CreHepPUPOBaHHbIN
MaLUWHOW B OMpeseNeHHOM Arana3oHe

TexHonOrMA BUPTyanm3aLmmn cepepa, Co3jaHHasa Ans
KOHCOMMAALMN CEPBEPOB YPOBHA MPEANPUATUA, OPraHn3aLnm nx
HenpepbIBHOM PaboThbl, a TakxKe 419 pa3paboTunKoB.
Buptyanuzauwma tpebyetca ana Toro, 4tobbl passenvTb cepsep Ha
MHO>ECTBO M30/JMPOBaHHbIX APYr OT ApYyra BUPTyaibHbIX
BblA€/I€HHbIX CEPBEPOB
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XML eXtensible Markup Language — paclumpsembi f3biK pa3MeTku
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