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AHHOTauumA

[laHHOE pyKOBOACTBO SIBASETCS MOMOLLHUKOM ANS CUCTEMHBIX aAMUHUCTPATOPOB U
agMuHucTpatopoBs Vb, ocyuiecTBASIOLLMX YCTAHOBKY, HAaCTPOMKY W 3KCMayaTaLuio
NporpamMMHOro cpeacrea aHanm3a 3awmuweHHoctn RedCheck (manee — RedCheck,

Cucrema).
PYyKOBOACTBO COCTOMUT 13 CNeAYyHOLWMX Pa3AeNnoB:

= 1 3HakomcTtBo ¢ RedCheck

= 2 CucteMHble TpeboBaHu

= 3 YcraHoBka RedCheck Nix

= 4 ConpoBoxaeHune Cncremol

= 5 TepMuHbI 1 coKpalleHuns

Mpoun3BoanTenb MOXET BHOCUTL B PyKOBOACTBO M3MEHEHMSA, CBSA3aHHbIe C
yaydweHunem MO. AkTyanbHas Bepcus AOKyMeHTaLMM A HOBOW pesakLmm

PyKOBOACTBa HAaXOAWTCA Ha CalTe KOMMaHWUW.

yn. Masakosckoro, 4. 10, nom. VII, mkp. boaweso,
r. Kopones, Mockosckas 06s., 141090

info@altx-soft.ru / support@altx-soft.ru

Aapec cavTa
NPON3BOAUTENS:

Appec caliTa ToBapa: redcheck.ru
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MouToBbIV agpec:

altx-soft.ru


https://www.redcheck.ru/downloads/#block_1
mailto:info@altx-soft.ru
mailto:support@altx-soft.ru
https://www.altx-soft.ru/
https://www.redcheck.ru/

1 3HakomcTBO ¢ RedCheck

RedCheck NIX Ha faHHbI MOMEHT MMEET HECKONbKO OrpPaHUYEeHWNI:
=  OTCyTCTBYyeT BO3MOXHOCTb Windows-ayTeHTudurkauum (MCnonb3ys AOMEHHYHO
YUYETHY0 3aMnnchb) A4 BXOA4a B KOHCOb ynpaBaeHusa. na ayteHTudunkaumnm
MCMNONb3YyHOTCA 0KaNbHble nonb3oBatenn RedCheck;
= OTCYTCTBYET BO3MOXHOCTb BbIMOAHEHWSA 3a4aHNA AyanT YA3BUMOCTEN
obpazos Docker.
OTcyTCTBYOWMIA QYHKLIMOHAN HAaXOAMTCA B pa3paboTke 1 NOSBUTCA B CNEAYIOLLNX
BEpPCUSAX.

CopeprxaHmne

1.1 OcHOBHbIe cBeAeHUSA

= 1.2 Peno3sutopun OVALdb

= 1.3 Apxutektypa RedCheck

= 1.4 OYHKUMOHANbHbIE BO3MOXHOCTU

= 1.5 PoneBas moaenb RedCheck

= 1.6 Pepakuum RedCheck

= 1.7 JlnueHsnpoBaHue

= 1.8 Kak noayymnTb TeCTOBYHO BEPCUHO?

= 1.9 [MepeyeHb noaaepXxmBaeMbiX NAaTGoOpMm

1.10 INepeyeHb MHTErPUPYEMBbIX CUCTEM

1.11 Cay>xba TEXHUYECKON NOAAE XK

@)Check



1.1 OcHOBHbIe cBeaeHunA

Cucrema npegHa3HayeHa 4na ncnonb3oBaHusa NT-cneumnanncramm, cayxxkbamm UMb, a

Tak>Xe opraHamu no atrectaunm o6bekToB MHbOpPMaTM3aLmK.
Cuctema npyumMeHMMa A1 peLleHUA C/ieayrolnX 3aaau:

" LeHTpaAn30BaHHOE CETeBOE WM JI0KalbHOE OnpeaeneHne ya3BnumocTein
cuctemHoro u npuknagHoro MO, annapaTHbiX Niathopm;

= KOHTPOJb HacTpoek napameTpoB H6e3onacHoOCTH, cobatogeHna TpeboBaHnm
NOAUTUK 1 cTaHgapTos Ub;

"  WHBeHTapu3auma obopyaosaHusa u MO;

= KOHTPO/b LeNOoCTHOCTM $arnoB 1 KaTasoros;

" CO3jaHVe OTYeTOB MO pe3ynbTaTaM ayAuTOB.
O6bekTtamu ckaHnpoBaHua ansa RedCheck asasarorcsa:

= OC Microsoft Windows u Linux, B TOM uncne OTeYeCTBEHHbIE;
= ceTeBOe 0bopyaOBaHue;

= npotokoabl ACY TI71;

= CpeACTBa BMpTyanaunsauuy;

"  CpeACTBa KOHTEMHepu3aLmm 1 OpKecTpaLmu;

= CYB/;

= oducHble NakeTbl 1 gpyroe npuknagHoe MO;

Cuctema MOXKeT MCNO/Ib30BaThCA AJ1A peannsann mep 3awWwuTbl MHpopmaLmm
B NC u ACY, a Taioke ana obecneueHns 6e3onacHOCTU NepCcoHaIbHbIX AaHHbIX

B COOTBETCTBMM ¢ npukasamu PCTIK Poccun:

= N2 17 ot 11 dpeBpans 2013 r.;

]
10
N

1 o1 18 deBpans 2013 r,;
= N

10
=
—_

ot 14 mapta 2014 r,,
o)

N

3

= Ne¢ T 25 pekabpsa 2017 r,;


https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-11-fevralya-2013-g-n-17?highlight=
https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-18-fevralya-2013-g-n-21?highlight=
https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-14-marta-2014-g-n-31?highlight=
https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-25-dekabrya-2017-g-n-239?highlight=

B YacTu:
1. orpaHMueHua nporpammHom cpeabl (OMNC):

= ynpaBJeHWe YCTaHOBKOW (MHCTannsumen) KomnoHeHTos MO, B TOM unche:
= onpeAeneHne KOMMNOHEHTOB, NOAJIeXaLLNX YCTAaHOBKE;
"  HacTpoMKa napaMeTpoB YCTaHOBKM KOMMOHEHTOB;

" KOHTPOJIb 3@ YCTAHOBKOW KOMMOHeHTOB [10;
2. peructpauum cobbiTnii 6esonacHoctu (PCB):

= cbop, 3anncb 1 xpaHeHne nHPopmaLmm o cobbiTnAax 6e30NacHOCT B TeYeHn
YCTaHOBJ/IEHHOTO BPEMEHU XPaHEHMS;
"  MOHWTOPWHT (MPOCMOTP, aHaAn3) pe3yabTaToOB pPerucTpaLmm cobbiTui

6e30MacHOCTM 1 pearMpoBaHme Ha HUX;
3. KOHTponAa (aHanusa) 3awmnweHHocTn uHpopmauum (AH3):

= BbIiBNEHMWE, aHanu3 ya3BmmMocTer VIC n onepatmBHOe yCTpaHeHWEe BHOBb
BbIABNEHHbIX YA3BUMOCTEWN;

=  KOHTPOAb yCTaHOBKMN 06HOBAeHUI 1O, Bkatouas obHoBaeHure MO cpeacTs
3aWwmThl MHGOPMaL MK,

"  KOHTPOJb paboToCnocobHOCTKN, MapamMeTpPOB HAaCTPOWKM 1 NPABUABHOCTHU
¢yHKunoHmposanua MO n C3U;

= KOHTPOAb cOcCTaBa TexHnyeckmx cpeacts, [0 n C3;
4. obecneueHuns yenoctHoctn NC u nupopmaumm (OLJ):
= KOHTpoAb uenoctHoctn MO, Bkatoyas MO C3U;
5. 3awmnTbl cpepbl BUpTYyanmsauum (3CB):
=  KOHTPOJb LIeJIOCTHOCTM BUPTYasbHON MHOPACTPYKTYpbl U €€ KOHbUrypauumy;

6. ynpaBneHusa koHpurypauuein UC n cucrembl 3aluTbl NePCOHaNbHbIX AAHHbIX

(YK®D):

.@)Check



= ynpaB/ieHVne naMeHeHnAMn KoHourypaumm NC n cnctemsl 3awmTbl
MepCOHaNbHbIX AaHHbIX;
= JOKyMEHTUpPOBaHWe NHPopMaunn (4aHHbIX) 06 N3MeHeHUAX B KOHGUIypauum

NC 1 cnctemMbl 3alUmMTbl MEPCOHANbHbIX AaHHbIX.

Cuctema MOXET UCMO/Ib30BATLCA 418 peaau3aumnm Mep no obecneyeHmto
6e30MacHOCTN 3HaUVMbIX OB BEKTOB KPUTUUECKOM MHGOPMALMOHHOM
NHPPaCTPYKTYypbl B COOTBETCTBUM C npurkazoM PCTIK Poccnm N2 239 ot 25 aekabps

2017 r., B vactu:
1. napentudunkauma n ayrentnpukauma (MAD):

" MHBEHTapu3aLms MHPOPMALMOHHBIX PeCYpPCOB;
" aHa/An3 YA3BUMOCTEN U X YCTPAHEHME;

= peructpauus cobbiTni 6esonacHocTy;

"  MOHUWTOPWHI 6e30MacHOCTY;

" NpOBeAeHNE BHYTPEHHWX ayANTOB;

" MpPOBEAEHMNE BHELLIHMWX ayAMTOB;
2. obecneueHue yenocrHoctu (OL):

= KOHTpOAb uenoctHoctu M0O;

=  KOHTPO/b LLeJOCTHOCTM MHOpMaLmy;
3. ynpaBneHue KoHpurypaumen (YK®P):

= naeHTMdMKaumsa o6beKTOB yripaBaeHUs KoHburypaumen;
= ynpaB/ieHVe N3IMEHEHVAMY;

"  KOHTPO/b AEUCTBUI MO BHECEHUIO U3MEHEHUN;
4. ynpaBneHue obHoBnaeHuamu MO (OMNO):

" MOWCK, NoayyeHne obHoBaeHn 1O OT LOBEPEHHOIO NCTOYHMKA;
"  KOHTPOJb LLeNoCTHOCTM 06HOoBAeHMN 10;

= ycTaHoBKa obHoBneHuu lO.

,@)Check


https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-25-dekabrya-2017-g-n-239?highlight=

RedCheck BHeceH B rocysapCTBEHHbIN peecTp cucTeMbl cepTudmrKaLmm Cpeacts
3aWWMTbl MHGOPMaLMK NO TpeboBaHMAM 6€30MacHOCTM MHPOPMaLMN N UMeeT

ceptudukat coorsetctemna N2 3172 ot 23.06.2014.

RedCheck BHeceH B EgMHBIN peecTp pOCCUUCKUX NPOrpamMM A/sl SNEKTPOHHbIX

BbIYMCAUTENbHbIX MaLlWWH 1 6a3 AaHHbIX, HOMep B peecTpe — 765

,@)Check
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~———.  CHCTEMA CEPTH®UKALIN
~ CPEJICTB 3AIIUTHI TH®OPMAIN

.

.

s ITO TPEEOBAHUSIM BE3OIIACHOCTU UH®OPMALIUA
ST

kg ; Ne POCC RU.0001.01BH00 5 CZ

CEPTUDUKAT COOTBETCTBI/I}I%

Ne 3172

BHeceH B rocy/japCTBeHHBIi peecTp CHCTeMbI CepTUhH
CPe/CTB 3aI{UThl MH(OpMaLuH 110 TpeboBaHkAM Ge30MacHOCTH MaLH
23 mionst 2014 1.

Boigan: 23 utons 2014 1.
[elicTBuTenen fo: 23 utoHs 2020 r.
CpoK JieHcTBUs IPOANIEH A10: 23 HroHst 2025 T.

Hacrosmuii ceprudukar yzocToBepsier, uTo
RedCheck, paspaboranHoe u npoussogumoe AQ «

KOHTPO/Il  (aHa/M3a) — 3alMIIEHHOCTH  MHGOPMALHM
7 110 6e30MacHOCTH MH(pOPMALH,

COCTaB/ISIOIMX TIOCYAPCTBEHHYIO TaifHy, COOTEETCTB
MH(POPMALMH, YCTAHOBJIEHHBIM B 0KyMeHTe «Tpe6osa
BV, JEXHMUECKOH 3alUTBl HH(OPMALK
OHHBIX TexHosmorui» (PCTIK Poccun,

yCTaHaB/IMBAIOL{{e YPOBHH [OBEPHUSl K CP
U cpeficTBaM obecrieyeHus 6e30macHOCTH
opusix TY AJIMHKO.501410.RC02-01
HBeJIeHHbIX B (hopmy/sipe AJIMEO.501410.

a/M3a 3aMUIEHHOCTH
DT», AB/IAETCS CPEACTBOM
e Ccojiep)Kallleld  CBe/ieHui,
eboBanmsaM 1o GesoracHocTH

2018) - o 4 ypOBHIO JIOBEpHs H Tex
TIPY BBITIOJIHEHWM YKa3aHUH 110 9KCIUT
RC02-01.30.

Ceprudukar BbIZaH Ha
0QOPMJTEHHOTO 10  pe3yJIbTaT:

0] TeXHWYecKoro 3axkmoueHus ot 10.03.2014,
epTU(QUKAIIMOHHBIX ~ MCIBITAHHH  HCIIBITATe/EHOM
naboparopueit 000 (arTectar  akkpegurami  or  11.04.2016
Ne C31 RU.0001.01BM 00 CIIePTHOTrO 3aKmoueHus oT 19.05.2014, odopmierHoro
OpraHom 10 cepTHd: DPAY «'HUMU TIT3U OCTOK Poccum» (arrecrar
akkpeaurapu or 05.05.2 C3M RU.0001.01BM00.A002), TeXHHYeCKHUX 3aK/IFOUEHHH
or 25.05.2017, 13409:2018 30.09.2020, odopM/IEHHBIX I10 pesy/IbTaTaM HCILITAHUH
HUCIbITaTe/IbHOM Jidboparopueri OO0 «LIBW», u 3KcrepTHOro 3akmodyenus ot 17.11.2020,
ochopmIIeHHOTo opraHoM Mo ceprudukaryu PAY «THUUU ITT3U ®CTIK Poccun».

Tenb: AO «AJITOKC-CODPT»
141067, Mockosckas 061., I. Kopones, MKp-H Bomueso, yi1. MasKoBCKOro,
A. 10A, mom. VII

|
[ B |
B./TroTukoB
p cept p i IPOAYKIHH, ¥ i B HacToALeM cepTHQHKATe COOTBETCTBHS,
Ha obsekTax (0Gbexrax unpop ) A NPA # 0 Heii B rocyaapc peectpe

CPeACTB 3auHThl uudJo;:Ma:(uu 10 TpeboBanmAM Ge3onacHOCTH HHGOPMALMK

Cucrema ceptndumumpoBaHa Ha Tepputopumn Pecnybavkm benapycb 1 umeet

ceptndukat cootsetcteua N2 BY/112 02.02. 036 01130 ot 05.06.2020.

REDCheck
‘«)’



dsisistatstatsistatatatatatatatatel

HALUMOHAJIBHAA CUCTEMA TTOITBEPXJIEHHWS COOTBETCTBUA PECITYEJIHKH BEJIAPYChH

AKKPEMTOBAHHBIH OPra 1o cepruduKarim . w {
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1.2 Peno3sutopuin OVALdb

NHdopmauymoHHom 6a3on Cuctemsbl sBaseTcs Peno3ntopuin npobaem 6e3onacHoCTu
OVALdb (zanee — Peno3utopuin, OVALdDb), pazpaboTaHHbIii 1 conpoBoxaaembin AO
«ANTIKC-CODT».

Peno3utopuin OVALdb sBasieTca oTKpPbITbIM M pa3MeLLeH Ha

caute https://ovaldbru.altx-soft.ru/.

NHdopmauma B Peno3ntopumn npeactaBieHa Ha OCHOBE A3bIKOB W KaaccndurkaTopos,
Bxoaawwmx B [Npotokon AsTomatmsaumnm KoHteHTa beaonacHoctu (SCAP, Security
Content Automation Protocol). OnpeaeneHns ya3BMMOCTEN BbINMOAHEHbI Ha A3bIKe

OVAL (Open Vulnerability and Assessment Language).

Kpome koHTeHTa, paspabotaHHoro komnaHunen AJITOKC-COPT, ero cogep>kaHune
CMHXPOHM3MPOBAHO C 3KCMEPTHbIMU pecypcamu, Takmumm kak BAY ©®CTIK Poccun,
HKLKW, 6ronneteHn nponsBoamTenen n pas apyrmx MexayHapoAHbIX 3KCNEePTHbIX
CNpaBOYHMKOB. [leprnoanyHoCcTb NyHAMKaLUN HOBbIX ONpeseneHuii coctaBaset 2-3
AHA B COOTBETCTBMM C MybAMKaumaMmn 3KCNepTHbIX PeCypcoB 1 NponssoguTenen. B
cnyyvae obHapy>XeHUs KPUTUUYECKOW 1 PacnpOCTPaHEHHOW YA3BUMOCTM, MHOOpMaLma

B PENO3UTOPUN NOABAAETCA B TOT XXe€ AEHb.

NHubopmaumsa aBnsetcs obLLes0CTYNMHOM 1 MOXET CBOBOAHO NCMONb30BaThCA
Nto6bIM 3aMHTEPEeCOBaHHbIM YaCcTHbIM AW FOPUANYECKUM IULIOM B
nccneAoBaTeNbCKUX UAN COBCTBEHHDIX LIENIAX, UCKAOYas KOMMepYeckoe
MCMoNb30BaHWe, B TOM YMCae BCTpanBaHve B BUAE KOMMOHEHTOB B Apyrue

NporpaMMHble MPOAYKTbI.

,@)Check

13


https://ovaldbru.altx-soft.ru/

1.3 Apxurektypa RedCheck

RedCheck coctont 13 nepeyHs KOMNOHEHTOB, pa3paboTaHHbIx AO «AJITIKC-CODT»

B paMKax eAnHOWN NnaTdopMbl, CMOCOOHbBIX GYHKLIMOHMPOBATb Ha BblAeNEHHbIX

cepBepax 1 B COOTBETCTBUW C MCMOAb3yeMOou anueH3nen. NoaaepxxmBaeTcs

yCTaHOBKa BCEX OCHOBHbIX KOMMOHEHTOB Ha O4WNH CepBEP MNMpPn CKaHNPOBaHNN ManblX

cetel. MprMep pacnpeseneHHOro pacnoioXeHs KOMMOHEHTOB NPVBEAEH Ha

PUCYHKE HUXe.

RedCheck Update Server aBnserca Heobs3aTenbHbIM KOMMOHEHTOM U

nnueH3npyetcs otaenbHo. YcraHoska RedCheck Update Server npounssogutca B
DMZ-cermeHTe ceTn an1a 06HOBNEHNS KOHTeHTa beaonacHOCTK 6e3 gocTyna K ceTn

NHTepHeT co ctopoHbl komnoHeHTa RedCheck Sync.

sync.alt)i:goft.ru
syncN.altx-soft.ru

8080/HTTP
443/HTTPS

REDCheck Users

€————443/HTTPS—————

4——445/SMB

K]
k)

L o 4

REDCheck Update Server

2B

REDCheck WEBClient

5432/TCP

R
b [ 5B)
1433 /TCP

REDCheck Sync

8081/HTTP
444/HTTPS

5432,
1433

REDCheck REST API

/TCP
/TcP

Yv

i -TCP/UDP:

v | D

REDCheck Scan

5432/TCP
1433 /1CP

SQL Server

8081/HTTP
444/HTTPS

<3

Integrations

RedCheck moxeT ncnonb3oBaTtb HECKOIbKO cnyx6 ckaHnpoBaHua (RedCheck Scan), B
COOTBETCTBUWN C UCMOJ/Ib3YEMOW NNLLEH3NEN.

REDCheck
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1.4 ®yHKUMOHaNbHbIE BO3MOXXHOCTU

B npouecce BbiINOAHEHMSA BCEX TUMOB 3aZaHnin He TpebyeTcs ocTaHOBKa UK
nepe3anyck CEpPBUCOB Ha KOHEYHbIX XOCTaXx.

O6Hapy>keHue XOCTOB

RedCheck BbInOAHAET MONCK aKTMBHBIX XOCTOB U KOHTPO/Ib LLeNOCTHOCTM CETM MO
3aZlaHHOMY NyJ/y ceTeBbIX agpecoB. [na obHapy>XeHHbIX B CETU XOCTOB OnpeaenaeTcs
nx IP-agpec, DNS, FQDN, NetBIOS, Tmn onepaynoHHON cncteMbl. Takxke nMeeTcs
BO3MOXHOCTb onpeaenntb Haanume areHta RedCheck. Mo pesynbtatam BbINOAHEHMA
3aZ,aH1A BMepBble BbiABAEHHbIE XOCTbl MOTYT O6bITb UMMNOPTUPOBAHbI B O4HY 13

cywecTtBytowmx rpynn Cuctembl, WA 3KCNOPTUPOBaHbI BO BHELLHWI dauin.
CkaHupoBaHwue BbiNosiHAeTCA 6e3 NpuBMaernim B pexxmMme YepHoro awuka.
Ayaut B pexxume «lleHTtecr»

B pamkax gaHHoro ayauta RedCheck no3sonsert BbINOAHUTL ceTeBOe CKaHMPOBaHWe
6e3 npuBuaerun B pexxume YepHoro fawmka. Ayamt B pexnme «[TeHTecT» MoxeT
BbIMONHUTb CIeAyHoLLMEe TUMbl CKAHUPOBaHUI B pamMKax OAHOrO 3ajaHus:
CkaHMpOBaHMe NOPTOB — MPOBEAEHNE CETEBOM MHBEHTapu3aumm 6e3 npuBmaernm
Ans onybankoBaHHbIX CNy>K6 Kaxaoro xocta, BbisiBneHwue MO v ero Bepcuy;

Mounck ya3BMMOCTeN — NpOBeAEHME ayauTa yAa3BUMOCTeN H6e3 npuBmaerum ¢
BbINOJIHEHVEM AOMOJNHUTENbHbBIX CKPUMTOB A1 BbISBAEHHOIO MO UTOraM CeTeBOW
nHeeHTtapwmsauun lO.

MNoabop naponen — BbINOJHEHWE NoAOOpPa Naposien Ha OCHOBE YKa3aHHbIX

cnoBapeu ana Tpebyembix ceTeBbIX CyXO.
AyauT yasBmmocrten

RedCheck BbinosHAET LieHTpasn3oBaHHOE CETEBOE MW IOKabHOE CKaHMpPOBaHWe

XOCTOB Ha Hannuune ysazsumocten OC, obuecncremHoro v npuknagHoro MO, a Takxe

.@)Check
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ceTeBoro obopygosaHus. CkaHMpoBaHWe BbINOAHAETCA MO0 C UCNO/Ib30BaHNEM
areHta RedCheck, nnbo Ha ocHoBe 6e3areHTHOM TEXHONOTMM C UCMOb30BaHMEM
NPUBUAETMPOBaHHbIX y4eTHbIX 3anucen (benbin awmk). Bo Bpems ckaHMpoBaHus
COMOCTaB/IAETCA COCTOAHNE NapaMeTPOB CUCTEMbI CUTHATYpPaM YA3BMMOCTEN,

copepxawmxca B otkpbitom Penosmtopun OVALdb 1 onuncaHHbix B popmarte SCAP.
AyauTt o6HOBAEHMA

RedCheck no3sonsetr obHapy>unTb HeYCTaHOBNEHHblIE OOHOBAEHWNS 6€30NacHOCTM Ha
y31ax cetm n cbopMmnpoBaTb HEOOXOANMbIE CChbINKWN ANS 3arPy3KW HEAOCTAROLLNX
obHoBneHmn. O6bekTaMu ayanTa ABASAOTCA aKTyalbHble KINEHTCKNE U CEPBEPHbIE
Windows u Linux onepaLmnoHHble CUCTEMBbI, @ TaKXe LUMPOKUIM NepeyeHb Apyroro

obuiecmcteMHoro n npuknagHoro MO nan ceteBoro obopyaosanus (1.9 MepeyeHb

noasep>XvBaemblx NaatGopm). PesynbtaT ayanta OOHOBAEHUI COAEPXKUT:

HaVMeHOBaHMA OOHOBNIEHNI, CBEAEHMA O PUCKAX, CBA3AHHbIX C OTCYTCTBMEM
HeAoOCTaroLwero 06HOBNEHNA Ha y31e CeTU, CCbIKY Ha NPOV3BOAUTENS, 3aABUBLLETO O
BbIXOA€e OBHOBNEHWA, CCbINKY Ha peno3uTopuii (6a3y), rae XpaHATCa AOCTYMHbIe ANS

3arpy3kv 0H6HOBAEHMUS.

CkaHupoBaHwue BbiNosiHAeTCa Mbo ¢ ncnonb3oBaHneMm areHta RedCheck, nmbo Ha
OCHOBe 6e3areHTHOM TEXHONOMMM C UCMO/Ib30BaHNEM MPUBUAETMPOBAHHbBIX YYETHbIX

3anucen (benbin aWmK).

B RedCheck peannsoBaH mexaHn3m ynpaBaeHa 06HOBAEHNAMU COBMECTHO CO

cny>xb6om WSUS.
Ayant KOHPpUrypaumm

RedCheck no3Bonset aBToMaTn3npoBaTh NPOLLECC KOHTPOJIA MapaMeTpoB
6e30MacHOCTM N OCYLLECTBAATL OLEHKY COOTBETCTBMA MHOOPMALMOHHBIX CUCTEM, ee
OTAENbHbIX KOMMOHEHTOB MW XOCTOB, CTaHAApPTaM, NOANTMKAM 6e30MmacHOCTY,
peKkoMeHAaLMsaM BEHA0POB UAN APYFMM «MPU3HaHHBIM NpakTukam» (best practices).
RedCheck copep>xunt 60abL10e KONMYECTBO rOTOBbIX KOHOUIypaLmin, pa3paboTaHHbIX

Ha OCHOBe TpeboBaHM MeXAyHaPOAHbIX CTaHAAPTOB 1 pekomeHaaumu. MNoaaepxka
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cTaHgapTtm3oBaHHoro popmarta SCAP no3BoaseT nosb3oBaTenaM 3arpyxarb

CTOPOHHME KOHDUTypaLmm, Uiy UCnonb3oBaTb COOCTBEHHbIE.

CkaHupoBaHwue BbiNoiHAeTCA MbOo ¢ ncnonb3oBaHneMm areHta RedCheck, nmbo Ha
OCHOBe 6e3areHTHOM TEXHONOMMM C NCMO/Ib30BaHNEM MPUBUIETMPOBaHHbBIX YYETHbIX

3anucen (benbi ALWNK).
NuBeHTapusaums

RedCheck no3Bonset nosyyatb geTanbHyt0 MHGOPMaLMIO 06 annapaTHbIX U
NPOrpaMMHbIX CPeACTBaX CKaHNMPYEMbIX XOCTOB, BKAKOYAA: TUMbl U ONUCaHWe
obopysoBaHNs, BEPCUMU U peAakLinmn OnepaLMoOHHbIX CUCTEM, YCTaHOB/IEHHbIE NaKeTbI
0bHOBNEHMI U UcnpaBaeHnin, yctaHoBaeHHoe [0, 3anyueHHble cy>bbl,
nosb3oBaTeneun u rpynn, ceegeHusa o6 obwmx nankax. Fnybokas getaansayms
OTYETOB N UCNOAb30BaHNE GYHKLMM KOHTPONb NO3BOAET OTCIEXMBATL CaMble
He3HauyuTeNbHble N3MEHEHMA B COCTaBe NPOrPaMMHOroO 1 anmnapaTHoOro

obecneyeHns cetn. PeannsoBaHa BO3MOXHOCTb MHBEHTapu3auum obpasos Docker.

CkaHunpoBaHwue BbinoaHAeTcA nnbo ¢ ncnonb3oaHnem areHta RedCheck, nmbo Ha
ocHoBe 6e3areHTHOM TEXHO/IOTMM C UCMONb30BaHWEM NPUBUAETMPOBAHHbIX YUYETHbIX

3anucen (benbin aWmK).
®Pukcauma (KOHTPOJb LLE/IOCTHOCTH)

RedCheck MoxeT 06Hapy>X1Tb 1 ONOBECTUTb O HECAHKLMOHMPOBAHHbIX N3MEHEHUSAX
Le/IOCTHOCTN B KOHOUIYpPaLMOHHbIX paiinax, nankax, BeTkax peectpa (aBTo3arpyska,
dann hosts, dann KOHPUrypaLnm MexxceTeBoro skpaHa). BkntoueHme pexurma
KoHTpo/ib NO3BOASET C 3aZ,aHHON NEPUOANUYHOCTBHO OCYLLLECTBASATbL MPOBEPKY

LLle/IOCTHOCTW 3TaIOHHbIX Gannos.

KoHTponb LenocTHocT nanok 1 ¢ansoB oCyLLeCcTBAAETCA NO BbIBpaHHOW Macke
HaVMeHOBaHMA METOAOM KOHTPOJbHOIO CyMMUpPOBaHuaA no aaroputmam MDS5, SHA1,

SHA256, SHA512, TOCT 34.11-2012.

,@)Check
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CkaHupoBaHwue BbiNosiHAETCA MbOo ¢ ncnonb3oBaHneMm areHta RedCheck, nmbo Ha
OCHOBEe 6e3areHTHON TeXHONOTNWN C UCMOIb30OBaHNEM NMPUBUNETMPOBAHHbIX YYETHbIX

3anucen (benbin AWMK).
Ayput CYB/

®yHkuma Ayamnt CYB/J, B RedCheck npeaHa3HaueHa ana npoBepkn COOTBETCTBMA

napamMeTpoB KOHOUrypaumm uam noamtmke 6e3onacHoCT, HanprmMep:

= TpeboBaHMIO K NaPO/IbHOW MOANTUKE;
= TpeboBaHWIO K MeTOAaM ayTeHTudunKauuy;
= TpeboBaHWIO K pasrpaHMyeHnto goctyna b/,

= TpeboBaHMIO K pe3epBHOMY KOMMPOBAHUWIO U BOCCTaHOB/eHMIO B/,

CkaHupoBaHwue BbiNosiHAeTca Mbo ¢ ncnonb3oBaHnem areHToB RedCheck, imbo Ha
OCHOBE 6e3areHTHON TeXHONOTUWN C UCMOIb30OBaHNEM MPUBUNETMPOBAHHbIX YUYETHbIX

3anucen (benbi AWNK).
AyauT cuctem KOHTeliHepu3sauum

RedCheck no3Bonset npoBoANTb KOMMAEKCHbIA ayAnT 6e30macHOCTM Aaa 06pa3oB u
KOHTeNHepOoB, peasn3oBaHHbIX Ha 6a3e naatdopmbl KOHTeMHepu3aunn Docker, a
Tak>Ke CUCTeMbl OpKecTpaumm n macwtabuposaHma Kubernetes. B pamkax gaHHOM
GYHKUMM AOCTYMHbI NPOBEPKN Ha YA3BUMOCTU, KPUTUUHbBIE HEYCTaHOB/IEHHbIE
0bHOBNEHMA 6e30NacHOCTH, HEBEPHbIE HACTPOWMKIN NapaMeTpoB KOHUrypaLmnin,
NHBEHTapu3aLma, GrKcaumsa U KOHTPOb LLeIOCTHOCTU. B pamkax LwTaTHbIX
dYHKUMOHaNbHbIX BO3MOXHOCTEN AOCTYMNHa OTAe/bHasA 3aja4va NpoBepKu

ya3BuMocTen dannoB-obpazos Docker ¢ yueToM apXuTekTypbl CIOEB.

CkaHupoBaHwue BbinoaHAeTca Aambo ¢ ncnonbzoBaHuem areHta RedCheck, nnbo Ha
OCHOBe 6e3areHTHOM TEXHO/IOTMM C UCMONb30BaHWEM NPUBUAETMPOBAHHbIX YUYETHbIX

3anucen (benbin AWmK).

Ayaut yassumoctein ACY TN

,@)Check
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AyawnTt yassumocten ACY Tl npegHa3HayeH 419 NpoBeAeHVA MPOBEPOK Ha Hannumne

ya3BumocTen npoTtokosos ACY Tr1.

BbisiBNeHWe yA3BMMOCTEN MPOBOAMTCA NYTEM COMOCTaBAEHNA CUTHATYP, XPaHALLMXCA
B b/l RedCheck, ¢ naeHTMdnKauMOHHbIMY CBEAEHMAMM O 3aNyLLEHHOM W

ony611koBaHHOM Ha ckaHupyemom xocTe [10.

CkaHWpoBaHWMe BbINOJIHAETCA Ha CETEBOM YPOBHE, 6€3 MCNoAb30BaHUA NPUBUAETUIA

WV YUYETHbIX 3anncen (YepHbl AWmK).
MpoBepka pocTynHOCTH

RedCheck obnasaeT BO3MOXHOCTbHO MPOBEPKM AOCTYMHOCTU A0HABNEHHbBIX XOCTOB
A5 NFOObIX CUCTEMHBIX PEXUMOB CKaHUPOBaHMWsA ¢ npusmaervsamn (beabiin awmc),
YyUMTbIBas HACTPOEHHbIE TPAHCMOPTbI/NPOTOKObI AOCTYMNa N YYETHbIe 3anncK

RedCheck gna ckaHnpoBaHwms.

Pe3ynbTaToOM BbIMONHEHWA 3a4aHUA ABAAETCA MHDOPMaLMsa O AOCTYNMHOCTU XOCTa ANs
BbIMNOJNHEHMWA CKAHUPOBaHWA C NpuBmaervaMmmn (benblin AWwmk), N1M60 KOHKPETHbI

OTCYTCTBYHOLLUMI NapamMeTp HaCTPOUWKMW.

CkaHunpoBaHwue BbinoaHAeTcA nnbo ¢ ncnonb3oaHnem areHta RedCheck, nmbo Ha
ocHoBe 6e3areHTHOM TEXHO/IOTMM C UCMONb30BaHWEM NPUBUAETMPOBAHHbIX YUYETHbIX

3anucen (benbi AWMUK).

3ap,aH|/|;| MOTYT BbIMOJNHATLCA KaK MO pacnmMCcaHnio, TakK 1 Mo Tpe6OBaHI/II'O.

AokymeHTUpoBaHue pe3synbtatoB ayauTta (OTueTbl)

®yHkuma JokyMmeHTUpOBaHMe pe3yabTaToOB ayAunTa NO3BOASET MO UTOry NMPOBEPOK
cbopmupoBatb otuet B Cnucteme u coxpaHutb ero B dann popmata HTML, PDF, MHT,

CSV vam XML.
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CncTema NO3BONSET OCYLLECTBAATL OTNPABKY OTYETOB MO 3/NEKTPOHHOW NouTe, a
Tak>Xe 3KCMOPTUPOBaTh Pe3y/abTaTbl MPOBEPOK B MPOrpamMMbl CTOPOHHMX

opraHusaumm.
®PyHkuma KoHtposab

[aHHas onuma no3BosseT BbiIbpaTb pe3yabTaT CKaHMPOBaHUA HEOHBXOANMOTO

3a4,aHMA AN CPABHEHMSA C MOCAEAYIOLNMM pe3yibTaTaMu TOro Xe 3ajaHus (3TaloH).

KoHTponb paboTtaeT ¢ 3agaHmamm AyanTt yazBUMOCTer, AyanT KOHPUrypaumm,
NHBeHTapu3auma n dukcaumna. CpaBHEHWE HOBbIX OTYETOB C 3TaJIOHOM MO3BOAAET

yBUAETb Nponsowlejuine nusmMmeHeHMA Ha XocTe.
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1.5 PoneBasa moaenb RedCheck

B RedCheck ans pa3rpaHunyeHus npaB fOCTyna peasv3oBaHa posieBas MOAEb.
Monb3oBaTtensiMm CUCTEMbI MOTYT ObITb JOMEHHbIE U JIOKa/IbHbIE YYETHbIE 3aMUCK

OC, a Takke nokanbHble noab3osatenn RedCheck (4.1 HacTtpolika poaesow

MOJeJin). Ponb nosnb3oBatensa B Cnucreme onpeaenaeTca ero NPpUMHagi1eXXHOCTbHO K

oAHOW M3 yeTblpex rpynn 6esonacHoctn RedCheck:

= REDCHECK_ADMINS - Cynepnonb3oBares;

= REDCHECK_ADMINIS — AamuHuctpatop WB;

= REDCHECK_SYSTEMS - CucteMHbIN AAMUHUCTPATOP;
= REDCHECK USERS - lNonab3oBatenb UB.

lNMepeueHb BO3MOXXHOCTEUN pOJiIeN NoJib30BaTesIen

RedCheck

YHpaBneHme — BO3MOXHOCTb CO34aBaTb, MPOCMaTpuMBaTb, N3AMEHATb U YAaNATb

HassaHwe poan MepeyeHb BO3MOXHOCTEW

= O6nasaet BCeMU BO3MOXHOCTAMU B paMKam
paboTbl ¢ KOHCONbIO ynpaBneHusa RedCheck

Cynepnonb3oBaTtesb

* YnpasaeHue xoctamu (+1MMOPT / 3KCNopT);

* YnpaBneHwe rpynnamu;

= [IpocMOTp yyeTHbIX 3anuceu;

* YnpasneHve 3ajaHuAMY;

= [lpocmoTp 1 yaaneHne pesy/ibTaTtos
CKaHWpOBaHus,;

* YnpaBneHune ¢yHkumen KoHTposb ans
BbINOJIHEHHOrO 3ajaHunA

* YnpaBneHwe oTyeTamy;

* YnpasneHue npodpunamm ana Ayamta
yA3BUMOCTEN / KOHDUTYypaLumi;

* YnpaB/ieHune noab3oBaTenaMun aaa paboTbl €

.‘
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RedCheck

= 3anycK CMHXPOHM3aLWW U UMMOPTUPOBaHNE
OVAL-curHatyp;

= [lpocMoTp XypHana cobbITUM 1 CrpaBKn O
nporpamme;

* YnpasneHue xoctamu (+1MMOPT / 3KCNopPT);

* YnpaBneHwue rpynnamu;

*  YnpaB/ieHNE YYETHbIMUN 3aNnCAMY;

= [lpoCcMOTp CBOWCTB 3ajaHNiA;

* YnpasneHue npodunamu ana Ayauta

CncTeMHbIN ya3BUMOCTeN / KoHbUrypauui;

aAMUHMCTpaTOop =  W3meHsaTb HacTponkm RedCheck (+cmeHa
JINLUEH3NOHHOIO K/HYa);

= 3anyck 1 HacTpOMKa CUHXPOHM3ALUN KOHTEHTa
6e3onacHocTy;

= [lpocMoTp XypHana cobbITUI 1 CrpaBKn O
nporpamMmme;

= [1pOCMOTpP CBOWCTB XOCTOB;

= [lpocMoOTp CBOWCTB rpynm;

= [1pOoCMOTp yUeTHbIX 3anucen;

= [lpoCMOTp CBOWCTB 3ajaHnii;

= [lpocMOTp pe3ynbTaToOB CKaHMPOBAHMS;

= [lpocmoTp paboTbl PyHKUMK KOHTpOAbL And
OTyeTa BbINOJHEHHOrO 33a4aHua

= [lpocmMOTp OTYEeTOB;

= [lpocmoTp npodunen ana Ayanta yassmmocTten /
KOHUrypaumi;

" 3anyck CMHXPOHM3aLMM KOHTEHTa 6e30nacHOCTY;

= [lpocMoOTp crnpaBku O Nporpamme;

Nonb3oBatenb Vb
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1.6 Pepakuum RedCheck

RedCheck goctyneH B ueTbipex pegakumax:

Professional — Bk/itouaet B cebsi oCHOBHOM Habop BO3MOXXHOCTeNn CUCTEMbI Ans

MOHUTOPWHIa u yrnpasJeHNA 3aWNLLEHHOCTLIO cetem KOpPNopaTnBHOIO YPOBHA.

Expert — Bkntoyaet Bce yHKLMUN 1 CKaHMpyeMble NaaTtdopMbl, NO3BOAAET
NPOBOANTL KOMMIEKCHBIN ayanT 6e3onacHocTn obpa3oB Ha H6a3se naatdopmel

KoHTenHepwusaumm Docker n cuctembl opkectpaumm Kubernetes.

Enterprise — o6nagaet Bcemy nmerownmMmcs GyHKLMOHaNbHBIMW BO3MOXHOCTAMM
CucTembl. Pejakums opveHTUpPOBaHa Ha KpyrnHble n pacnpeaenéHHblie IC n

ob6nazaeT BO3MOXHOCTbHO MOAKIOUEHUA JOMONHUTENbHBIX MOAYEN CKaHNPOBaHWS.

®yHKLUNOHaNbHbIE
BO3MOXHOCTU

OYHKUWMOHAJIbHBIE BO3MOXHOCTU

ObHapy>xeHune XocToB

Professional Enterprise

Ayaut B pexunme «lleHTecT»

AyauT ya3BUMOCTeW

Ayant obHOBAEHMI

AyanT KOHOUTypaLmii

VlHBeHTapI/BaLl,I/IFI

(DI/IKcaLI,I/Iﬂ N KOHTPOJ/1b

REDCheck
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Ayant CYB/[, + + +

3a AONOAHUTENbHYO naaTy (MO KOANYecTBy
XOCTOB)

Ayawnt yassumocten ACY TN

AyanT yasBumocTen obpasos
Docker

[NpoBepka AOCTYNHOCTH + + +

OtueTbl N0 pe3yabTatam
ayautos

OBBEKTbl CKAHUPOBAHWA
OC Windows u Linux +

CeTeBoe obopyzsoOBaHue + + +

3a AOMNONHUTENbHYIO NAaTy (MO KOANYECTBY
XOCTOB)

CpegacrtBa BUpTYyannsaumm + + +

CpegactBa KOHTEMHepU3aLLMm 1
opkecTpaumm

CYb/, +
NONONHWUTENIbHbIN CEPBIC

CepTndvruympoBaHHas Bepcua
Cucremsl

ApanTauma KoHoUrypaumm 3a AONOJIHUTENIbHYIO NaaTy +

PaspaboTka nHANBMAYaNbHbIX

MpoTokoabl ACY Tl

3a AOMONHUTENBHYHO Naaty

KOHUrypaumi 6e3onacHoCcTu
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oo

24



PaCLLII/IpeHHaFl nogaep>kKa 3a JOMONHUTENbHYHO NaaTy +

APXUTEKTYPA N MACLLUTABUPYEMOCTb

MopkntoveHme
AOMONHUTENBHbBIX CNYXXO

— + +
CKaHMPOBaHMA (NMLEH3NPYHOTCA
OTAENbHO)
MHOronoTo4yHoe

+ + +
CKaHMpoBaHue benbiM AWNKOM
MHoronoTtouHoe
CKaHupoBaHue YepHbiM + + +
AWMKOM («[leHTecT»)
BO3MOXHOCTb MHTErpaumn ¢

+ + +

nomoulbro RestAPI

Web-koHconb ynpaBaeHus + + +

NHdpopmaLma o Bepcum 1 yCTaHOBAEHHbIX Cy>Xb6ax NporpaMmel, a Takxxe 06
orpaHu4eHunsx ncnonbsyrowenca pegakumm RedCheck, Haxoautca B
nyHkTe CnpaBka — O nporpamme.
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1.7 JluueH3upoBaHue

Cuctema MLEH3MPYETCS COTNacHo peaakumam, ykasaHHbiM B 1.6 Pegakumm

RedCheck

Cucrema JINLUEH3NPOBaHNMA HE HaKnadblBaeT orpaHquanZ Ha Koan4yecTtBo
NPOBOANMDbIX ayANTOB, UX NOBTOP, a TakKXXe KOJINYEeCTBO CKaHNPyeMbIX XOCTOB B

KaXXAoM ayauTe B Npeaenax UCrnoib3yeMon JNLEH3NUN.

Cpok AencTBumsa anLeHsnmn coctaenaseT 1-3 roga, BO3MOXHO npunobpeteHmne RedCheck
Ha 2 roga nau bonee. B nepunog aencTeus anuensnm noab3osatento RedCheck
6ecnnatHo npepocTaBaseTcs 6a3oBaa TexHMYeckas noaaepxkka, 4OCTyn K

aKTyaslbHOMY KOHTeHTy 6e3onacHocTn n obHoBneHus Bepcuii RedCheck.

CeegseHuns 06 aktyanbHbix anueH3nax Ha CA3 RedCheck v LieHax npuBeseHb! B

odurLManbHOM NpPanc-ancTe, onybaMKoBaHHOM caiiTe

npoaykta https://www.redcheck.ru n opuymanbHom caite KOMNaHUK

JIMUEH3VOHHOE COIMALUEHNE C KOHEYHbLIM MOJIb3OBATE/IEM
REDCHECK (EULA)

,@)Check
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1.8 Kak nonyuuTtb TeCTOBYI0 BepcUio?

Ana npnobpeteHuna amuyeHsnm RedCheck Heobxoammo obpatnTbca B OTAEN NPOAaxX

AO «AITOKC-COPT» B cBOBOAHOM popMe — sales@altx-soft.ru nam k naptHepam B

Ballem pernoHe - https://www.altx-soft.ru/company/partner net/

Yto6bl Nnonyumth TectoByto Bepcuto RedCheck, Heobxoaumo:
War 1. Mepewitn Ha canT RedCheck — CkauaTtb TecToByto Bepcuto.

LWar 2. Yepes popMy 06paTHOM CBA3M 3aM0AHUTL 0b6sA3aTeNbHble NOAA A/ Bblaaum

TECTOBOW INLLEH3NN.

LWar 3. B TeyeHve paboyero AHa Ha 3NEKTPOHHYHO NMOUTY, yKasaHHYH Npw 3anpoce,
6yaeT OTNpaB/ieHO COObLLEHME C TECTOBLIM NNLEH3NOHHBIM KIHOUOM U

KPaTKOW MHCTPYKLUMEN MO NCMOb30BaHWIO.
RedCheck goctyneH B cnegytowimx Bepcmax:

=  CeptndpunumposarHHaa PCTIK Poccum Bepcma (o Apyrmux rocyaapcts MoryT
6bITb AOCTYNHbI CEPTUPULIMPOBAHHbIE BEPCUMN NO TpeboBaHMAM COBCTBEHHOTO
perynstopa, MHPOpPMaLMo O AOCTYMHOCTA MOXHO MOAYUYUTb Y
COOTBETCTBYHOLLLETO ANCTPUOBIOTOPA);

= HeceptndumumpoBaHHas cTapLuas Bepcus (0bnasaeTt HOBbIMU GYHKLUUAMUA U

HaxoAMTCA Ha cepTuduKaumm).

CeptudpunumposaHHaa PCTIK Poccmm Bepcma RedCheck nocraBnsietcs B TeueHunn 5-

10 pabouwnx gHen. B nocTtaBky BXOAAT:

= ceptudmumnpoBaHHas Bepcua auctpmnbytmea Ha USB-HocuTtene;

" JINLEH3MA Ha 61aHKe C YHUKaANbHbIM KJAHOUOM,;

= KOMMJEKT CONPOBOANUTENBHOW M 3KCMAyaTaLMOHHOM goKyMeHTaumm (Ha USB-
HocuTene);

= konua Ceptndmkara coorsetcteuns ®CTIK Poccuy;

= abOHEMEHT Ha pacLLUMPEHHY TEXHUYECKYH NoaAep>Ky (Mpu 3aKase).
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Mpw HeobxoanmocTn obHoBAeHNSA KOHTeHTA Vb B odnaniH pexkmme ncnonbsyetcs

napa s0rnH/naposb ana goctyna K LieHTpy ceptudmnumpoBaHHbix O6HOBAEHWN.

HeceptudnuymposaHHas Bepcua RedCheck nocraBnsercs B a1eKTPOHHOM Buze B

TeyeHnn 1-3 paboumx gHen. B noctaBky BXOAAT:

" JIMLEH3US/MKN Ha BaaHKe C YHMKaNbHbIM KJKUOM (3N1eKTPOHHO, pdf);
= aboHEeMEeHT Ha pacLUMPEHHYHO TEXHUYECKYHO NOAAEPXKKY (Npw 3aKase,

31eKTPOHHO).

,@)Check
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https://docs.redcheck.ru/smart/project-269/sync-offline

1.9 MepeueHb Noaaep>knBaembix naatdpopm

Microsoft Windows

Linux

XP'! / XP Embedded / Vista /7 / 8/ 8.1/ 10/ 11
Server 20032 / 2008 / 2008 R2 / 2012 / 2012 R2 / 2016 / 20193 / 2022

REDCheck
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AlmalLinux 8.x / 9.x

Amazon Linux 2 / AMI / 2023

CentOS Linux5/6/7/8

CentOS Stream 8 /9

Debian6.0/7/8/9/10/11/12

Debian GNU/kFreeBSD 6 / 7

Debian GNU/Linux2.2/3.0/3.1/40/50/60/7

FreeBSD 10 /11 /12

Linux Mint 17 /18 /19 / 20

Mageia4/5/6/7/8/9

openSUSE 10.2/10.3/11.0/11.1/11.2/11.3 /114 /121 /122 /123 / 13.1
/13.2

openSUSE Leap 15.0 /15.1 /153 /154 /421 /422 /423

Oracle Solaris 10 /11 /111 /112/113 /114

Oracle Linux4/5/6/7/8/9

Red Hat Enterprise Linux3/4/5/6x/7x/8x/9x

Rocky Linux 8 /9

Solaris 10 / 11

SUSE CaasS Platform 3 / 4

SUSE Linux Enterprise Desktop 10 /11 /12 / 15

SUSE Linux Enterprise Server 10/ 11 /12 /15

SUSE Linux Enterprise Server for SAP 11 /12 /15

SUSE Linux Enterprise Point of Service 11

SUSE Linux Enterprise Real Time 11/ 15

SUSE Linux Enterprise High Performance Computing 15

Ubuntu 4.10 /5.04 /5.10 /6.06 / 6.10 / 7.04 / 7.10 / 8.04 / 8.10 / 9.04 / 9.10 /
10.04 /10.10 /11.04 /11.10 / 12.04 / 12.10 / 13.04 / 13.10 / 14.04 / 14.10 /
15.04/15.10/16.04 / 16.10 / 17.04 /17.10 / 18.04 / 18.10 / 19.04 / 19.10 /
20.04 /20.10 /21.04 /21.10 / 22.04 / 22.10 / 23.04 / 23.10
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OteyecTtBeHHble OC

ALT Linux SPT6 /7

ALT 8 SP /10 SP

ALT9/10

Astra Linux CE (Opén) 2.12

Astra Linux SE 1.5/ 1.6 / 1.7 Open / BopoHex / CMoneHck
RED OSMUROM 7.1 /7.2/7.3
ROSA DX COBALT 1.0

ROSA SX COBALT 1.0

ROSA Cobalt 7.9

ROSA Enterprise Linux Desktop 7.3
ROSA Enterprise Linux Server 7.3
SberLinux OS Server

CeTteBOe 0b60pyaoBaHue

Check Point GAIA

Cisco 10S

Cisco NX-OS

FortiGate FortiOS 5.0 n Bblwe

Huawei VRP

UserGate UTM 6.1.0.10123F / 6.1.5.11134R n Bbiwe

Buptyannsaumsa

Microsoft Hyper-V Server 2008 / Hyper-V Server 2008 R2 / Hyper-V Server
2012 / Hyper-V Server 2012 R2

kak ponb Windows Server 2008 / Windows Server 2008R2 / Windows Server
2012 / Windows Server 2012 R2

ROSA Virtualization 2.1

VMware ESXi Server 50/5.1/55/6.0/65/6.7/7*

VMware vCenter Server 5.1/55/6.0/6.5/6.7 /7

VMware NSX

VMware Photon OS 1.0 /2.0/3.0/4.0

IBM Db2

Jatoba

Microsoft SQL Server 2005 / 2008 / 2008 R2 / 2012 / 2014 / 2016 / 2017 /
2019 / 2022

MySQL Server4.1/50/51/55/56/57/6.0/80/81/82

Oracle Database Server 11 /12 /18 /19
PostgreSQL8/9/10/11/12/13/14/15/ 16

Pangolin

SAP HANA
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ACY TN

= Codesys V2 /V3

= Citect SCADA

= |conics GENESIS (32/64)

= |GSS

= Siemens Automation License Manager
= Siemens SICAM PAS

= Siemens Simatic WinCC

= Siemens Simatic WinCC flexible

= Siemens STEP7

= Wonderware InTouch

MNAK
= T[1/IK AraBa
= [1JIK Kactom
= [1JIK OBeH
= [1IK 2ncm
= /1K Advantech APAX-xxxxKW, ADAM-xxxxKW
= [1JIK Ergon
= [1JIK Fastwel
= [1JIK Omron

= [1/IK RealLab!

= [1JIK Rockwell Automation

= [1JIK Siemens Simatic S7

= T1JIK Schneider Electric Modicon
MK Yokogawa FCN

KoHTenHepm3zayma

= Docker 1.13.0 n Bbiwe (Storage Driver overlay?2)
= Kubernetes 1.18 /1.19/1.20/1.21/1.22 /123 /1.24

'RedCheck He noddepxusaem ckaHuposaHue Windows XP npu nomouju WinRm-

MyHHens;

2RedCheck He noddepxusaem ckaHuposaHue Windows Server 2003 npu nomouwju

azeHma;
3[lns Windows Server 2019 He npumeHum ¢yHkyuoHan PatchManagment;

4llns VMware ESXi 7, omcymcmeyem 803M0oXHOCMb nposedeHus 3adarus "Aydum

KOHgu2ypayuu'";
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MonHbIN NepeyveHb Nnoaaep>xmBaemoro MO focTyneH NO CCbUIKE.

B Tabamuax 1-3 npeactaBaeHbl BO3MOXHbIE PEXMMbI CKAHWPOBaHWSA ANS
COOTBETCTBYHOLLMX TUMOB 33, aHMNMN.

Ta6bauua 1 OnepaLMoOHHbIe CUCTEMDI

Llenn
CKaHWpPOBaHMW/Tunbl Windows Linux FreeBSD Solaris

3a/laHni

Ayaunt

yA3BMMOCTEN A/AL/RE

Ayant obHOBNEHMI A/AL/RE AL NA NA

AyauT KOHPUrypaumnm A/RE AL NA AL

NHBeHTapu3auwms A/AL/RE AL NA NA

Ayaut B pexume
MNeHTecT

BB BB BB BB

Ta6nuua 2 CeteBoe o6opypoBaHue

Leaw Check
CKaHMpOBaHMI/Tunbl Huawei Cisco FortiOS UserGate

v Point
3alaHni

Ayant
yA3BUMOCTEN

Ayant obHOBNEHMI NA
4 R’JCheck
b



https://ovaldbru.altx-soft.ru/

AyanT KOHPUTypaumi AL AL AL AL AL

AR B [PEXTRE BB BB BB BB BB

[leHTecT

Ta6auua 3 Cucrembl BUpTyanmnsaumm n KOHTeMHepu3sauum

Llenn
CKaHWPOBaHM/Tunbl
3a/laHni

Ayant
YA3BMMOCTEN

AyanTt 06HOBAEHWNI

AyauT KOHPUrypaumnm

iHBeHTapu3auusa
®dukcauns

Ayaut B pexume
MNeHTecT

YcnoBHble 0603HaueHuns

«A» — areHT;

«AL» — 6e3areHT (WMI, SSH);

«RE» — 6e3areHT (WinRM);

«NA» — pexxnm CKaHMPOBaHMA 1 TUMN 3aZaHKA He MPUMEHVMbI;

«BB» —ayanT meToA0M YepHOro AluKa.
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oo



1.10 NMepeueHb NHTErpUpPyeMbIX CUCTEM

RedCheck nmeet genctytowme nHTerpauum co cieayrowmmm SIEM-cuctemamu:

= Kaspersky KUMA (oduumanbHbiv canT);

= Neurodat SIEM (oduLMaNbHbIA CanT);

= R-Vision (0puULIMaNbHbBIN CaNT);

= Security Vision; (0duLMaNbHbIN CalT)

NHCTPYKLUMIO MO MHTErpaumnm 1 KOHGUrypaLmm MoXKHO HanT1 Ha canTe
pa3paboTumka SIEM-cucrembl nav npu obpalleHnm K HIM B TEXHUYECKYHO

NOAAEPKKY.

,@)Check
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https://www.kaspersky.ru/enterprise-security/unified-monitoring-and-analysis-platform
http://www.cbi-info.ru/
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1.11 Chy>x6a TeXHNUECKOW NoAAEePIKKMN

TexHUYeckne BONpOCkI, CBA3AHHbIE C UCMOb30BaHNEM CKaHepa 6e30nacHOCTL
RedCheck, MOXHO 3agaTb Halelr cny>Kbe TEXHNUYECKON NOAAEPXKKM YA0OHbBIM AN

Bac cnocobowm:

=  Web-nopran: portal.altx-soft.ru

= DJIeKTPOHHas nouTa: support@altx-soft.ru

=  Web-caiit npogykra: redcheck.ru
MNpw obpaLleHnn B cny>Kby TEXHUYECKOW NOAAEPKKM HEOHXOAMMO yKa3aTb:

"  HOMep NNLEH3NK;

" HOMep KyrnoHa ANs PaCLUMPEHHOWN TEXHNYECKOW NOALEPXKKY;

" HavMeHOBaHWe NpeACcTaBASEeMON OpraHm3aumy;

"  MPUKPENUTb NOJIHblE CKPUHLLOTbI OKHa KOHCONM, Tae 3adrKCcMpoBaHa
npobaema 1 onucaTb AeNCTBUS, KOTOPbIE MPUBOAAT K TaKOMY pe3y/ibTaTy

= B cayyae owmnbok B pabote CucteMbl, NpUKpenuTb dans xypHana cobbiTuiA

COOTBETCTBYHOLLEN CIYXKObI, B KOTOPOM 3aduKcnpoBaHa npobaema.

C PernameHTOM OKa3zaHUsl TEXHUUECKOM nogaep>XKn MOXXHO O3HAaKOMUTbCA

Ha CalTe Npou3BOAUTENS.
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2 CucremHble TpeboBaHnsA

CopepxxaHue

= 2.1 TpeboBaHuga K annapaTtHOMy obecneyeHuro

= 2.2 TpeboBaHWga K NporpaMMHOMY obecrneyeHuro

= 2.3 TpeboBaHMA K ceTeBON MHOPACTPYKTYPE

REDCheck
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2.1 Tpe6boBaHusa K annapatHoMy obecneueHuio

[JonyckaeTcs yctaHoBka komnoHeHToB RedCheck Ha BvpTyanbHble MaluuHebl. [pu
3TOM cMCTeMa BUPTyanum3aumm AokHa bbiTb coBMmectMa ¢ OC, npeAcTaBieHHbIMU B
nyHkTe 2.2 TpeboBaHmA K NporpaMMHOMY obecneyeHmIo

TpeboBaHMs K annapaTHbIM pecypcam, KOTopble HEOOXOANMBI ANs1 KOPPEKTHOM

pabotbl RedCheck:

KoMmnoHeHTH! AnnapatHble TpeboBaHUs

CoBMmecTHas ycTtaHoBKa

CepBepHbI KOMMOHEHT
(redcheck-api)

KoHconb ynpasneHuma LM Xeon, yactoTta He Huxxe 1,86 Ty, He meHee 4
(redcheck-client) aaep
Cny>ba ckaHMpoBaHuA O3Y He meHee 12 Th
(redcheck-scan-service) M3Y He meHee 2 b

Cnyx6a cMHXpOHM3aL MK
(redcheck-sync-service)

Pa3genbHas yctaHOBKa

CepBepHbI KOMMOHEHT LM Xeon, yactoTta He Huxe 1,86 Ty, He meHee 2
(redcheck-api) anep
KoHconb ynpasneHus O3Y He meHee 6 Tb
(redcheck-client) M3Y He meHee 1 Th

LLIMT Xeon, yactoTta He Huxe 1,86 Ty, He meHee 2
Cny>xba ckaHMpoBaHuA aaep
(redcheck-scan-service) O3Y He meHee 6 b
M3Y He meHee 1 Tb

REDCheck
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LLIM Xeon, yactota He Huxe 1,86 [Tu,He meHee 2
Cny>xba CMHXpOHM3aLMK anep
(redcheck-sync-service) O3Y He meHee 4 Tb
M3Y He meHee 1 Th

LLIMT Xeon, yactoTta He Huxe 1,86 [Ty, He meHee 2
anep
Cepsep CYB/, O3Y He meHee 6 b
M3Y He meHee 10 I'b (pekomeHaaLmn No pacyety
obbema b/l npuBeseHbl HMXe)

,U,OI'IOJ'IHI/ITeJ'IbeIe KOMIMOHEHTDbI

LLIMT Xeon, yactoTta He Huxe 1,86 [Ty, He meHee 2
aaep
O3Y He meHee 6 Tb
M3Y He meHee 1 Th

[lONONHUTENbHBIV MOAY b
CKaHWPOBaHMs

TpeboBaHus Kk 06bemy HDD npeacraBneHbl 6e3 yueta pa3melleHmsa Ha 3BM
onepaumoHHbIx cuctem, CYB/JL n apyroro cucteMHoro v npuknagHoro MO.

"' B cnyuae pasmewjerus cepsepa CYB/] coemecmHo ¢ komnoHeHmamu RedCheck

annapamHele mpebo8aHusa ck1adbl8aroMcs.

3HaueHus B Tabaunue ABAAOTCA PEKOMEHAYEMbIMU, peanbHOoe NoTpebieHre MoXeT
OT/INYaTLCA B 3aBUCMMOCTU OT CLieHapueB ncnonb3osaHna CucteMel. PekomeHayetca
BbINONHATb MOHUTOPWHT NoTpebaeHna CPU 1 namaTh Ha XxocTax A4S ONTUMMU3aLLMK
notpebieHnsa pecypcos.

Boizensembii o6bem HDD Ha cepBepe b/l npegHa3HayveH Ana XpaHeHUA KOHTEeHTa
NB v pe3ynbtaToB ckaHnpoBaHus. Mpu onpegeneHnn Heobxoammoro obbema HDD

cneayeT yunTbiBaTh ciegyroline GakTopsbl:
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oo




" KONM4YeCTBO CKaHMPYyeMbIX XOCTOB + KOAMYECTBO TUMOB ayaAnUTOB ANA KaX40ro
XOCTa,;
" YacToTa NpPOBOAUNMbIX CKaHMpOBaHMI‘;I;

" nepunoj XpaHeHna pe3yabtatoB CKaHMPOBaHWA B Eﬂ,

OpweHTPOBOYHO Heobxoanmbii 06bem HDD (ans ogHoro Tmna ayamTta) MOXHO

onpeaennTb Mo cieaytouiein Gopmyne:
VHDD = Vcp NT

raoe VHDD — Heobxoaumeblh o6vem HDD, I'b; Vcp — cpeaHuii o6bem pesynbTaToB
CKaHMPOBaHWSA OAHOTO XOCTa,
Vcp = 2 Mb; N — KoamuecTBO ckaHMpPyeMbIX XOCTOB, e,

T — nepunog xpaHeHns pe3ynbTaToB ckaHMpoBaHuA B B/, Hepa,

Tak, Ana xpaHeHMa pe3ynbTaToB exxeHeaeNbHOro ckaHmposaHma 100 xocTos B
TeyeHue nonyroaa, Heobxoaumo Bbigenantsb 0,002*100*26 = 5,2 I'b cBobogHoro

ANCKOBOTO MPOCTPaHCTBA.

3HaueHwns Bbigensemoro o6bema HDD Ha cepBepe B/l B 3aBUCMMOCTM OT KOANYECTBa

CKaHWpYyeMbIX XOCTOB (419 OAHOrO TUMa ayAnTa) NpeacTaBaeHbl B Tabavue.

KonnuectBo ckaHMpyembix

YacroTa ckaHupoBaHuA HDD*, b
XOCTOB

1 pa3 B kBapTan

He 6onee 200 1 pa3 B MecsL, 6
1 pa3 B Hegento 22
1 pa3 B kBapTan 5

Ot 200 go 500 1 pa3 B mecaL, 13
1 pa3 B Hegento 53

39
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1 pa3 B kBapTan 20

Ot 500 zo 2000 1 pa3 B mecsL, 52
1 pa3 B Hegento 212
1 pa3 B kBapTan 35

2000** 1 pa3 B mecsy, 100
1 pa3 B Hegenro 400

* 3HaueHuns npeacrtaBJi€Hbl U3 YCIOBUA XPaHEHNA PE3YyAbTaTOB CKaHNPOBaHNMA B

TeUEHWM OAHOrO roja.

** lna obecrneyeHns 6bICTPOAENCTBMA N YMEHbLUEHNA BPEMEHHbIX MHTEPBANOB
BbIMONHAEMbIX onepauui ¢ b/l pekomenayetca CYB/, pacnonarate Ha SSD.
Ncnonb3oBaHue SSD f01KHO NPUMEHATLCA COBMECTHO C BbINOAHEHMEM paboT no

ONTUMM3aLLMN N TOHKOW HacTpolike CYB/.
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2.2 TpeboBaHMA Kk NnporpaMMHOMY obecneueHuio

TpeboBaHus k MO ans KOPPeKTHOro GYHKLUMOHUPOBAHNA OCHOBHbIX KOMMOHEHTOB

RedCheck:

= OC
= Astra Linux 1.7 SE (CmoneHck/BopoHexx/Open);
= Debian 10;
= PEJOC7.3;
= SberLinux OS Server 8.8 u BbiLLE;
CYBA;:
= PostgreSQL Bepcus 12.5 - 16;

= Postgres Pro Bepcus 14 / 15;

= Pangolin Bepcuun 6.1.2 1 BbliLLE;

Bpay3ep Ha ocHoBe sgpa Chromium;

= KomaHaHas obonouka Bash.

,@)Check
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2.3 TpeboBaHuA K ceTeBO UHPpaCTPYKType

B3avmMogencTBme OCyLLLeCTBASETCA MO NPOTOKOAaM CTEKa CETEBbIX MPOTOKONOB
TCP/IP. NHnumaums ceTeBbIX B3aMOZAENCTBMI ocyLuecTBaseTca VicTouHmnkom ¢

MCcnoab3oBaHNMEM ANHAMUNYECKMX MOPTOB, onpeaeneHHbIX B OC.

Bce nopTbl Ha3HayeHUs MoryT BbITb NepeonpeaesneHbl, KPOMe NoayYeHus
obHOBEHWI € odunLmanbHOro penosntopusa npounssoautens (Cepsuc

cnHXpoHmsauumn - https://sync.altx-soft.ru).

Ta6bnuua 1 — nepeyeHb ceTeBbIX MOPTOB B3aMMOAeNCcTBMA KOMNOHeHTOB RedCheck

Mopt MpuknagHom
NcTtouHmk Ha3HaueHune o
Ha3HauyeHusn NPOTOKOJ/1/KOMMEHTapUI
Beb-KoHCONb Be6-koHcob 8080/TCP HTTP/B3anmoaencreue c
RedCheck RedCheck Be6-KOHCO/bHO
(pekomeHayeTcs

ycTaHoBUTb SSL-
ceptudumkat un
nepeonpesenvtb NOPT)

Cnyxb6a REST Cnyx6a REST 8081/TCP HTTP/B3anmogeinctBume co
RedCheck RedCheck cny>x6om REST RedCheck
(pekomeHayeTcA

ycTaHoBUTb SSL-
ceptTnuduKat 1
nepeornpesennTs NoprT)

Beb6-koHcoNb Cepsuc DNS 53/TCP

RedCheck DNS/3anpocbl B cnyxoy
paspeLLeHns NMeH

Cnyx6a REST ba3a aaHHbIX 5432/TCP BsanmogaencTeume ¢ 6ason

RedCheck JaHHbIX

Cnyx6a REST Cepsuc DNS 53/TCP DNS/3anpocbl B cnyxo6y

RedCheck pa3peLleHns MMeH
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Cnyxba
CKaHWPOBaHUA
RedCheck

Cnyxba
CKaHWPOBaHUA
RedCheck

Cnyxba
CKaHWPOBaHUA
RedCheck

Cnyxba
CKaHWPOBaHMA
RedCheck

Cnyxba
CKaHMpPOBaHMs
RedCheck

,@)Check

baza gaHHbIX

AreHT RedCheck
Ha CKaHMPYyEMOM
obbekTe cetn

AreHT RedCheck
Update Ha
CKaHUPYEMOM
obbekTe cetn

bezareHTHOE
CKaHWpOBaHMe
0b6bEeKTOB ceTn

CkaHupoBaHwue B
pexumMe
«[MeHTeCT»

5432/TCP

8732/TCP

8733/TCP

22/TCP

80, 443/TCP

1433/TCP

3306/TCP

5432/TCP

1521/TCP

50000/TCP

39015/TCP

0-
65535/UDP-
TCP

Bsanmogaencteume ¢ 6ason
JlaHHbIX

Bsanmogenicteue ¢
areHToOM CKaHMpPOBaHWs
RedCheck

Bsanmogenicteue ¢
areHTomMm obHoBAEHUN
RedCheck

SSH/Be3areHTHOE
CKaHnpoBaHue Linux

HTTP/HTTPS/be3areHTHOe
CKaHMpoBaHMe 06BbEKTOB C
Be6-40CTynom

CkaHupoBaHue 6a3
JaHHbIX Microsoft SQL
Server

CkaHupoBaHue 6a3
AaHHbIX MySQL

CkaHupoBaHue 6a3
AaHHbIX Postgres SQL

CkaHunpoBaHwue 6a3
AaHHbIX Oracle Database

CkaHunpoBaHwue 6a3
AaHHbIX IBM DB2

CkaHunpoBaHwue 6a3
AaHHbIX SAP HANA

CkaHnpoBaHune 06bekToB
cetn B pexxume lNeHTecT
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Cnyxba
CKaHWPOBaHUA
RedCheck

Cnyxba
CKaHMpPOBaHMs
RedCheck

Cnyxba
CKaHUPOBaHWS
RedCheck

Cnyxba
CUHXPOHM3aL MK
RedCheck

Cnyxba
CUHXPOHM3aL MK
RedCheck

Cnyxba
CUHXPOHM3aLUn
RedCheck

Cnyxba
CUHXPOHM3aL MK
RedCheck

Cnyxba
CUHXPOHM3aLUN
RedCheck

,@)Check

CeTeBoW KaTanor

Cepsuc
3NIEKTPOHHbIX
MOUTOBbIX
coobueHun, e-
mail

Cepsuc DNS

baza gaHHbIX

CeTeBoWV KkaTtanor

Cepsep
OBHOBAEHWUM
RedCheck

[Mpokcu-cepBep

CepBuc
CUHXPOHM3aLNK
(https://sync.altx-
soft.ru)

445/TCP

25/TCP

53/TCP

5432/TCP

445/TCP

445/TCP

3128/TCP
(nopt
3aBUCUT OT
(G
NPOKCK)

443/TCP

SMB/B3anmogaencreme c
KaTa/lorom B CETEBOM
pa3sMeLLeHnmn ans
XpaHeHMs OTYETOB O
pe3ynbTaTax
CKaHMpPOBaHUS

SMTP/OTtnpaBka
MOYTOBbIX YBEAOMJIEHWNI O
pe3ynbTatax paboTbl
GTY

DNS/3anpocbl B cnyxo6y
paspeLleHns NMeH

Bsanmogencteume ¢ 6ason
JlaHHbIX

SMB/B3anmoaencreme c
KaTasiorom obHOBAEHWNN B
CETEBOM pPa3MeLLEHUN C
odNaVH-KOHTEHTOM

SMB/B3anmopeiicteue ¢
KaTanorom ob6HOBAEHWUN
Ha cepBepe 0OHOBNEHUM
RedCheck

HTTPS/[octyn Kk cepsucy
CUHXPOHM3aLNN
npounsBoanTens yepes
NpoKcn-cepsep
(https://syncn.altx-
soft.ru)

HTTPS/[octyn k cepucy
CUHXPOHM3aLNK
npounsBoauTens
(https://syncn.altx-
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soft.ru)

Cnyxba Cepsuc 25/TCP SMTP/OTnpaBka
CUHXPOHM3aLUNN  3NEKTPOHHbIX MOYTOBbIX YBEAOMJ/IEHWNI O
RedCheck NOYTOBbIX pe3yabTatax paboTbl
coobLieHni, e- CNyX6bl
mail
Cnyxba Cepsuc DNS 53/TCP DNS/3anpocel B cnyxby
CUHXPOHM3aLUK paspeLLeHns NMeH
RedCheck

Ans obecneveHns ctabunbHon paboTbl RedCheck, ceteBas nHdpacTpykTypa
opraHusaunm goaxHa obecneymBaTtb NPOMNYCKHYH CMOCOBHOCTb IMHWUIA Nepesauy,

He HUXe NpuBeAeHHOM B TabauLe.

CkaHunpoBaHwue
nocpeactsom AreHta
CKaHWpOBaHMs

CkaHunpoBaHwue
nocpeacrtsom SSH

CKkopOoCTb Nepesaun AaHHbIX,
Kéut/c

CyMMapHbIY o6beM Tpaduka Ha
y3en, Kb

MpuBeaeHHbIe B TabanLe 3HaUEHNS paccunTaHbl AN5 BbINOJAHEHUS Hanbonee
PecypcoemMKoro 3aganus AyauT ya3BMMOCTEN (MOJIHOe CKaHMpPOBaHWe).
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3 YcranoBka RedCheck Nix

CopepxxaHue

REDCheck
oo

3.1 Astra Linux

3.2 Debian

3.3 PEA OC
3.4 SberLinux

3.5 YcraHoBka RedCheck Update Server (Windows)

3.6 YctaHoBka areHta RedCheck (Windows)
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3.1 Astra Linux

= be3 aoctyna K cetn VIHTepHet

= C poctynom K cetu NIHTepHeT

REDCheck
oo
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be3 poctyna k cetn UHTepHer

= YcraHoBka CYB/l

=  VHctannauma RedCheck

» KoHdurypauma RedCheck

YcraHoBka CYb/J,

Jlor TepmuHana HaxoauTtcs B darine ~/.bash_history. B cnyuyae Bo3HukHOBEHMA
owmnbKkM cozgarite dain, cogepKallymin nor, u obpaTnTech B CNy>K6y TEXHUYECKOM

NoAAEDPIKKN.

Bash (o6on0uka Unix)

sudo cat ~/.bash history >>
/home/umsa nonesosatens/3arpysku/log.file

CopeprxaHue

= YcrtaHoBka CYB/J PostgreSQL ¢ peno3utopua Astra Linux

= Hactpownka PostgreSQL

YcranoBka CYB/], PostgreSQL c peno3utopusa Astra Linux

[obaBbTe obumumanbHbIn peno3mtopui Astra Linux ana goctyna k PostgreSQL 14.

[ns 3TOro BbINO/NHWTE CAeayrolme Laru:

LWar 1. BovignTe B IMUHbIA KabuHeT Astra Linux, ncnonb3ys norvH (e-mail) n napons:
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J\ AcTPA

[[] He ocrasatoca & cucteme

BowTn

HCTPYKUMK MO NCNO/Ib30BaHMIo JIN4HOTO KabuHeTa ”

War 2. Mepenaute B pa3gen JinueHsnm n ceptupukatbl — Bblibepute

HeobxoAnMYO INLEeH3NI0 — nepenanTe nogpassen O6HoBAeHMA — packpouTe
cnnucok OnepaTmBHble 06HOBAEHNA — 1.7.4 — ckavawTe .iso davnbl ana TGZ

ApxunB 6azoBoro penosutopua 1 PaclumpeHHbIA peno3uTopuii;

P Oneparuentie obHoeneHna
B3 174
B3 1720ua
B3 172
B3 173001
B3 173002
B3 173
B3 174001
B3 174

B TGZ Apxus 6asosoro penosntopus
base-1.7.4-24.04.2023_14.23.tgz (12.69 [6)
base-1.7.4-24.04.2023_14.23 tgz.gost (99 Baiir)
base-1.7.4-24.04.2023_14.23 tgzsig (21.11 K6)

B Pacwmpennbiit penosutopuin
extended-17.4.ext1.4-23.05.2023_22.01.tgz (15.67 16}
extended-1.7.4.ext1.4-23.05.2023_22.01.tgz.gost (143 Baiir)
extended-1.7.4.ext1.4-23.05.2023_22.01.kgz.sig (21.11 K6)

B Texwonornseckuii ycranosoumbiii ancx

Cravatk thain ()
Crauats chaiin (7]
Cravats thaiin (7]
Crauats chaiin (7]
Crauats chaiin (7]
Crauars dhaiin (7]

LWar 3. PazapxvBupynTte ckayaHHble dalibl C paclumpeHrem tar — nepenmMeHymTe

nosemsLunecsa Gannbl, ,06aBMB B KOHLE pacCLUMPEHME iSO — Pa3apXNBUPYNTE .iSO

c|>a|7u1 n nepemMectnte HOﬂquBMMIZCﬂ KaTanor Ha XOcCT,

REDCheck
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conf 20.10.2023 10:31 Manka c daiinamu

db Manka c dafinamn
dists 20.10.2023 10:31 Manka c daitnamu
pool 3 Manka c daitnamu
_'|| extended-1.7.4.ext1.4--23.05.2022_22.01.isq| fE.ECQE 22:29 ®aiin "01" 16488 040...

PenosuTtopuin 06a3atenbHO AOMKEH COCTOATL 13 KaTanoros dists n pool

War 4. [lepemectuTte Katanorm B ANPEKTOPUIO, OTIMYHYHO OT MO/Ib30BaTE/IbCKOro

Katanora. B MHCTpyKunm peno3utopun nepemeLtarotca B /mnt;

Bash (o6osn0uka Unix)

mv /home/mmsa_noneszobaTens/3arpysku/astra-base /mnt/

mv /home/mmMa nomneszosarend/3arpysku/astra-main /mnt/

mv /home/mmsa_noneszoBaTens/3arpysku/astra-update /mnt/
mv /home/mmMa nomneszosarens/3arpysku/astra-extended /mnt/

B vHCTpyKUMK peno3uTopumn MMetoT nMeHa: astra-base, astra-main, astra-
update, astra-extended

War 5. lo6aBbTe peno3uTtopun B dpann /etc/apt/sources.list:

Bash (o6onouka Unix)

deb file:/mnt/astra-base/ 1.7 x86-64 main contrib non-free

deb file:/mnt/astra-main/ 1.7 x86-64 main contrib non-free

deb file:/mnt/astra-update/ 1.7 x86-64 main contrib non-free

deb file:/mnt/astra-extended/ 1.7 x86-64 astra-ce main contrib non-
free

Ana pobaBneHns penosutopres B Ganin peKoOMeHAyeM MCMOib30BaTh TEKCTOBIM
peAakTop nano.

LWar 1. OtkponTte parin c NoOMOLbI0 KOMaHAb! (sudo);

Bash (o6onouka Unix)

,@)Check
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nano /etc/apt/sources.list
War 2. [NepemectnTe Kypcop B KOHeL, OKYMeHTa C MOMOLLbIO CTPeNKu BHU3. [nd
nepexoza Ha HOBYHO CTPOKY MCMOAb3ynTe knasuwy Enter;
LWar 3. CkonupyinTte peno3nTopumn n BCTaBbTe UX C MOMOLLbHO KOMbuHauum Ctrl + U;

LWar 4. CoxpaHute dann c nomoLbro kombuHauum Ctrl + O; na Bbixoga
ncnonbsymute Ctrl + X;

LWWar 6. O6bHOBUTE NMakeThbl;

Bash (o6osnouka Unix)

apt -y update
War 7. YctaHosuTe PostgreSQL;

Bash (o6osnouka Unix)

apt -y install postgresqgl
Hacrpowka PostgreSQL
LWar 8. lob6asbTe cnyxby postgresql B aBTo3anyck;

Bash (o6osn0uka Unix)

systemctl enable postgresqgl

rootEastra-db: /

nchronizing stat f tgre . ice script with /lib/systemd/sustemd-susv-install
cecuting: /lib

War 9. Co3gante nonb3oBatens ans agmmHuctpmpoBaHuns CYb/;

PostgreSQL no ymonuaHuWto cO34aeT cynep-nosib3oBaTtens postgres.

.’l)xheck
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Bash (o6onouka Unix)

sudo su postgres

Bash (o6osnouka Unix)

psgl -U postgres

Bash (o6onouka Unix)

CREATE ROLE redcheck WITH PASSWORD '12345' LOGIN CREATEDB SUPERUSER;

etc/apth sudo su - postgres
a-db:~% psqgl -l postgres
‘ Debian 14.5-1.pgdgB9@a+11))
BBegute "help”, 4tobw noay4ute cnpabky.

SSWORD "12345° SUPERUSER LOGIN CREATEDE;

root@astra-db: /etc/apth [

[nsa Bbixoga 13 6a3bl faHHbIX postgres BBeanTte \q

LWar 8. 3aBepLumTe ceccno KoMaHAoM exit

LWar 9. OTkpoinTe AOCTyN MO CETU ANS CEPBEPOB, Ha KOTOPbIX MAaHMpyeTCs

yctaHoBka REST-komnoHeHTa n cnyx6 ckaHnpoBaHua n cnHxpoHu3aunmn RedCheck;

Bash (o6onouka Unix)

echo "listen addresses = 'ip CYBL'" >>
/etc/postgresqgl/14/main/postgresqgl.conf

Bash (o6onouka Unix)

echo host all wmMmsa mosneszoBaTena CYBJ umMmsa ceTwu/mMacka md5 >>
/etc/postgresqgl/l4/main/pg hba.conf

.@)Check
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ip_CYBJ, — IP-agpeca xocToB, Ha KOTOpbIX ycTaHoBAeHa CYB/, cnyx6bl
CKaHWPOBaHUs, CNy>ba CMHXPOHM3aL MK 1 cepBepPHbIN KoMNoHeHT RedCheck,
MMA_6a3bl_gaHHbIX — UM 6a3bl JaHHbIX, KOTOpPas CO34aeTCcA NPV yCTaHOBKe
RedCheck (no ymonuanuto RedCheck),

mma_nonb3oBatensa_CYB/J, — vnmsa co3gaHHOro paHee nosb3oBaTens,

nma_cetn/macka — CceTb WM OAMH ajpec, KOTopbiM pa3spewaetca goctyn k CYB/. K

npumepy, 192.168.100.0/24 nan 192.168.100.15/32;

‘postaresgl/ld/main/postare

Jetcspostaresgl/1dsmain/po_

all redche

Stra:dh

sgl.conf

hba. conf

UTtobbl y3HaTb ip-agpec yCTPONCTBa, NCMONb3yNTe KOMaHAy ip a

War 10. Mepe3anyctute PostgreSQL.

Bash (o6osnouka Unix)

systemctl restart postgresqgl

Yto6bl NpoBepuTb pabotocnocobHoctb CYB/, ncnonb3ynte KoMaHay:

Bash (o6on0uka Unix)

systemctl status postgresqgl

Mpy HeobxoAMMOCTM pa3peLumnTe JOCTyN K ceTeBoMy nopTy postgresql. s
yCTaHOBKM 6paHAMay3pa ufw ncnosib3ynte KoMaHay:

Bash (o6on0uka Unix)

apt install ufw

.@)Check
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Bash (o6onouka Unix)
ufw allow 5432/tcp
rootl@astra-db:/etc/apth ufw allow 59

Fules updated
s updated (vf]

=]
Rule )
rootBastra-db: /etc/apté |

Muctrannauua RedCheck

Bce koMaHZAbl B MHCTPYKLIMW BbINMOJHAOTCA NOA root-noab3osartenem. [Mpu
HeobX0AMMOCTN NCMONb3YNTE NOBbILLIEHWe npas (sudo).

YcTaHOBKa KOMMNOHEHTOB

Ans nepemelyeHna No Katanoram Ucnosb3yrte komaHay cd. Hanpumep, utobbl
nepenTtn B Katasor /mnt, Hannwwute c¢d /mnt
Ytob6bl aBTOMATUUECKN AOMNONHUTL Ha3BaHWe KaTasora uan darina, ncnonblynte Tab

LWar 1. MNepemecTuTe ckayaHHbIV apxmB redcheck-alse-repo-2.7.0.25172.tar.gz B
AVNPEKTOPUIO, OT/IMUYHYHO OT MOJIb30BaTENbCKOro KaTtanora. B MHCTpykumm apxms

nepemMelyaetcsa B /mnt;
Bash (o6osn0uka Unix)

mv /home/mmMsa nomneszosarens/3arpysku/redcheck-alse-repo-
2.7.0.25172.tar.gz /mnt/

LWar 2. MNepenanTe B KaTanor 1 pazapxMBupynTe AnctpnbyTms;

Bash (o6osnouka Unix)

cd /mnt

.’l)xheck
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Bash (o6onouka Unix)

tar -xf redcheck-alse-repo-2.7.0.25172.tar.gz

War 3. Jo6asbTe GPG-KkAtOY, KOTOPbIA HAXOAMTCA B TONbKO YTO

pa3apx1MBMPOBAHHOM KaTasore;

Bash (o6osnouka Unix)

apt-key add redcheck-repo/PUBLIC-GPG-KEY-redcheck

LWar 4. Co3pavite dpann redcheck.list 1 fo6aBbTe B Hero 3anvcb penosnTopums;

Bash (o6osnouka Unix)

touch /etc/apt/sources.list.d/redcheck.list
echo "deb file:/mnt/redcheck-repo/ 1.7 x86-64 non-free dotnet" >
/etc/apt/sources.list.d/redcheck.list

War 5. O6HoOBUTe NakeTbl;

Bash (o6onouka Unix)

apt -y update

LWar 6. YctaHoBuTe koMmnoHeHTbl RedCheck;

Bash (o6osn0uka Unix)

apt -y install redcheck-dotnet-runtime redcheck-aspnetcore-runtime
redcheck-api redcheck-client redcheck-scan-service redcheck-sync-
service redcheck-cleanup-service

Ecam Ha xocTe paHee yxe 6bi1 ycTaHOBEH dotnet, nepea MHCTaANaLmen
HeobXoAMMO ero AeVHCTaANNPOBAT:

Bash (o6on0uka Unix)
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apt -y remove dotnet-runtime-6.0 aspnetcore-runtime-6.0 dotnet-
host-6.0 dotnet-hostfxr-6.0

Jlorn nHcTannaTopa pacnonaratorca B /var/opt/redcheck-
common/log/configuration.log

KoHdurypauusa RedCheck

CHayvana Heobx0AMMO NoAYUUTb dain NnueH3nK. BeinoaHWTe creayrowme warw:

LWar 1. CreHepupyiTe KOJ akTUBaLMWM KOMaHZAOW:

Bash (o6onouka Unix)

redcheck-bootstrap get-code

rootlastra: /mnt# redcheck-bootstrap get-code
EBequTe knwd AUUEHZUO !
Kog akTuBauuu:

LWar 2. AsTopu3ynTech B LleHTpe cepTndunumpoBaHHbIX O6HOBAEHWN ¢

NOMOLWbKO IOTNHa N Napond;

JlornH/naposb NocTaBaseTCcAa BCEM KOMMEPUYECKMM KMEHTaM Ha nocaesHen
cTpaHmue popmynsapa (HaumHasa ¢ 18.05.2022).
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LleHTp cepTUdULUPOBaHHBIX 06HOBNEHMIA

Ona nony4yeHWA 06HOBNEHWH HEOBXOAWMO BhIGpaTh
cnocob Bxona

(7]

NorvH u napone
Monb30BaTENbCKHE AaHHD

eToken
INeKTPOHHBIA USB-KnHoy

War 3. Packponte RedCheck nnueHsnmu — Bbibepute nHTepecyrownin Bac Homep

NMNUEH3NOHHOTO KNHOYa,

AAT3IKC
(c P Cucrema ceptndpMUMPOE
AT OBHoBneHKA AnA cepTrduyMposaHtoro MO (92) +
Crexo -] anA cepTHdLKp (
Daiint (28) +
Pyxosogcrea (6) +
Nonbsosarens MaTepuans no cepTHduumposarHomy MO (5) *
OBHoBneHkA Media Kit (21) *
YugTHaa 3anuce: £30363 e
OpraHmsauma: ANTIKC-CODT Tect 2 OGHoBneHA VmWare (11) &
(
TrmR O OBHOBNEHKA KOHTEHTE (4) *
08.11.2022, 11:01:41 Net Check nuuerzwmm (2) &
IP: 194.190.48.111
RedCheck nuuexzum (2) »
Beliiti
JIMLEHZMORHEIA KNHOY Pepakuma 373 OKOHUHWA hd
I ] I RedCheck Enterprise 17.04.2025 14:03:06
Sarpyanms ____________________________________________|

BionneTens usmMexetnil RC

3172

Haxmunte BbinoAIHNTDL dKTuBauuro — BBeANTE paHEE CKOHMpOBaHHbIIZ KO,

akTmBaunm — an/IHfITb,'
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BLINOAHMTE PYYHYH aKTHBALMIG

NHLEHZMOMHEIR KNoU:

Kon axTvBaumm: *

LWar 4. Haxxmute CkauaThb;

AKTHEEH daTa aKTHEALMH * | OefcTeMA
2] | B

False 10.12.2021 09:54:44 CradaTk

True 24.00,2020 11:09:35 CKaYaTh

War 5. Coxpanute dann license.xml;

LWar 6. Hactpoute komnoHeHTbl RedCheck;

MNepes NOBTOpPHOW KOHGUrypaLuvelr pekomMmeHayemM CAenatb Pe3epPBHYH KOMUKO
6a3bl AaHHbIX.

Bash (o6on0ouka Unix)

redcheck-bootstrap configure -c=all

ByaeT 3anyuweH npouecc KOHPUrypaLmm KOMNOHEHTOB, KOTOPbIN NoTpebyeT BBOAA
AaHHbIX Ana goctyna Kk CYB/, MUeH3MOHHOro KaroYa 1 Apyrux napaMmeTpoB Ais
KoppekTHoWn paboTbl Cnuctemsbl. [laHHOM KOMaHAOW ByAyT CKOHOUIYpPUpPOBaHbI BCe
OCHOBHble koMnoHeHTbl RedCheck Ha ogHOM cepBepe.

Ha sTane reHepauuu ceptudukata ana nporokona HTTPS Heobxoanmo BBeCTU
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Ha3BaHWs: 061acTn (CTpaHbl), ropoaa, opraHu3aLnn, oTAena, 3/IeKTPOHHOMN
nouThI.

War 7. MNpwu koHdurypaumm RedCheck BbibepuTte cnocob aktueaumm dariaom un

ykaxxute nyTb k darny license.xml:

Bolbepute Tun pa
BBegute nyTe K

LWar 8. Hactpoute cnyxxby ounctkum b/

Bash (o6osnouka Unix)

redcheck-bootstrap configure -c=redcheck-cleanup-service

B npouecce HacTpownku cay>bbl Bam Hy>xHO BBecTu URL redcheck-api B dopmarte
http://ip:port, a Takke yyeTHble AaHHble Noab3oBaTens ¢ posabto RedCheck_Admins

LWar 9. Ykaxute B KOHOUrypaumnmoHHom damnne redcheck-client ctpoky nogkntoueHns

K cnyx6e ounctkm (http://ip_rest_api:8740);
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Bash (o6onouka Unix)

nano /var/opt/redcheck-client/conf/redcheck-web.dll.config

MprMep KOHPUTYpaLMOHHOTO Galina Nocae pesakTMpoBaHUS.

ml
onfiguration>

ap

CuppTe iy

onfiguratio

War 10. MNMepe3anyctute komnoHeHT redcheck-client;

Bash (o6osnouka Unix)

systemctl restart redcheck-client
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C pocrynom k cetn IHTepHer

= YcraHoBka CYB/l

=  VHctannauma RedCheck

» KoHdurypauma RedCheck

YcraHoBka CYb/J,

Jlor TepmuHana HaxoauTtcs B darine ~/.bash_history. B cnyuyae Bo3HukHOBEHMA
owmnbKkM cozgarite dain, cogepKallymin nor, u obpaTnTech B CNy>K6y TEXHUYECKOM

NoAAEDPIKKN.

Bash (o6on0uka Unix)

sudo cat ~/.bash history >>
/home/umsa nonesosatens/3arpysku/log.file

CopeprxaHue

= YcrtaHoBka CYB/J PostqreSQL ¢ peno3utopua Astra Linux

= Hactpownka PostgreSQL

YcranHoBka CYB/, PostgreSQL ¢ peno3sutopus Astra Linux

[obaBbTe odumumanbHbI peno3mtopunii Astra Linux ana goctyna k PostgreSQL 14.

[ns 3TOro BbINO/MHWTE Cneayrolme Lwaru:
War 1. OtkponTte TepmmnHan kombuHaunen Alt + T;

War 2. Bovgute nog root nonb3oBaTenem;

Bash (o6onouka Unix)

sudo su -
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redcheck-adminBastra: ~% sudo su -
[sudo]l napont gne redcheck-admin:

root@astra:~# |

Mepea NoakArOUEHNEM PENO3UTOPUEB HEOOXOANMO YCTAaHOBUTL AOMONHNTE/bHbIE
naketbl. Ecn y Bac nmeetca obpas ¢ penosutopmem Astra Linux, obHOBMTe nakeTsbl,
ncnonb3ya komaHay apt update, a 3aTem NnpoBeanTe YCTaHOBKY:

Bash (o6on0uka Unix)

apt -y install ca-certificates apt-transport-https

War 3. lob6aBbTe agpeca penosmTtopues B pann /etc/apt/sources.list:

Bash (o6osnouka Unix)

deb https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-
extended/ 1.7 x86-64 astra-ce main contrib non-free

deb https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

deb https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-
update/ 1.7 x86-64 main contrib non-free

deb https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

[na pobaBneHns penosntopres B Ganin pekoMeHAyeM MCMOib30BaTh TEKCTOBDIN
peAakTop nano.

LWar 1. OtkponTte parn c NOMOLLbIO KOMaHAb! (sudo);

Bash (o6onouka Unix)

nano /etc/apt/sources.list

LWar 2. CkonupynTe peno3ntopumn n BCTaBbTe NX C MOMOLLbH KoMbuHauumm Ctrl + U
(Shift + Insert nav NpaBka — BcraBUTb);
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LWar 3. CoxpaHute dann ¢ nomoLbro kombuHauum Ctrl + O;

[na Bbixoga ncnonbynte Ctrl + X;

LWar 4. O6HOBUTE NMakeThl;

Bash (o6onouka Unix)

apt update
War 5. YcraHoeuTe PostgreSQL;

Bash (o6osnouka Unix)

apt -y install postgresqgl

Hactpowka PostgreSQL
LWar 6. lo6aBbTe cnyxby postgresql B aBTo3anyck;

Bash (o6osnouka Unix)

systemctl enable postgresqgl

ice script with /lib/systemds/syste

War 7. Co3gante nonb3oBatensa aAna agmmHuctpmpoBaHuns CYB/;

PostgreSQL no ymonuaHuWto co3aaeT cyrnep-nosib3oBaTtens postgres.

Bash (o6osnouka Unix)

sudo su postgres
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Bash (o6onouka Unix)

psgl -U postgres

Bash (o6osnouka Unix)

CREATE ROLE redcheck WITH PASSWORD '12345' LOGIN CREATEDB SUPERUSER;

‘, /i su - postares
stra-db:~% psgl -U postgres
(Debian 14.5-1.pgdg98+1))
] Ip", 4T0Bb noay4uTs cnpabky.

postagres=# CREATE ROLE redcheck WITH PRSSWORD '12345" SUPERUSER LOGIN CREATEDB;

CREATE ROLE
postgre '

[na Bbixoga 13 6a3bl AaHHbIX postgres BBeanTe \q

LWLar 8. 3aBepLunte ceccnto KOMaHA oM exit

LWar 9. OTkponTte AOCTyN NO CETU A5 CEPBEPOB, HAa KOTOPbIX MNAaHUPYeETCA

ycTaHoBka REST-komnoHeHTa n cnyxx6 ckaHMpoBaHus n cnHxpoHmu3aunm RedCheck;

Bash (o6osnouka Unix)

echo "listen addresses = 'ip CYBO'" >>
/etc/postgresqgl/1l4/main/postgresgl.conf

Bash (o6osn0uka Unix)

echo host all uma mone3oBaTena CYB] MMH_CeTM/MaCKa md5 >>
/etc/postgresqgl/14/main/pg hba.conf

ip_CYBJ, — IP-agpeca xocToB, Ha KOTopbIx ycTaHoBAeHa CYB/, cnyx6bl
CKaHWPOBaHUA, cny>ba CMHXPOHM3aLMK 1 cepBepHbIn KoMnoHeHT RedCheck,
MmMA_6a3bl_gaHHbIX — UMS 6a3bl JaHHbIX, KOTOPas CO34aeTca NPW yCTaHOBKe
RedCheck (mno ymonuanuto RedCheck),

nma_nonb3osBatena_CYB/l — nma co3gaHHOro paHee noJsib3oBares,
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MmMsA_ceTn/mMmacka — CeTb AN OAMH agpec, KOTopbIM pa3pewaetca goctyn K CYB/. K
npumepy, 192.168.100.0/24 nan 192.168.100.15/32;

ostgresgl/ldsmain/postgresgl . conf

Jetcspostgresgl/ld/mainspg_hba.conf

YTo6bl y3HaTL ip-afpec yCTPOUCTBA, NCMO/Ib3YMUTe KOMaHAY ip a

War 10. MNMepe3anyctute PostgreSQL.

Bash (o6onouka Unix)

systemctl restart postgresqgl

Yto6bI NpoBepuThb pabotocnocobHoctb CYB/, ncnonb3lynte KoMaHay:

Bash (o6on0uka Unix)

systemctl status postgresqgl

Mpv HeOBXOAMMOCTM pa3peLumnTe JOCTyN K ceTeBOMYy nopTy postgresql. Ass
yCTaHOBKW H6paHaMay3pa ufw ncnonblynte kKoMaHay:

Bash (o6on0uka Unix)

apt install ufw

Bash (o6osnouka Unix)

ufw allow 5432/tcp
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Mucrannaumua RedCheck

Bce kOMaHZAbl B MHCTPYKLIMW BbINMOAHAOTCA NOA root-noab3osatenem. Mpu
HeobX0AMMOCTM NCNOAb3yNTe NOBbILWEHWe npas (sudo).

YcTaHOBKa KOMMOHEHTOB

[nsa nepemelyeHna No katanoram Ucnoab3ymTe komaHay cd. Hanpumep, utobbl
nepentn B katanor /mnt, Hanvwute cd /mnt
YTo6bI aBTOMATMUECKN AOMONHUTL Ha3BaHMe KaTasora uan garina, ncnonblynte Tab

LWar 1. NepemecTnTe ckayaHHbI apxmB redcheck-alse-repo-2.7.0.25172.tar.gz B
AVNPEKTOPUIO, OTIMYHYHO OT MO/b30BaTENbCKOrO KaTanora. B nHcTpykuun apxms

nepemellaerca B /mnt;
Bash (o6onouka Unix)

mv /home/wmmsa_noneszopaTens/3arpysku/redcheck-alse-repo-
2.7.0.25172.tar.gz /mnt/

LWar 2. MNepenante B KaTanor n pasapxmeupymTte gnctpmbyTtuns;

Bash (o6onouka Unix)

cd /mnt

Bash (o6osnouka Unix)

tar -xf redcheck-alse-repo-2.7.0.25172.tar.gz

War 3. Jo6aBbTe GPG-KkAtOY, KOTOPbIM HAXOANTCA B TOIbKO YTO

pa3apXMBMPOBAHHOM KaTasore;

Bash (o6onouka Unix)

apt-key add redcheck-repo/PUBLIC-GPG-KEY-redcheck
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LWar 4. Co3pavite dpann redcheck.list 1 fobaBbTe B Hero 3anvcb penosntopums;

Bash (o6on0uka Unix)

touch /etc/apt/sources.list.d/redcheck.list
echo "deb file:/mnt/redcheck-repo/ 1.7 x86-64 non-free dotnet" >
/etc/apt/sources.list.d/redcheck.list

LWar 5. O6HoBUTe NakeThl;

Bash (o6osnouka Unix)

apt -y update

LWar 6. YctaHoBuTe koMmnoHeHTbl RedCheck;

Bash (o6osnouka Unix)

apt -y install redcheck-dotnet-runtime redcheck-aspnetcore-runtime
redcheck-api redcheck-client redcheck-scan-service redcheck-sync-
service redcheck-cleanup-service

Ecamn Ha xocTe paHee yxe 6bin ycTaHoBAeH dotnet, nepes MHCTannsLmen
HeobXoAMMO ero AeNHCTaANNPOBATS:

Bash (o6on0uka Unix)

apt -y remove dotnet-runtime-6.0 aspnetcore-runtime-6.0 dotnet-
host-6.0 dotnet-hostfxr-6.0

Jlorn vHcTannsTopa pacnonaratotca B /var/opt/redcheck-
common/log/configuration.log

Kondurypauusa RedCheck

War 1. Hactpoute komnoHeHTbl RedCheck;
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MNepes NOBTOPHOW KOHGUIypaLMen pekoMmeHayeM CAe/1aTb Pe3ePBHYH KOMUKO
6a3bl AAHHbIX.

Bash (o6osnouka Unix)

redcheck-bootstrap configure -c=all

Byaet 3anyLieH npouecc KoHOUrypaLmm KOMMNOHEHTOB, KOTOPbIA NOTpebyeT BBOAA
AaHHbIX ana poctyna K CYB/, AMUEH3MOHHOrOo KkoYa U ApYrMx napameTpoB ANs
KoppekTHOn paboTbl Cnuctemsbl. [laHHOM KOMaHAOW ByAyT CKOHOUIYpPUpPOBaHbI BCe
OCHOBHble koMnoHeHTbl RedCheck Ha oagHoM cepBepe.

Ha atane reHepauunmn ceptndumkata ana npotrokona HTTPS Heobxoanmo BBecCTm
Ha3BaHuA: o6nacTu (cTpaHbl), ropoga, opraHu3saLmm, oTaena, 31IeKTPOHHOMU
nouThbl.

LWar 2. Hactpoute cnyxby ounctkum b/

Bash (o6onouka Unix)

redcheck-bootstrap configure -c=redcheck-cleanup-service

B npouecce HacTpownku caybbl Bam Hy>xHO BBecTn URL redcheck-api B popmate
http://ip:port, a Takoke yyeTHble AaHHble Noib3oBaTens ¢ poabto RedCheck_Admins
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LWar 3. YkaxwuTe B koHOUrypaumoHHoM danne redcheck-client ctpoky noaknroueHums

K cny>x6e ounctkm (http://ip_rest_api:8740);

Bash (o6onouka Unix)

nano /var/opt/redcheck-client/conf/redcheck-web.dll.config

MprMep KOHPUTYypaLMOHHOTO Galina Nocae pesakTMpoBaHUS.

ml

'_ll_l::;l: :_ :_i|||:|
‘configuration?

LWLar 4. MNMepe3anyctute kKOMNoHeHT redcheck-client;

Bash (o6osnouka Unix)

systemctl restart redcheck-client
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3.2 Debian

= C aoctynoMm K cetn VIHTepHeT
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C pocrynom k cetn IHTepHer

= YcraHoBka CYB/l

=  VHctannauma RedCheck

» KoHdurypauma RedCheck

YcraHoBka CYb/J,

Jlor TepmuHana HaxoauTtcs B darine ~/.bash_history. B cnyuyae Bo3HukHOBEHMA
owmnbKkM cozgarite dain, cogepKallymin nor, u obpaTnTech B CNy>K6y TEXHUYECKOM

NoAAEDPIKKN.

Bash (o6on0uka Unix)

sudo cat ~/.bash history >>
/home/umsa nonesosatens/3arpysku/log.file

CopeprxaHue

= YctaHoBka CYB/J PostgreSQL

= Hactpownka PostgreSQL

Y¥craHoBka CYB/], PostgreSQL

[obaBbTe odumumnanbHbI peno3mtopuit PostgreSQL. ns 3TOro BbiNoaHUTE

cnepyrolLme waru:

War 1. Bovgute nog root nonb3oBaTenem:

Bash (o6onouka Unix)

Su

LWar 2. OTKpOIZTe TepMurHan 1 BbIMOAHNTE Chefyrolne KOMaH4bl,
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Bash (o6onouka Unix)

apt install curl ca-certificates

Bash (o6osnouka Unix)

install -d /usr/share/postgresgl-common/pgdg

Bash (o6onouka Unix)

curl -o /usr/share/postgresgl-common/pgdg/apt.postgresgl.org.asc —-—
fail https://www.postgresql.org/media/keys/ACCC4ACF8.asc

Bash (o6osn0ouka Unix)

sh -c¢ 'echo "deb [signed-by=/usr/share/postgresqgl-
common/pgdg/apt.postgresqgl.org.asc]
https://apt.postgresqgl.org/pub/repos/apt $(lsb release -cs)-pgdg
main" > /etc/apt/sources.list.d/pgdg.list’

LWar 3. O6bHOBUTE NakeThl;

Bash (o6onouka Unix)

apt update
LWar 4. YcraHosuTe PostgreSQL 14 nan ntobon gpyromn Bepcmu;

Bash (o6osn0uka Unix)

apt -y install postgresgl-14

Hacrpoiika PostgreSQL

LWar 5. lo6aBbTe cnyxby postgresql B aBTo3anyck;
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Bash (o6osnouka Unix)

systemctl enable postgresqgl

ynchronizing ate of postg . cript with /lib/systemd/sustemd-susv-install

» Egtimg: /libs

LWar 6. Co3gante nonb3oBaTens Ans agMuHUCTpupoBaHmsa CYb/J;

PostgreSQL no ymonuaHuto co3gaeT cyrnep-nosib3oBaTesis postgres.

Bash (o6osnouka Unix)

sSu postgres

Bash (o6osnouka Unix)

psgl -U postgres

Bash (o6osnouka Unix)

CREATE ROLE redcheck WITH PASSWORD '12345' LOGIN CREATEDB SUPERUSER;

/aptd# sudo su - postgres
-db:~% psql -l postgres
(Debian 14.5-1.pgdg9@+1))
BBegute "help”, 4tobw noay4ute cnpabky.

postgres=H CREATE ROLE redcheck WITH PASSWORD '12345° SUPERUSER LOGIN CREATEDH;

CREATE ROLE

root@astra-db: /etc/apth [

[nsa Bbixoga 13 6a3bl faHHbIX postgres BBeanTe \q
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LWar 7. 3aBepLuunTe ceccnto KOMaHAoM exit

LWar 8. OTkponte AOCTyN NO CETU A5 CEPBEPOB, HAa KOTOPbIX MNAaHUPYeTCA

yctaHoBka REST-koMnoHeHTa n cnyx6 ckaHnpoBaHua n cnHxpoHusaumm RedCheck;

Bash (o6onouka Unix)

echo "listen addresses = 'ip CYBL'" >>
/etc/postgresqgl/l14/main/postgresqgl.conf

Bash (o6onouka Unix)

echo host all uma mone3oBaTena CYB] MMH_CeTM/MaCKa md5 >>
/etc/postgresqgl/l4/main/pg hba.conf

ip_CYBJ, — IP-agpeca xocToB, Ha KOTOpbIX ycTaHoBAeHa CYB/, cayx6bl
CKaHWPOBaHUsA, Ciy>ba CMHXPOHM3aLMK 1 cepBepHbIn KoMNoHeHT RedCheck,
mmsA_6a3bl_gaHHbIX — MMs 6a3bl AaHHbIX, KOTOPas CO3AaeTcs NP yCTaHOBKe
RedCheck (no ymonuanuto RedCheck),

nma_nonb3osBatena_CYB/l — nma co3gaHHOro paHee noJib3oBarens,
nmMA_cetn/mMmacka — ceTb UM OAMH agpec, KOTopbiM pa3spewtaetca goctyn Kk CYb/. K
npumepy, 192.168.100.0/24 nan 192.168.100.15/32;

t# echo "listen ' ostaresql/ld/main/postoresgl.conf
apt# tail -nl . i
"1 1.
" md3 Jetcspostaresgl/ld/mainspo_hba.conf

spg_ﬁha.cmn

YTo6bl y3HaTb ip-afpec yCTPOUCTBA, UCMO/Ib3YUTe KOMaHAY ip a

War 9. MNMepe3anyctute PostgreSQL.

Bash (o6osnouka Unix)

systemctl restart postgresgl

Yto6bl NpoBepuTh pabotocnocobHocts CYB/, ncnonb3ynte KoMaHay:
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Bash (o6on0uka Unix)

systemctl status postgresqgl

Mpun HEOBXOANMOCTIN pa3peLunTe AOCTyN K ceTeBOMY nopTy postgresql. Ans
yCTaHOBKW H6paHaMay3pa ufw ncnonbyimTte KoMaHay:

Bash (o6on0uka Unix)

apt install ufw

Bash (o6osnouka Unix)

ufw allow 5432/tcp

rootlastra-db: /etc/apth ufw allow 5
Fules updated

Fules updated (vb)
root@astra-db: /etc/apté |

Mucrannauma RedCheck

Bce KOMaHAbl B UHCTPYKUNW BbIMOAHAKOTCA MNOJ, root-nosib30BaTenem.

YcTaHOBKa KOMMNOHEHTOB

[ns nepemelyeHna No Katanoram Ucnoab3yrte komaHay cd. Hanpumep, utobbl
nepentn B katanor /mnt, Hanvwute cd /mnt
YTo6bl aBTOMATMUECKN AOMOIHUTL Ha3BaHWe KaTasora uan garina, ncnonbyite Tab

LWar 1. MNepemectute ckayaHHbIN apxmB redcheck-alse-repo-2.7.0.25172.tar.gz B
AVNPEKTOPUIO, OTIMYHYHO OT MOJIb30BATENBCKOrO KaTasora. B MHCTpykumm apxms

nepemMelyaetca B /mnt;
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Bash (o6onouka Unix)

mv /home/umMsa nomeszoBarens/3arpys3xu/redcheck-alse-repo-
2.7.0.25172.tar.gz /mnt/

War 3. MNepenanTe B Katanor 1 pazapxvBupynte AnctpnbyTms;

Bash (o6onouka Unix)

cd /mnt

Bash (o6onouka Unix)

tar -xf redcheck-alse-repo-2.7.0.25172.tar.gz

War 4. Jo6aBbTe GPG-KkAtOY, KOTOPbINA HAXOAMTCA B TONBKO YTO

pa3apxMBMPOBAHHOM KaTanore;

Bash (o6osnouka Unix)

apt-key add redcheck-repo/PUBLIC-GPG-KEY-redcheck

War 5. Co3gavite dann redcheck.list 1 gobaBbTe B Hero 3anucb penosuTopus;
Bash (o6onouka Unix)
touch /etc/apt/sources.list.d/redcheck.list

echo "deb file:/mnt/redcheck-repo/ 1.7 x86-64 non-free dotnet" >
/etc/apt/sources.list.d/redcheck.list

LWar 6. O6bHOBUTE NakeThl;

Bash (o6osnouka Unix)

apt -y update

War 7. YctaHoBuTe komnoHeHTbl RedCheck;
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Bash (o6onouka Unix)

apt install -y icu-devtools=63.1-6+debl0u2 libicu63.1-6+debl0u2 libicu-
dev=63.1-6+debl0u2 -allow-downgrades

Bash (o6onouka Unix)

apt -y install redcheck-dotnet-runtime redcheck-aspnetcore-runtime
redcheck-api redcheck-client redcheck-scan-service redcheck-sync-
service redcheck-cleanup-service

Ecamn Ha xocTe paHee yxe 6bin ycTaHoBaeH dotnet, nepes HCTanasLmen
HeobXoAMMO ero AeNHCTaNANPOBATh:

Bash (o6on0uka Unix)

apt -y remove dotnet-runtime-6.0 aspnetcore-runtime-6.0 dotnet-
host-6.0 dotnet-hostfxr-6.0

Jlorn nHctannatopa pacnonaratotca B /var/opt/redcheck-
common/log/configuration.log

KoHdurypauusa RedCheck

War 1. Hactponte komnoHeHTbl RedCheck;

Mepes NOBTOPHOW KOHQUrypaLen pekomMmeHayemM CAe/aTb Pe3ePBHYH KOMUKO
6a3bl AAHHbIX.

Bash (o6osnouka Unix)

redcheck-bootstrap configure -c=all

BygeT 3anylieH npouecc KoHUrypauum KOMMOHEHTOB, KOTOPbI NOTpebyeT BBOAA
AaHHbIX ana goctyna K CYB/], iMUEeH3MOHHOro KaroYa 1 ApyrMx napameTpoB ANs
KoppeKTHON paboTbl Cnuctemsl. laHHOM KOMaHAOW ByayT CKOHOUIyprUpOBaHbl BCe
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OCHOBHble koMnoHeHTbl RedCheck Ha oaHoM cepBepe.

Ha 3Tane reHepauunm ceptudumkaTa ans npotokona HTTPS Heobxoanmo BBeCTU
Ha3BaHWA: obnacTn (cTpaHbl), ropoaa, opraHusauumn, oTaena, 31eKTPOHHOM
nouThbl.

LWar 2. Hactpoute cny>xby ounctkum b/

Bash (o6osnouka Unix)

redcheck-bootstrap configure -c=redcheck-cleanup-service
B npouecce HacTpownku cny>6bbl Bam Hy>xHO BBecTn URL redcheck-api B popmate
http://ip:port, a Tak>ke yyeTHble AaHHble Noib3oBaTens ¢ poabto RedCheck_Admins

War 3. YkaxwuTe B KoHOUrypaumoHHoM danne redcheck-client ctpoky noaknroueHums

K cny>x6e ounctkm (http://ip_rest_api:8740);

Bash (o6osnouka Unix)

nano /var/opt/redcheck-client/conf/redcheck-web.dll.config

MNprmep KOHPUrypaunoHHOro darina nocne pesakTMpoBaHUS.
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ml
nfiguration:
appSetting

SpTetth

onfiguratio
LWar 4. MNMepe3anyctmute koMnoHeHT redcheck-client;

Bash (o6osn0uka Unix)

systemctl restart redcheck-client
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3.3 PEA OC

= YcraHoBka CYB/l

* WHcrannauma RedCheck

* KoHdurypaums RedCheck

REDCheck
oo
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Ycranoska CYb/

CopeprxaHue

= YcraHoBka CYB/l PostqreSQL c peno3utopus PEJ OC
= Hactpounka CYBA

YcraHoBka CYB/] PostgreSQL c peno3sutopusa PE, OC
War 1. OtkpownTte TepmumHan kombuHauven Ctrl + Alt + T;
War 2. Boraute nog root nonb3oBaTenem C NOMOLLbIHO KOMaH/bl Su;

LWar 3. YcraHoBuTe PostgreSQL cneaytolen kKoMmaHAoW;

YcTaHaB/MBaTb MOXHO /106y Bepcuto postgresql, MMeroLLytocs B peno3nTopusx
PE/ OC;

Bash (o6osnouka Unix)

dnf -y install postgresgllb-server postgresgll5-contrib

LWar 4. MpowusseanTte nHnumanmsaumio 6a3bl gaHHbIx postgresql;

Bash (o6onouka Unix)

postgresqgl-15-setup initdb

War 5. 3anyctute cayxo6y postgresql n gobaBbTe ee B aBTO3arpysky;

Bash (o6osnouka Unix)

systemctl enable postgresgl-15 --now

[na npoBepku cTatyca cayxbbl ncnonblynte komaHay systemctl status postgresql-
15
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Hacrpoika CYB/,

LWar 6. Co3gante nonb3oBaTens Ans agMuHuUCTpupoBaHmsa CYb/J;

PostgreSQL no ymonuaHuto co3gaeT cynep-nosib3oBaTesis postgres.

Bash (o6onouka Unix)

sudo su postgres

Bash (o6osnouka Unix)

psgl -U postgres

Bash (o6osnouka Unix)

CREATE ROLE redcheck WITH PASSWORD '12345' LOGIN CREATEDB SUPERUSER;

[na Bbixoga 13 6a3bl AaHHbIX postgres BBeanTe \q

LWar 7. 3aBepLuunTe ceccnto KOMaHAOM exit

LWar 8. OTkponTe AOCTyN NO CETU A5 CEPBEPOB, HAa KOTOPbIX MNAaHUPYETCA
yCTaHOBKa CEPBEPHOr0-KOMMOHEHTa U CIYX6 CKaHNMPOBaHMA U CUHXPOHU3aLMK

RedCheck;

Bash (o6onouka Unix)

echo "listen addresses = 'ip CYBO'" >>
/var/lib/pgsgl/15/data/postgresql.conf

Bash (o6onouka Unix)

echo host all mva nomeszosarensa CYB] mva cerwm/Macka md5S >>
/var/lib/pgsqgl/15/data/pg hba.conf
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ip_CYB/J, — IP-agpeca xocToB, Ha KoTopbix ycTaHoBAeHa CYB/l, cnyx6sl
CKaHWPOBaHUs, CNy>ba CMHXPOHM3aL MK 1 cepBepHbIn KoMnoHeHT RedCheck,
MmMA_6a3bl_gaHHbIX — MM 6a3bl JaHHbIX, KOTOpPas CO34aeTCca NPV yCTaHOBKe
RedCheck (mo ymonuanuto RedCheck),

mmsa_nonb3oBatensa_CYB/J, — nmsa co3gaHHOro paHee nosb3oBaTens,
nma_cetn/macka — CceTb WM OAMH ajpec, KOTopbiM pa3spewaetca goctyn k CYB/. K
npumepy, 192.168.100.0/24 nan 192.168.100.15/32;

UTtobbl y3HaTb ip-agpec yCTPONCTBa, NCMONb3yNTe KOMaHAy ip a

War 9. MNepe3anyctute PostgreSQL.

Bash (o6osnouka Unix)

systemctl restart postgresgl-15

[Ans yctaHoBku firewall ncnonb3yrite komaHay:

Bash (o6on0uka Unix)

dnf -y install firewalld

3anycture firewall:

Bash (o6on0uka Unix)

systemctl start firewalld
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[ob6aBbTe NCKNtOUEHME A1 NOPTa, Ha KOTOpPOM paboTaeT postgresql:

Bash (o6onouka Unix)
firewall-cmd --permanent --add-port=5432/tcp

firewall-cmd --reload
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Mucrannauma RedCheck

[ns nepemelyeHna No Katanoram ucnosab3yrte komaHay cd. Hanpumep, utobbl
nepentn B katanor /mnt, Hanvwwute cd /mnt
Ytob6bI aBTOMATUUECKN AOMNONHUTL Ha3BaHWe KaTasora uan darina, ncnosnb3ynte Tab

War 1. OtkpownTte TepmumHan kombuHauven Ctrl + Alt + T;
War 2. Bovaute nog root nonb3oBaTenem C NOMOLLbIHO KOMaH/bl Su;

LWar 3. MNepemectute ckayaHHbIN apxmB redcheck-redos-repo-2.7.0.28053.tar.gz B
ANPEKTOPUIO, OT/IMUHYHO OT MOJIb30BaTENbCKOrO KaTanora. B MHCTpyKLmm apxmB

nepemellaerca B /mnt;
Bash (o6osnouka Unix)

mv /home/mmMa nomeszosatTena/3arpys3ku/redcheck-redos-repo-
2.7.0.28053.tar.gz /mnt/

LWar 4. MNepenante B KaTanor 1 pazapxvBUpymnTe ANCTpuobyTmB;

Bash (o6onouka Unix)

cd /mnt

Bash (o6osn0uka Unix)

tar -xf redcheck-redos-repo-2.7.0.28053.tar.gz

War 5. Co3paunte dann redcheck.repo n gobaBbTe B HEro 3anncb peno3nTopums;

Bash (o6onouka Unix)

touch /etc/yum.repos.d/redcheck.repo

Bash (o6osnouka Unix)

echo -e "[redcheck-repo]
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name=RedCheck 2.7.0
baseurl=file:/mnt/redcheck-redos-repo/redcheck-base

enabled=1

gpgcheck=0
gpgkey=file:/mnt/redcheck-redos-repo/redcheck-base/PUBLIC-GPG-KEY-
redcheck" > /etc/yum.repos.d/redcheck.repo

War 6. Co3pavite dann redcheck-dotnet.repo 1 gobaBbTe B Hero 3anucb

penosnTopus;

Bash (o6osnouka Unix)

touch /etc/yum.repos.d/redcheck-dotnet.repo

Bash (o6onouka Unix)

echo -e "[redcheck-dotnet-repo]

name=ALTX .NET 6.0.26
baseurl=file:/mnt/redcheck-redos-repo/redcheck-dotnet

enabled=1

gpgcheck=0
gpgkey=file:/mnt/redcheck-redos-repo/redcheck-base/PUBLIC-GPG-KEY-
redcheck" > /etc/yum.repos.d/redcheck-dotnet.repo

LWar 7. ObHOBUTE NakeThl;

Bash (o6osn0uka Unix)

dnf check-update

LWar 8. YctaHoBuUTe koMmnoHeHTbl RedCheck;

Bash (o6onouka Unix)

dnf -y install redcheck-dotnet-runtime redcheck-aspnetcore-runtime
redcheck-api redcheck-client redcheck-scan-service redcheck-sync-
service redcheck-cleanup-service

Mepes o6HOBNEHVEM HEOBXOAMMO CriepBa YAaNNTb YCTAHOB/IEHHbIE MaKeTbI
redcheck:
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Bash (o6on0ouka Unix)

dnf -y remove redcheck-api redcheck-client redcheck-scan-service
redcheck-sync-service redcheck-cleanup-service

Ecam Ha xocTe paHee yxe 6bi1 ycTaHOB/IEH dotnet, mepea MHCTannsLmen
HeobXoAMMO ero AenHCTaANNPOBaTh:

Bash (o6onouka Unix)

dnf -y remove dotnet-runtime-6.0 aspnetcore-runtime-6.0 dotnet-
host-6.0 dotnet-hostfxr-6.0

[na 06HOBNEHMNA NAKETOB UCMOb3yNTE KOMaHAY:

Bash (o6on0uka Unix)

dnf upgrade redcheck-api redcheck-client redcheck-scan-service
redcheck-sync-service redcheck-cleanup-service

Jlorn nHcrannatopa pacnonaratorca B /var/opt/redcheck-
common/log/configuration.log
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Kondurypauusa RedCheck
OdnaitH koHPUrypauums
CHauana Heob6xoANMO MoNyUUTb Gann amueH3nu. BeinoaHuTe cnegyrowime waru:

War 1. CreHepupyiiTe KOJ aKTUBaLMMN KOMAHZAOW:

Bash (o6osnouka Unix)

redcheck-bootstrap get-code

Frootdastra: /mnt# redcheck-bootstrap get-code
BEequte kawd AUUEHZUU:

Kog akTubBauuu:

War 2. AsTopu3ynTech B LleHTpe cepTndunumpoBaHHbiX O6HOBAEHUN ¢

NOMOLWbKO IOTNHa N Napoad;

JlornH/naposib noctaBaseTcs BCeM KOMMEPUYECKMM KAMEHTaM Ha NoCaeAHen
cTpaHmue popmynapa (HaumHasa ¢ 18.05.2022).

LleHTp cepTudULMpOBaHHbIX 06HOBNEHMIA

OnA nonyyeHWa o6HOBNEHWH Heo6X0OWMO BbIGPaTL
cnocob Bxoaa

NorvH u napone
MNonbsoBaTenbCKWe AaHHbIE

|

eToken
3NeKTpoHHbBIA USB-Kntov
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War 3. Packponte RedCheck nnueHsnmu — Bbibepute nHTepecyrowmnin Bac Homep

JINMLUEH3NOHHOTIO KJ/Ho4a;

) AATIKC C b
C::-% - ncreMa ceptuULMpPOoE
BuibepuTe Temy:
,a}(wy—n‘ OBGHoBneHuA ans cepTduymposanroro MO (92) @
Daiine (28) [T]
PyxosoacTea (6) @
Ton enn MaTepuans no cepTHduumposarHomy MO (5) @
O6HoeneHnA Media Kit (21) @
YugTHaa sanuce: £30363
OpraHmsaums: ANTIKC-CODT Tect 2 Obroanenna VmWare (11) @
Mpeasayyil axoa: OBHOBREHKA KOHTEHTE (4) @
08.11.2022, 11:01:41 Met Check nuueHsmm (2) @
IP: 194.190.48.111
RedCheck nuLeHaum (2) *
BuliATH
| T B Knkou | Penakuma [1aTa OKOHU3HUA b
=y 0 000000000 | I RedCheck Enterprise 17.04.2025 14:03:06
Sarpyanms |
BlonneTeHs M3MeHenui RC
3172

HaxXmMunTe BbINONAHUTL aKTUBaLMIO — BBEAMTE PaHee CKOMMPOBAHHbIN KOA,

aktmsauun — FNMpUHATDL;

BLINOAHMTE PYYHYH aKTHBALMIG

NHLEHZMOMHEIR KNou:

Kog a<Tveaummn: =

LWWar 4. Haxxmute CkauaTb;

AKTHEEH daTa aKTHEALMK * | [efcTeA
kdl | ~ 163

False 10,12.2021 09:54:44 CKavYaTE

True 24.00,2020 11:09:35 CKadyaTk

War 5. CoxpaHute dawnn license.xml;

REDCheck
B
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KoHdurypauusa RedCheck

LWar 1. Hactpoute komnoHeHTbl RedCheck;

Mepes NOBTOPHOW KOHOUrypaLen pekomeHayem CAe/aTb Pe3ePBHYH KOMUKO
6a3bl AAHHbIX.

Bash (o6osnouka Unix)

redcheck-bootstrap configure -c=all

Byaet 3anyLieH npouecc KoHGUrypaLmm KOMNOHEHTOB, KOTOPbIA NOTpebyeT BBOAA
AaHHbIX ana poctyna K CYB/, AMUEH3MOHHOIO KkoYa U APYrMx napameTpoB ANs
KOppeKTHON paboTbl Cnuctemsl. JaHHOW KOMaHAOW ByayT CKOHOUIyprUpOBaHbl BCe
OCHOBHble koMnoHeHTbl RedCheck Ha oaHoM cepBepe.

Ha sTtane reHepauunmn ceptudukata ans npotokona HTTPS \Heobxoanmo BBeCTM
Ha3BaHWA: obnacTn (cTpaHbl), ropoja, opraHusauumn, oTaena, 31eKTPOHHOW
nouYThbl.

Ans yctaHoBkw firewall ncnonb3yiite komaHay:

Bash (o6on0uka Unix)

dnf -y install firewalld
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3anycture firewall:

Bash (o6onouka Unix)

systemctl start firewalld

[obaBbTe nckntoueHns ana NOPTOB, Ha KOTOpPbIX paboTatoT komnoHeHTbl RedCheck:

Bash (o6on0uka Unix)
firewall-cmd --permanent —--add-port=5432/tcp

firewall-cmd --reload

LWar 2. Hactpoute cnyxby ounctkum b/

Bash (o6osnouka Unix)

redcheck-bootstrap configure -c=redcheck-cleanup-service

B npouecce HacTponku cay>bbl Bam Hy>xHO BBecTn URL redcheck-api B dopmate
http://ip:port

LWar 3. YkaxwuTe B koHOUrypaumoHHoMm danne redcheck-client ctpoky noakatoueHms

K cnyx6e ounctkm (http://ip_rest_api:8740);

Bash (o6onouka Unix)

nano /var/opt/redcheck-client/conf/redcheck-web.dll.config

MNprMep KOHPUTypauMOHHOTrO Galina Nocne pefakTMpoOBaHUS.
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ml
nfiguration:
appSetting

SpTetth

onfiguratio
LWLar 4. MNMepe3anyctmute kKoMnoHeHT redcheck-client;

Bash (o6osn0uka Unix)

systemctl restart redcheck-client
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3.4 SberLinux

» UHctaanauma RedCheck

* KoHourypaums RedCheck

REDCheck
oo
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Mucrannauma RedCheck

B kauectBe CYB/, ana RedCheck Ha SberLinux moxeT ncnoas3osatbca Pangolin.
PekomMeHAyeTCa NCNoab30BaTb MHCTPYKLMIO MO YCTAaHOBKE OT BEHAOPA.

Ana ycranoskm RedCheck Heobxoanmo aBa penosuntopus: BaseOS n AppStream.

LWar 1. OTkponTte TepMrHan n BOMANTE Noj root Nosb3oBaTeNem C MOMOLLbIO

KomMaHAbl sudo su;

LWar 2. lMepemecTute ckayaHHbIN apxmB redcheck-sber-repo-2.7.0.92.tar.gz B
AVNPEKTOPUIO, OTIMUHYHO OT MOJIb30BaTENbCKOrO KaTanora. B MHCTpyKLmm apxvB

nepemellaerca B /mnt;

Bash (o6onouka Unix)

mv /home/uMs nombszoBarens/3arpys3xu/redcheck-sber-repo-2.7.0.92.tar.gz
/mnt/

LWar 3. MepenanTte B ANPEKTOPUIO N pa3apxmBUpymTe ANCTpmbyTus;
Bash (o6onouka Unix)
cd /mnt

Bash (o6osn0uka Unix)

tar -xf redcheck-sber-repo-2.7.0.92.tar.gz

War 4. Co3pavte dann redcheck.repo n gobaBbTe B HEro 3anncb Peno3nTopums;

Bash (o6onouka Unix)

touch /etc/yum.repos.d/redcheck.repo

Bash (o6onouka Unix)
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echo -e "[redcheck-repo]

name=RedCheck 2.7.0
baseurl=file:/mnt/redcheck-sber-repo/redcheck-base

enabled=1

gpgcheck=0
gpgkey=file:/mnt/redcheck-sber-repo/redcheck-base/PUBLIC-GPG-KEY-
redcheck" > /etc/yum.repos.d/redcheck.repo

War 5. Co3pavte dann redcheck-dotnet.repo n gobasbTe B Hero 3anucb

penosuntopws;

Bash (o6onouka Unix)

touch /etc/yum.repos.d/redcheck-dotnet.repo

Bash (o6onouka Unix)

echo -e "[redcheck-dotnet-repo]

name=ALTX .NET 6.0.26
baseurl=file:/mnt/redcheck-sber-repo/redcheck-dotnet

enabled=1

gpgcheck=0
gpgkey=file:/mnt/redcheck-sber-repo/redcheck-base/PUBLIC-GPG-KEY-
redcheck" > /etc/yum.repos.d/redcheck-dotnet.repo

War 6. O6HOBUTE NMakeTbl;

Bash (o6onouka Unix)

dnf check-update

LWar 7. YctaHoBuTe koMmnoHeHTbl RedCheck;

Bash (o6osnouka Unix)

dnf -y install redcheck-dotnet-runtime redcheck-aspnetcore-runtime
redcheck-api redcheck-client redcheck-scan-service redcheck-sync-
service redcheck-cleanup-service

MNepes o6bHOBNEHVEM HEOBXOAMMO CriepBa YAannTb YCTaHOB/IEHHbIE MaKeTbl
redcheck;
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Bash (o6on0ouka Unix)

dnf -y remove redcheck-api redcheck-client redcheck-scan-service
redcheck-sync-service redcheck-cleanup-service

Ecam Ha xocTe paHee yxe 6bi1 ycTaHOB/IEH dotnet, mepea MHCTannsLmen
HeobXoAMMO ero AenHCTaANNPOBaTh:

Bash (o6onouka Unix)

dnf -y remove dotnet-runtime-6.0 aspnetcore-runtime-6.0 dotnet-
host-6.0 dotnet-hostfxr-6.0

[na 06HOBNEHMNA NAKETOB UCMOb3yNTE KOMaHAY:

Bash (o6on0uka Unix)

dnf upgrade redcheck-api redcheck-client redcheck-scan-service
redcheck-sync-service redcheck-cleanup-service

Jlorn nHcrannatopa pacnonaratorca B /var/opt/redcheck-
common/log/configuration.log
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Kondurypauusa RedCheck
OdnaitH koHPUrypauums
CHayvana Heob6xoANMO MonyunTb Gann amueH3nu. BeinonHute cneayrowme waru:

War 1. CreHepupyiiTe KOJ aKTUBaLMMN KOMAHZAOW:

Bash (o6osnouka Unix)

redcheck-bootstrap get-code

FrootEasira: /mntH redcheck-bootstrap get-code
BBequTe KoY AUUEHZUU:

Kog akTubBauuu:

War 2. AsTopu3ynTech B LleHTpe cepTndunumpoBaHHbiX O6HOBAEHUN ¢

NOMOLWbKO IOTNHa N Napoad,;

JlornH/naposib noctaBaseTcs BCeM KOMMEPUYECKMM KAMEHTaM Ha NoCaeAHen
cTpaHmue popmynsapa (HaumHasa ¢ 18.05.2022).

LleHTp cepTudULMpOBaHHbIX 06HOBNEHMIA

OnA nonyyeHWa o6HOBNEHWH Heo6X0OWMO BbIGPaTL
cnocob Bxoaa

NorvH u napone
MNonbsoBaTenbCKWe AaHHbIE

eToken
INeKTpoHHbIA USB-kntoy

|
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War 3. Packponte RedCheck nnueHsnmu — Bbibepute nHTepecyrowmnin Bac Homep

JINMLUEH3NOHHOTIO KJ/Ho4a;

) AATIKC C b
C::-% - ncreMa ceptuULMpPOoE
BuibepuTe Temy:
,a}(wy—n‘ OBGHoBneHuA ans cepTduymposanroro MO (92) @
Daiine (28) [T]
PyxosoacTea (6) @
Ton enn MaTepuans no cepTHduumposarHomy MO (5) @
O6HoeneHnA Media Kit (21) @
YugTHaa sanuce: £30363
OpraHmsaums: ANTIKC-CODT Tect 2 Obroanenna VmWare (11) @
Mpeasayyil axoa: OBHOBREHKA KOHTEHTE (4) @
08.11.2022, 11:01:41 Met Check nuueHsmm (2) @
IP: 194.190.48.111
RedCheck nuLeHaum (2) *
BuliATH
| T B Knkou | Penakuma [1aTa OKOHU3HUA b
=y 0 000000000 | I RedCheck Enterprise 17.04.2025 14:03:06
Sarpyanms |
BlonneTeHs M3MeHenui RC
3172

HaxXmMunTe BbINONAHUTL aKTUBaLMIO — BBEAMTE PaHee CKOMMPOBAHHbIN KOA,

aktmsauun — FNMpUHATDL;

BLINOAHMTE PYYHYH aKTHBALMIG

NHLEHZMOMHEIR KNou:

Kog a<Tveaummn: =

LWWar 4. Haxxmute CkauaTb;

AKTHEEH daTa aKTHEALMK * | [efcTeA
kdl | ~ 163

False 10,12.2021 09:54:44 CKavYaTE

True 24.00,2020 11:09:35 CKadyaTk

War 5. CoxpaHute dawnn license.xml;
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KoHdurypauusa RedCheck

LWar 1. Hactpoute komnoHeHTbl RedCheck;

Mepes NOBTOPHOW KOHOUrypaLen pekomeHayem CAe/aTb Pe3ePBHYH KOMUKO
6a3bl AAHHbIX.

Bash (o6onouka Unix)

redcheck-bootstrap configure -c=all

BygeTt 3anyLieH npouecc KoHUrypauum KOMMOHEHTOB, KOTOPbI NOTpebyeT BBOAA
AaHHbIX Ana goctyna Kk CYB/], AMLLEH3MOHHOrO KAkoYa U ApYyrnx napaMeTpoB ANs
KOoppeKTHOWN paboTbl Cnctemsl. laHHOM KOMaHAoW ByayT CKOHOUTIyprpOBaHbI BCe
OocHoBHble komnoHeHTbl RedCheck Ha ogHOM cepBepe.

Ha stane reHepauunm ceptudukata ans npotokona HTTPS Heobxoanmo BBeCTM
Ha3BaHWA: obnacTn (cTpaHbl), ropoja, opraHusauumn, oTaena, 31eKTPOHHOW
nouYThbl.

[Ans yctaHoBkwm firewall ncnonb3syite komaHay:

Bash (o6on0uka Unix)

dnf -y install firewalld
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3anycture firewall:

Bash (o6onouka Unix)

systemctl start firewalld

[obaBbTe nckntoueHns ana NOPTOB, Ha KOTOpPbIX paboTatoT komnoHeHTbl RedCheck:

Bash (o6on0uka Unix)
firewall-cmd --permanent —--add-port=5432/tcp

firewall-cmd --reload

LWar 2. Hactpoute cnyxby ounctkum b/

Bash (o6osnouka Unix)

redcheck-bootstrap configure -c=redcheck-cleanup-service

B npouecce HacTponku cay>bbl Bam Hy>xHO BBecTn URL redcheck-api B dopmate
http://ip:port

LWar 3. YkaxwuTe B koHOUrypaumoHHoMm danne redcheck-client ctpoky noakatoueHms

K cnyx6e ounctkm (http://ip_rest_api:8740);

Bash (o6onouka Unix)

nano /var/opt/redcheck-client/conf/redcheck-web.dll.config

MNprMep KOHPUTypauMOHHOTrO Galina Nocne pefakTMpoOBaHUS.
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SpTetth
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LWLar 4. MNMepe3anyctmute kKoMnoHeHT redcheck-client;

Bash (o6osn0uka Unix)

systemctl restart redcheck-client
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3.5 YcraHoBka RedCheck Update Server (Windows)

KOMMOHEHT He aBAsieTcs 0653aTeNbHbIM U INLLEH3NPYETCA OTAENbHO. YCTaHOBKa
RedCheck Update Server nponssoautca B DMZ-cermeHTte cetn ans o6HOBAEHMUA
KOHTEHTa 6e3omacHOCTM 6e3 AocTyna K CeTu VIHTEPHET CO CTOPOHbI C/TyXKObI
cuHxpoHm3saumnm (RedCheck Sync).

War 1. 3anyctute nHctannaumnoHHbin naket RedCheckUpdateServer.msi;

ﬁ ¥ecranoeka RedCheck Update Server — >

Bac NpuBeTCTBYET MacTep YCTaHOBKM
REDCheck RedCheck Update Server

Macrep ycraHoekn yeradoewT RedCheck Update Server
Ha KOMNERTEpe, HaxmuTe kHonky “danee’, yTobhl
NPOACAKNTE, MAK KHOMKY "OTMEHE", YTOBE BEIATH K3
MACTEpPa YCTaHOBKM,

War 2. BBeanTte AMLUEH3VOHHLIN Katoy — [lanee;

ﬁ Mperpamma yeranoekn RedCheck Update Server - *

TNMuueHz noHHBIA KDY

BeeguTe NproBpPETEHHEIR PaHEE NMLIEHINOHHEIR KNHOY | REDCheck
HaxmuTe 'anee’

TNIMUEHZNOHHEIR KoY

|| BcraenTte

Hasaa Ommens
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LWar 3. Ykaxute AnpeKTopuio Aa yCTaHOBKY;

ﬁ ¥cranoeka RedCheck Update Server - *

Manka ycranoBkm

Hammute 'fanee’, 4Tobbl yCTaHOBMTE B NaNKy No yMOAYaHUID, J EDCheck

¥rraHoEWTE RedCheck Update Server g2

C\Program Files [x86P\ALTEX-SOFT\RedCheckUpdateServer',

MEMeHUTb...

LWar 4. HaxkmuTe YcTaHOBUTD.

15 Veranoera RedCheck Update Server - X

Bce rotoso k yaranosxe RedCheck Update Server REDCheck

HaxkmuTe KHONEY "YITaHOEWTE , HTOBEI HAYaTe YCTaHOBKY, HasMUTE KHONKY
"Hazag , 4yTo6EI NPOEEPHTE AW WIMEHWTE NAPAMETPEI YITAHOEKH, HaxmMuTe
KHOMKY "OTMEHa", 4ToBbI BEIATH M3 MaCTepa.

Hazag YETaHOBWTE OTtmeHa

Mocne ycTaHOBKM HEOBXOAMMO Npom3BecTn HacTpoiiky (4.3.3 CUHXPOHM3aLMA
yepe3 RedCheck Update Server).
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3.6 YcraHoBka areHTa RedCheck (Windows)

AreHT ckaHMpoBaHuns — komnoHeHT RedCheck, npegHa3HauyeHHbIN AN CKaHUPOBaHUS
XOCTOB, OrpaHMY€eHHbIX NoanTukon Vb opraHmsauum (Hanpumep, 3anpert uan
orpaHuyeHune ncnoabzosaHma WMI, WinRM, oTcyTcTBrE BO3MOXHOCTH
ncnonb3osatb Y3 agMMHUCTpaTopa), a Takxke Ana obecneyeHuns BbICTPOAENCTBUA U

NOBbILLEHHON HaAEXHOCTU CKaHUpoOBaHUA.

[JlaHHbIA KOMMOHEHT paboTaeT TO/IbKO MO 3anpocy OT cepBepa CKaHMpPOBaHWA B

paMKax Ha3Ha4YeHHOU 3ajaum ayauTa.

CopeprxaHmne

= 3.6.1 YcTaHOBKA Ha CKAHUPYEMOM XOCTE B PYYHOM pexXmnme

= 3.6.2 YCcTaHOBKA Yepes rpynnoBbie NOAUTUKN AOMEHA
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3.6.1 YcTaHOBKa Ha CKaHMPYEMOM XOCTe B Py4YHOM pexxmme
Mepea ycTaHOBKOW y6eamTech, UTO Ha KOMMbHOTEPE eCTb BCE HEODOXOAMMbIEe

KOMIMOHEHTbI:

= Microsoft .NET Framework 4.8 (4.3.2 YcraHoBka Microsoft .NET
Framework).

Bo3mMoykHa aBTOMaTnyeckas yCTaHOBKa Yepe3 KOMaHAHYH CcTpoky (4.6.3 AreHT

RedCheck)

War 1. 3anyctuTe yctaHoBOYHbIN pann RedCheckAgent.msi Ha ckaHMpyeMom

xocte — Nanee;

ﬁl Mporpamma ycranoskw RedCheck Agent (64 bit) — x

Bac npueeTcTBYET MacTep yCTaHOBKM
REDCheck RedCheck Agent (64 bit)

MacTep yCTaHOEKMW YITaHOEMT RedCheck Agent (64 bit)
Ha KOMNeTEpe. HaxmuTe kHonky “Jdanee’, 4Tobk
NPOAOAKNTE, WAK KHONKY "OTMEHE", YTOGBI BEIATH W3
MacTepa yeTaHoBKM,

Hasaa OTmens

War 2. HcTannaTop NpoBepuT Haanume Bcex HeEObXoANMbIX

KoMnoHeHTOB — [flanee;
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https://docs.redcheck.ru/smart/project-269/setup-web-microsoft-net-framework
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https://docs.redcheck.ru/smart/project-269/params-auto-agent-rc

ﬁ] Mporpamma ycranoskw RedCheck Agent (64 bit) - >

Heobxogumbie KOMNOHEHTBI

¥BegnTECh, UTO YCTAHOBNEHB! BCE H OAMMBIE KOMMOHEHTbI REDCheck

.MET Framework 4.8

Ormens

War 3. 3aganiTe nopt areHTa (No ymonvarHuo 8732) n otmetbTe nosie lo6aBuThb

nopr... B UCKAtoueHne 6paHamayspa — fanee;

N3MeHUTb NOpT MOXHO nocae yctaHosku (4.11.2 IameHeHne nopTa Ang areHta

RedCheck).

ﬁ] Mporpamma ycranoskw RedCheck Agent (84 bit) - Ed

Mopt arenTa

¥kaxuTe NopT ANA areHTa REDCheck

Mopm: 8732

Dﬂ,oﬁaBMTb nopT RedCheck Agent B ncknodeHwa BpaHgmay3pa

Hazag Hanee OTmeHa

War 4. Ykaxunte gMpekTopuro AN YCTaHOBKW areHTa — flanee;
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ﬁ] Mporpamma ycranoskw RedCheck Agent (64 bit) - >

MNanka ycranosxm

Haxcwnre 'anee’, utobel ycTaHOBUTL B NANKy N0 YMOAYaHNIO, REDCheck

¥craHoenTe RedCheck Agent (64 bit) &

C\Program Files\ALTEX-5OFT\RedCheckAgent,

HameHuTE...

Ormens

LWar 5. Mo HeobxoANMOCTN OTMETbTE CO34aHNe I0KabHOW rpynnbl 6e3onacHoCTL
REDCHECK_ADMINS v sobaBneHne B Hee Nob30BaTeNs, U3 Noj KOTOPOro

MPOU3BOAMNTCA YCTaHOBKa areHTa — [lanee;

YneHcto B rpynne 6e3onacHoct REDCHECK_ADMINS TpebyeTcs an1a KOpPEeKTHOM
paboTbl areHTa.

ﬁ Mporpamma yeraHoekw RedCheck Agent (84 bit) (2.6.9.6679) - *

Ipynna REDCHECK_ADMINS
TMpw HeoBxogumocTh cozgaiite rpynmy REDCHECK_ ADMINS RED Check
b

HaxmnTe 'Janee.

Ana dyHEuMoHMposaHma RedCheck Agent HeobBxoaumo, YToBh
NoNE30BaTeNk, OT YBEro MMeHW BYaeT NPOB0AMTEA CKaHMPOBaHWe, COCTOAN B
rpynne REDCHECK_ADMINS

|:| Cozgate rpynny ‘REDCHECK_ADMINS'

Dﬂoﬁasmb TeRYWEro NoAL30EaTend & rpynny ‘REDCHECK_ADMINS

penee | | omena

Ecnv xoCT HaxoanTCA B JOMEHE UM Ha HEM Y>Ke MMeeTcA rpynna 6e3onacHocTm
REDCHECK_ADMINS, paHHbIV pa3zen byaet nponyLeH npu yCTaHOBKE.
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LWWar 6. Haxxmunte YcTtaHOBUTD;

ﬁ Mperpamma yeranoekn RedCheck Agent (84 bit) (2.6.9.6384) - *

Bce rotoBo k ycranoeke RedCheck Agent (64 bit) REDCheck

HaxmmwTe KHOMEY “YCTaHOEWTE', YTOBE HAYATE YCTaHOBEY. HaxmnTe KHoNKy
"Hazag’, 4To6el NPOEEPHTE MK M3MEHWTE NAPAMETPH YITAHOEKW, Haxmute
KHOMKY “OTMEHa", YTOBLI BEIMTH M3 MacTepa.

Hazag 1. YETaHOBWTE OTmeHa

[Mocne okoHYaHMSA YCTaHOBKW Ha>XMuUTe Foroso;
D o6aBneHne noprta B uckaroueHna 6paHgmayspa

War 1. OtkpownTe koHconb PowerShell: Myck — Windows PowerShell — [MKM

no Windows PowerShell — 3anyck ot nmeHn agMmuHucTpaTopa;

Windows Kits
Windows PowerShell E_."l

Sror Manens KomangHan
Windows PowerShell KOMMBIOTER ynpasneHua CcTpoka

V17 3akpenwuts Ha HauanLHOM 3KpaHe

JononHurensHO o
-9 Jakpenwte Ha naHenw sagay

¥panuts o
3amyck 0T MMEHW 3AMUHWCTPATOpa

-3
Wy v v "N

MepeiiTh k pacnoncxennio daina

3EI'I)|'CF: OT HMEH W 3AMWHWCTRaTOPa

= 3anycrwte ISE 0T MMEHW 3AMUHWCTPAT...

2 Windows PowerShell ISE

MapameTprl

Mouck
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War 7. BoinonHuTe cieayowyro KOMaHay:
Koga

netsh advfirewall firewall add rule name="RedCheck Agent port" dir=in
action=allow protocol=TCP localport=8732

,@)Check 109
Q



3.6.2 YcTaHOBKa uepes rpynnosblie NOJINTUKN AOMEHa

NHcTannsaums areHTta ckaHmposaHua RedCheck B goMeHHOM OKpy>KeHum

OCyLlecTBadaeTCA NnoCpeacTBOM rpynnoBbiX MOJINTUK B HECKOJIbKO 3TanoB:

= Co3zaHve ¥ HacTpoMKa rpynnsl 6e30nacHOCTH

= Co3aaHve 1 HacTpoOnKa CeTeBOM nanku

= HacTpowvka rpynnoBovi NOJAUTUKMU

Ans obecneyeHuns 6onbLuert 6€30MNacHOCTM U KOHTPOAS 3@ YCTAaHOBKOW AreHTa,
co3gante rpynny 6e30nacHOCTY, B KOTOPOW onpeaenvTe, Kakme yCTponcTaa

noanexar yCcTaHOBKe, a kakue HeT. Ecam Takou ['b He TpebyeTcs, HauHuTe ¢ wara 8.

Co3spaHue 1 HacTpoiika rpynnbl 6e3onacHocTu

War 1. Nyck — Cpeacrea agmuHuctpupoBaHua Windows — Monb3oBatenu n

KomnbtoTtepbl Active Directory;

l Cpepcrea afiMUHUCTPUPOEEHUA... ™

f'ﬁ Active Directory - AOMeHbI U JOBE...
= s = m

!! Active Directory — caidTel n cnyxbi

€l puce

DNS

ODBC Data Sources (32-bit)

Aunck BoccTaHOBAEHWA

WHnumwatop i5CSI

Weroumukn ganse: ODBC (64-pas...
Kongurypauwa cucremb
Nokanssan noauTuka GE30NacHOCTA
Mogynn Active Directory ana Wind...
MonuTtop Gpanamayspa 3aluTHHK. ..
Monwurop pecypcos

ONTUMUZELNS JUCKOE

QOuncrka gucka

Mng enbsoBatent v komnbrTeps A

Monssoearens u koMnbtoTeps Act...

B o 0 &

M
=
-
"'.
=
L
Fle
>
(V)
s
=
=
=
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R
Y&

War 2. MKM no Users — Co3gartb — lpynna;

1 Active Directory - NONLIOBATENM W KOMNBIOTEPBI

Daiin  Aeicreme Bua  Cnpaexa

9 2@ L0(XE

S HmMm PR TYah

- Bo x

: Nonssosareni n KomnslOTEPSI 4 | ma Tun Onuncanne
| Coxpanennsie sanpocet E) admin Monssoearens
v B8 REDCHECKLOCAL &db&dmm Monwsosarens
| Builtin
Computers 2, Defaultaccount Monssosarens  YuetHaa sanuce NoNbIOBaTens,
< <
) Domain Controflers E&DnsAdmlns Fpynna Gesen..  Mpynna aamunncrparopos DNS
F < Principall| Proxy Fpynna Geson...  DNS-xauenTsy, koTopbiM paspe
“ M-n:ged s!m’“ Accoun ; lgprole:(ed Users Fpynna 6eson...  Yuactuuxam >1oit rpynnet o6es
1 Users | 8 redcheck Mpynna Geson...
Aeneruposanie ynpasnenma... Monssosarens
Hodimo, Fpynna 6eson...
Fovnna fisson
Cospate > Komnmorep
Bee sapqoum > Kowraxr EHHAA YNETHAA 3ANUCH &
Bia S Tpynns l MMEIOLIME JAMHHNCTD
I—m—v—n ToPeron BAMUMMCTPATOP
Obmosnme 31 STOR rpyNNbE MOTYT Bbi
3 [ROSpSreate 3 3TOR rpynnbt MOryT Bbt
i b A msDS-ResourcePropertylist UEHNbIE AAMHNICTPOTOP
Ceoiicrsa msDS-ShadowPrincipalContainer HENHBIE AAMUHHCTPATOP
Cnpaexa msimaging-PSPs 3 STOR rPyNNbE MOTYT M3
-t Vs v Meesaormm ouepean MSMQ 1CTH AOMENa
orocns Mpunrep €HMAR YNETHAA 33NNCh A/
Eefpynnl € 3anpewern TioAtacoaTene M UNEHOB ABHHOM Fpynn
Eerpynm € paspewenn M HNEHOB ABHHON rpynn
EBanavenu ceptndnks D6upa naka 31 STOR rpynnbi MOryT nyt
B2 Knomupyempie kontponnepsi somena Tpynna Geson...  “Ynensi STOM rpynnsi, ABASIOUY
QKumnwrepu Aomena Fpynna Geson.. Bce paboune cranymm u cepse|
QKoKrponnep:u Aomena Fpynna Geson... Bce xonTponnepsl zomeHa & A¢ |
< >l < >

Co3aanme HOBOrO 3NEMEHTa B STOM KONTEliHEpe.

LWar 3. B none Nma rpynnbl ykaxxute Ha3BaHWe rpynnsbl (B

npumepe software_deploy). O6bnactb gelictBus rpynnel Fno6anbHas; Tmn

rpynnbl Fpynna 6esonacHoctu — OK.

Hoewiit obwext - Mpynna

&a) Cospate B: REDCHECC.LOCAL Users

e rpynne:

| software_deploy

Mg rpynine: (npea -Windows 20:00):
| software_deploy

OBnacTe ASRCTEMRA rpyNne

() Noxansran B aomese
(®) CnoBansran

() yrmeepcansnan

War 4. NKM no software

Check

T rpynne:

(®) rpynna GesonacHocTi
() rpynna pacnpocTpareriss

[oc ][ omes

deploy — CoiicTBa;
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82, redcheck Fpynna 6eson...
& redcheck.admin Monszosarens
82 REDCHECK_ADMINS lpynna 6eson...
B2 REDCHECK_SYSTEMS lpynna 6eson...
2 REDCHECK_USERS lpynna Geson...
software_deploy S—
& Aamummcrparop AoGaswms & rpynny... reatens
B2 Aamumncrparop MNepemecruts... eson...
%Munnuctpno; Ornpasure noury Geson..,
% AaMuHncTparop Geson,
%Awunuc‘rparo; By Geson..
Eﬁmunucrpaw; Buipesars Gezon...
Q AamuHucTpaTop Yaanuts Geson.
% Bnagensupi-cos, Mepesmseosats Geson.
% loctn gomena Seson.
8.; locTe Ceoicrsa Rarens
% lpynna c sanpet o Geson.
mrpynna c pazpet % ¢ v > Geson...
B Umnarenu centuhuraron Fownna Gexnn..

Berpoennan

Ynenbl, ume
Hasnauenms
Ynens sToi
Ynens sToi
Hasnauenne
HasnauenHs
Ynersl 3TOR
Bce roctm Ac
Bcrpoennan
Maponwn une
Maponu une

Unewnt aTnit

LWar 5. Boibepute YneHsbl rpynnbl — 1lo06aBuUTh;

Ceoiicrea: software_deploy

OBwwue] “netsl rpynnm

Unes rpymn ¥npasneetca

UneHs! rpynine:
Hiran MNarwca possesswoc cyxt Active Directory
| DoBasums... | Vasme

[ o< ] omem || eomewr

LWar 6. Haxxmute Tunbl o6beKToB

REDCheck
oo
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BriBop: "Monszoeatenn”, "Kontakte”, "Komnewotepet”, "YyeTHbIe 3anmcn cnyx. X

BrifiepuTe Tun ofivexTa:
|"|'lonbaoaa1'em". “KomnsioTeps:”, “Ysemre samwcn oy, “Toym

Tinel ofbexTos...

B creayowem mecTe:
|F~!EDCHECK.LDCA.L

Pasmewenme. ..

BeemnTe uvena swifpacsn ofvexTos (pwwveped):

MpoBepuUTs UMeHa

OononrurensHo... Ommena

OtmeTtbTe KomnbroTepbi;

Tune: ofbexTos x

Buibepuie Tansi ol bEKTOS, KOTODEIE Bl XDTHTE HEATH

Tl ofvexTos:

@

T

War 7.Ykaxute wnMAa KOMMNbKOTEPA, Ha KOTOPOM [JIaHUPYyeTCca YyCTaHOBKa

areHTa — MNMpoBepntb nmeHa — OK.

BriBop: "Monesosatenn”, “"Kontakme”, "Komneworepel”, "YueTHbie 3anmcn cnyx.. X

BrifiepuTe TN ofivexTa:
|"I'Iorbaoaa1'em". “KomnsoTepe:”. “Yiemee samecH cnyet . Toynl| | Tine ofisexTon. ..

B crepywiiem mecTe:

|F~!EDCHECK.LDCN_

Pasmewerme
Beemime umena suifpasnsn ofbexTos (pvmasped)
ARM MpoBEpTE MEHa
DononnmrensHo... Omena

Co3paHue n HacTpoVika ceTeBOM nanku

LWar 8. Co3ganite AnpeKTOpmIO C MPOM3BOJIbHLIM Ha3BaHMeM (Hanpumep, C\share) —

MKM no co3gaHHon anpekTtopun — CBOMUCTBA;
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chare

OTepriTe
OTKpBITE B HOBOM OKHE

JaKpENMTE Ha NaHenn BelCTporo 4o0CTyna

MpesocTaenTs A0CTYN K
BOCCTAHOEMTE MPEXHION EEPCUID
foBaeuTs & BuBnnoTeky

BEKFIEI'II."ITI: Ha HA4aNeHOM 3KpaHe

OTtnpaeute

BeipezaTe
Konupoeate

BcTaeuTe

Co34aTe ApALIK

¥panute

o

LLe

e

CeolicTea

War 9. MNepengute B Aloctyn — PaclunpeHHaa HacTpomKa;

REDCheck
oo
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CeoicTea: share >

MNpeasimy HacTpolika
Dewwme | Opctyn BesonacHocTs

DBWMA QocTYN K CETeBRIM DafnamM 1 Nankam

share
HeT ofiwero gpocTyna

Cetesol nyTs:
HeT ofiwero gocTyna

Ofwmia pocTyn... I

Pacumpertan HacTpoika ofilero 0ocTyna

anD.DCTaEFﬂHET NoNe30B3ATENECKWME pa3pEUEHWA, CO303ET
oflWWE NankK M 3agaeT OpyrHe ononHATENEHRIE NapaMeTRERI
nfllero nocTy0a

E;‘ PacwwperHan HacTpolika...

0K CmaeHa MprraeHiaTe

LWar 10. OTmeTbTe OTKPbITH 06WMIA AocTyn — Pa3pelueHus;

REDCheck
oo
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Pacwmpennan HacTpoka oBwero gocTyna >

OTKPEITE 0OWMIA DOCTYN K 3TON Nanke

MNapaMeTpel
MMA obwero pecypca:
| chareg| |

AofaeuTe || ¥Yoanutb

OrpaHH4MTE YMCNO 0AHOBPEMEHHBIX | 167772
MoNb30BETENEA A0

MpUMeYaH1e;

PazpeweH1a KaWMpoBaHWe

COTmeHa [MPHMEHKHTE

CnmBOAN $ Ha KOHLE MMEHW Nanku No3BONSET CKPbITh €€ N3 CETEBOTO OKPY>XKEHWS
no/sib30BaTeNemn.

War 11. Yaanute rpynny Bce;
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Pazpewerna gna rpynne "shared" >

Paspewenna ona obiwero pecypca

rDj'TII'IbI W NONbS0B3TENM:

gece

[oBaenTs. . Yoanum
PazpeweHwna ana rpynnel "Bee" Faspewnts Janpemite
MonHe gocTyn ] ]
WamereHwe ] ]
UreHue ]

Omera MpvMeHnTS

Haxxmute Lo6aBuUThb;
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Pazpewenuna gna rpynnel "shared” >

Paspeweria ana obwero pecypca

rl:lf,'l'll'lb-l WK NONEZ0B3TENK

Paspewerka ana rpynnel “Bee” FaspewnTe 3anpemte
MonHBIR gocTyn L] ]
WNamereHve | ]
Yrerme ]

Omaena MpUMEHTE

LWar 12. Haxxmute PasmelteHne — BbibepuTe nokanbHbIn Komnbtotep — OK;
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=]

bifop: "Monszoeatenn”, "Komnetotepel”, "YuetHele 2anucu cayxB” wam "Tpyn.. X KB

KB
BriBepute Tvn ofbekTa: KE
|"I'Ionbsoaa'renu". "Tpynnel” wnn "BeTpoeHHeE CyGberTal GesonacH:| Tunbl 0B beKTOB... KE
B cnemywowem mecTe: KE
|test-domain.com | PasmeweHie. . KE
BeemTe uMeHa BbIBMpacMel: ofbexTos (DpuMepsl): kKb

MpoBepMTE MMeHa KB

KB

KB

[ononHUTENEHG ... OK OmeHa Kb
KE

PasmelteHne >

YiakuTe, roe Bbl X0TWTE BEIMOMHUTE MOKCK.

35'3] test-domain.com

O

LWar 13. Beeaute nms Mpowegwme nposepky — Nposeputb umena — OK;

BeiBop: "Tonezosatenn” wan "Tpynne!” X

BriBepurte Tvn obbekTa:

|"I'Ionb30E|aTenH". "Tpynne" wmw "BeTpoeHHbie cyBber T Sesonacm| Tune! 06 beK ToE...

B cpeaywowem mecTe:

|YD\|"—AD | Pazmewenme ..

BeemTe umeHa BriBpaemelx 0B bek T ([pumepei);

Mpowemuve nposepk TpoBepuTs MMeHa

LononHUTENSHOD. .. OmeHa

MpesocTaBbTe pa3peLleHve Ha YTeHue;
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Pazpewerna gna rpynne "shared" >

Paspewenwa onA oflero pecypca

rl:lfp'l'll'lbl W NONbS0B3TENM:

S8 Mpowegwwe nposepky

Yaanas

PazpeweHna onA rpynnel

"Mpowe gume npoeepry™ Faspewnts Janpemite
MonHe gocTyn ] ]
[P ] []
TeHue ] |

oK CmaeHa MprreHTE

War 14. B cBonctBax gupektopun nepenante 8 besonacHoctb — N3mMeHUTD;
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CeoicTea: share >

Mpeasinyume sepcn e
OBwme Doctyn BesonacHocTs

WMran ofibexta: ChlUsers‘AnmunucTpaToptDocuments'share

rp!"l'll'lbl W NONbS0B3TENM:

CHCTEMA
a AQMAHWCTRETOR
SR AgpunuctpaTope: (TEST-DOMAINSAgMuHMcTRaTopE)

YUTofiel MSMEHNTE PaSPELIEHIA,

HaxmMuTe KHonky " HMaMeHrs ", WamermTo...

Paspewenwna ana rpynnsl "CHCTEMA"
Faspewnte Janpemm

MonHeid gocTyn 2

WMameHerme

YTEHWE 1 BRINONHEHWE

CrvcoK cogspumMaro NankM

YreHue

Zanuck b

YTofiel 3a0aTe ocolble PASPELIEHMA UM
NapaMeTPhbl, HEXMWATE KHOMKY
"NononHWTensHD".

ononHuTenbHO

Cmaena MprraeHiaTe

War 15. Haxmute Alo6aBUTb — BBEAMTE AAMUHUCTPATOPbI goMeHa — OK;
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BriBop: "Monssoeatenn”, "Komnetoteper”, "YueTHeie z3anncn cnyxd” wan "Tpyn... X

BriBepute Tan o bekTa:

|"I'IonbsoaaTenu", "Tpynnet” Mk " BoTpoeHHbie cyBbexTsI EeaonacH:| Tunb! ofbekTos ..

B cnenywwem MecTe:

|test-domain.com | Pazmewenue. .
e ST R KTOB (MDUMeDs):
AQMUHWC TDETOPEI QOMEHS MpoBepnTE MMEeHa

TononHUTeNEHD ... Omena

PaSpELIERWS 4J1A TPy NGBl Share €]
Mol 5"
§ besonacHocTe ;
g Wraa obverta: Chlsers‘\AgrusuctpatopiDocuments share lime
pyMMbI UMK NoNE30BaTENM: [e ‘
g | S&cucTEmA fi AOKYM...
Hal a AOMUHWCTRETOP Hue
Pa SR ApmunncTpatopel (TEST-DOMAIN'AgMuHMeTRaTOPEI) leHa nu...
AHOBLLIM. .. 2z
| BHOELLM. ..
! AHOEBLLN. .. [
| OpfaeuTe. .. Ynanuts bHOBLL. . 1=
| PaspeweHwa ana rpynnel "CUCTEMA™ AHOELLIN... <

Dasrmannar. Tammamar

War 16. Ans AgMuHUcTpaTopbl goMmeHa oTmeTbTe MoaHbv goctyn — OK;
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Pazpewenna gna rpynne “share" >
BesonacHocTe
WMra ofbexta: ChUsers‘ApmunucTpaToptDocuments share

rl:l','l'll'lbl WK NONbS0B3TENM:

ERCWMCTEMA

a AgMUHWCTRETOP

82 Agrunuctpatoper (TEST-DOMAIN AgrMUHMCTRaTORE)

B2 AnpvhvcTpaTopel nomena (TEST-DOMAINAgMuHucTpar. .

OofaenTs. .. YoanuTe

PaspeweHna gna rpynnk

= Eaapau Tt JanpeTiTs

MonHeEm gocTyn ]
mererne ] ]
UTeHune 1 BEINoNHEHWE [l
Crvcok coaepXMMoro markm ]
UreHue O .

CmaeHa MprreHTE

War 17. CkonunpywTe B CO34aHHYIO ANPEKTOPUIO YCTaHOBOUHbIW $ainn AreHta.
Hacrpoika rpynnoBoi noanTmku

LWar 18. Haxxmute Win + R — BBeguTe gpmc.msc;

EBeauTe UMA NporpamMmel, Nanky, JoKYMEHTa WKW pecypoa

Fi=/
= MHTepHeTa, kKoTopble TpeByeTcA OTKpBITE,

OtkpeiTe: | gpme.msc w

®) 3o 3aganme BydeT cO3AaHO C NPaBAMK 3QMUHNCTPATOpE

QK OTmeHa OGzop..,

War 19. Packponte AlomeHbl — [MKM no gomeHy — Co3paTb 06beKT rpynnoBom

NMOJINTUKUN B 3TOM AOMEHE...,
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4 - -
& ¥npaeneHue rpynnNoBod NoAMTHKORA

_éﬂ)aﬁn Aedctene  Bug  OwHo  Cnpaeka

o« 5 Xdl HFE

5 ¥Ynpasnenue rpynnosoi noanTrkoi RedCheck Agent
v —L\" 'ﬂ.e':: test-domain.com O6nacte  Ceepetma  [Mapametpe  [eneruposanie
v |55 Odomerbl
=) = Cenasu
w I test-domain.c-—
< AddLoca Co3aaTe oBbEKT FpyNNoECA NOAMTHKKN B 3TOM SOMEHE W CBA3ATh EMd.
] Default D CeA3aTh CYLLECTBYHILLIWA CBBEKT rpynnoBoA NOANTHE.., 1
[d
= RedChec BNoKWMpoBaTE HACNEA0BAHKE I~
=/ soft “t

Beeaute numa gna rpynnosow noantuku — OK;

Hoebld ofbekT rpynnoscd NoamTHEN et

Hran:
|HedCheck Agert| |

MexoaHeIR 06 BEeKT rpyNNOB0A NOMATIAKIA:

|{HE.'T} e |

War 20. NKM no co3gaHHoM noantnke — N3ameHuUTb;

W _ﬂ Nec: test-domain.com 01
v (& Jometbl
. . C
~ 3 test-domain.com
| AddLocalAdmins r
[ Defaylt Domain Policy r
= RedChec
- ameHuTs...
o soft

= coftware Py AN TEERET
3 |

=" WinRM | % CeAss BKIHOYEHS

2| Domain | CoXpaHWTE OTYET...
4| Redchecl
T e Bra *

LWar 21. Packpovite KoHpurypauma komnbrotepa — Monntnku — KoHnepurypaums

nporpamm — [1KM no YcraHoBka nporpamm — Co3partb — lNaker;
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=[ PegakTop ynpasneHua roynnoesIMIn NOAUTHES MK

®aiin  Jdedcteme Bwg Cnpaeka
| E =

(=] MNoawraka RedCheck Agent [YD

w i KoHdurypauma KoMnsTep
= Yrobel NpocMOTpETE ONMCEHKWE
w | | Moawtien
INEMEHTE, BBIAENNTE €MD,

=/ Monwutuka RedCheck Agent [YDV-)

v [ | Kongurypauywa npor

Yo
| Kondu Cozgate ¥ MakeT...
| Aananr Bcrasute
=y .
~ nacTponk CJBHOBWTE
v i Kondurypau
| Meawtrey CeolicTEa
~| Hactpoiik
Cnpaeka

Lar 22. Beeante B afpecHON CTPOKe NyTb K CETEBOW

nanke: \\<MmMsa_komMnbloTepa>\<umsa_nankn>$ — Bbibepute yCTaHOBOUHBIA halin

AreHTa;
= Orxpeimue *
€« * 4 0 » Cems » ydv-ad » shara$ v O Mownck: shara$ yel
¥nopagounte * Hoean nanka == ~ [N 9
~
) Wraa Jata usmeHeHna Tun Pasmep
v 3 BoicTpeiii goctyn
. ﬁ! RedCheckAgent 10,10.2022 10:03 Maket ycTaHosLwM,. 3036 KB
I PaBouwii cTo.
* 3arpyskm
|if| JokyMeHThl

| Vzo6paxenn

share

=

shara$

<

. share
System32

. TNokaneHeli gue

[ 370t KomnbroTep
v

Wwa daina: v| Maketel yeranoswmka Window ~

onsns

MeToa pa3BepTbiBaHNS — HA3HAY€HHbIMN;

1

,@)Check 125
Q



PazeepTeIEAHWE NpOrpanmM >

BeiBepuTe MeTOA pasEEpTRIEEHUA:

My B mAYHBIR
(@) HazHa4YEHHEI

() ocoBiiit

BeifepiTe 3T0T NapaMeTp ANA HAZHAYEHWW APMBIKE MPMNOKEHMD
Ge3 MIMEHEHWIA.

Omveria

War 23. KM no nossuBLiemMyca ycTaHoBOYHOMY dainy — CBOUCTBa;

— - . - - b e - e S e e L

v A KoHburypauna KoMneroTep

) ' RedCheck Agent (G
w || MNMoawtuen ABTOMAaTMHECKAA YCTAHOBKA
w || Kondwrypauua npor
~ purypat P HazHauwTe
¥cTaHoska nporg
OnyBankoeate

| Kondwmrypauma Wine
| AAMUHWCTPATHEHEIE Trzsien 5
~| Hactpoiika
v i, KoHpurypauws nonb3osate OBHOBEUTE
_ MonuTky Cooiicraa
| Hactpoiika
Cnpaeka

LWar 24. B Pa3BepTbiBaHMe OTMeTbTE YAaNAaTb 3TO NPUJIOXKEHUE, €C/IN ero

ncnonb3oBaHue... —» OK;
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CeoicTea: RedCheck Agent (64 bit) ? >

KaTteropum Mo Bk LK BesonacHocTe

Dwwme PazsepmoiBaqie OBHoBNEHMA

Tun pazEepTLIEEHUA
[yBmAYHEIA

(@) HasHaueHHeIi

MapamaTpel pa3EepTEIBaHMA

AeToMaTMECKM YCTAHABNHMEATE NPMNOXEHHUE MDA Dﬁpau.l.EHHH K
Dalny ¢ COOTEBETCTEYHOWMM PACUMpEHUEM

¥nanate 310 ApyUnoXeHWe, eCni ero MCNONE30BaHWE BbIXOOMT
3d PaMEW, DonyYCTHMBIE NONUTHKOR ¥NpasneHyA.

He Dmﬁpamam ITOT N3AKET B OKHE MacTepd YCTAHOEKK KU
YaoaneHywA nporpamMM NaHeny YynpasneHwA

Y¥CTaHaBNMEATE 3TO NpUNoXEeHWE NpW BXO0E B CUCTEMY

MNonk308aTENBCKMA MHTERDEAC NPW YCTaHOBKE
MpocToi

MonHeiA

LononHUTENEHD...

OmmaeHa MpHrEHTE

War 25. MNepengnte B KoHpurypauusa
Komnbrotepa — Moantukm — Kondpurypauua Windows — MNMapametpbl
6e3onacHoctn — MoHuTop 6paHamayapa 3awmtHuka Windows... — MNMKM

no MpaBuna gna Bxoaawumx nogkntouedmnin — Cospatb npaBuno...;
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r
=/ Pegaktop ynpasneHna rpynnosbirn NoAMTHKaMKM - O X

@aiin  [eicteme  Bug  Cnpaska
L B AN el HESN 7|

v i KoHdurypauma KoMnetoTepa A Mmaa Mpynna
v | MonuTukm

| Kondwrypauma nperpamm

w || Kondurypauwa Windows

Het 3nemeHToB 4nA DTDE-FIE)KEHMH E 3TOM EWJE.

| MoAuTiKa paspeLLeHna MMeH
=] Cuenapwn (3anyck/3asepluenne)
== PazBepHyTEIE NPUHTEPBI
v EJ_;l MapameTpel GezonacHocT
55 MonuTikn yueTHbix 3anuceii
5 Nokanereie noauTkm
j KypHan cobeinid
& [pynnel € crpaHnyedtBIM 4oCTymIoM
& Cucremubie cryxBel
& Peectp
& Paiinosan cuctema
[ Monwtukn npeescaroi cetw (IEEE 802.3)

v | MonuTop Bpanamayspa 3awmtHuka Windows e |

v @@ Monutop Gpangmayspa 3awwmrrnka Window:
&3 MNpasnna gnA Ex0gALNK NOGKIFYEHRI

B2 MNpaeuna 4na noxogALLErD NOAKNHOYE Co3pate npasuno...

:i_, Mpaewna Ge30NacHOCTH NOAKTHHEHY

- N DUNLTPOBaTs NE Npodun >

| MoauTkn AMCcneTdepa cnncka ceTei

if Monutnin BecnpoeogHoii cetw (IEEE 802.11) ®uneTpoeats no cocTonkuo 2
MonuTUen NTKORITORN KAHWA GuneTooBaTH NO rovne b

War 26. YkaxuTe Tvn npasuna Ana nopra — fanee;

g MacTep co3AaHNA NPABNNA 4NA HOBOTO BXOAALLEND NOAKNHOUEHWA x

Twun npaBuna

BriBepure TMN Npasnna BpaHamay3pa, KoTopoe TpeByeTCA CO34aT:.

llanr

& Tunnpasuna [MpaEuno Kakoro TMNa Bbl XOTUTE COSAATE 7

@ [poTokon W NopTe!l
@ [eictane (O Nns nporpasm:
nDDmV]I’Ib HDBBVIHO. YNPEENAOLLEES NOAK NIOYEHWAMI ANA NPOrpPaMMel

@ Wma @ [ns nopra
[Mpasuno, yNpaenfAicwes NoAKMeYeHMAME anA nopta TCP nan UDP

O Npenonpeaenerse

BranchCache - oHapyxerue kawwpytowx yanos (wcnonesyet WSD)

[

Mpasino, yNpaenAcLEs NOAKNICYEHWAMA ANA onepawi Windows.

() HacTpameaeme

HacTpaneaemoe npasno

OTtmeTtbTe MpoTtokonTCP — ykaxute nopt AreHTta (No ymonyaHuto 8732) — fanee;
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@ Macrep cospanus npasuna Ana HOBOrG EXOARLLIEFD NOAKMIOHEHUA

MpoTokon n NopTe

Y¥kaxuTe NpoToKONL! 1 NOPTLI, K KOTOPLIM MPMMEHAETCA AGHHOE MPasmno.

Wan:

@ Tun npasuna YkaxuTe NMpoTOKON, K KOTopoMy GyAET MPUMEHATSCA 3T0 MPABIND.

@ poTokon v nopTel @ MNpotoxon TCP

@ Oeictene () Npotokon UDP

@ Mpodune

@ Wms YKaXuTe NopThl, K KOTOPIM BYAET NPMMEHATCA 5T0 MPaBANa
O Bee nopT

P S——————

Mpumep: 80, 443, 5000-5010

o

BbibepuTe Paspewntb nogkntoueHve — fanee;

@ Macrep cosaanua npasna 4ns HOBGIO BXOARLLErD NOAKIOHEHIA

Neictene

YkaxuTe nefcTBME, BEINONHAEMOE MPH COOTEETCTEMM NOOKIIOHEHMA YCNOBMAM, S80aHHEIM B AGHHOM Npasvne.

Wanx

@ Tun npasuna YkaxuTe neficTBME, KOTOPOE MOITKHO BLINOMHATECH, KOM A3 NOAKNIDYEHNE YIOBNETEOPAET
YK@SEHHEIM YCNIOBUAM
@ [poToKon v NopTel

@) Paspemmms nomxmovetme

@ [eictene

B niouan Kak NoAKNieYeEHUA, Saumuertbie IPSec, Tak u nogknioyeHun 683 SaumTs!
@ [popuns
@ W () Paspewmms GesonacHoe NoAKMOuEHUE

Briouan TonsKo NoaKNioYEHnA G NPOBEPKOMA NOAMMHHOCTH © NoMowk |PSec.
Mok nroueHna ByayT SalWMLLEHE C NOMOWE NapameTpos |PSec W Npaswn, 3aaaHHEX B
pasgene Npasnn GesoNacHoCTH MoIoYEHHA.

(' BnokmposaTh nomxmoueHne

Bbibepute npoduan ana npumeHeHusa npasuia (PEKOMeHAyeTCA OCTaBUTb MO

ymonvaHuio) — fanee;

Check

129



R
Y&

@ Macrep cospanus npasuna Ana HOBOrG EXOARLLIEFD NOAKMIOHEHUA

Mpodune

YkaxuTe Npodmnu, K KOTOPEIM MPMMEHAETCA 3TO NPaBKI0

Wan:

@ Tun npasuna [ins kaKux Npodned NpUMEHAETCA Npasuno ?

@ [lpoTtokon v nopTel

DomexHbsi
» [eicene
TIpVMEHAETCA NPH NOAKMIOYEHIN KOMMB0TEPE K AOMEHY CBOS OpraHU3aLm.
& MMpodune
o Wma YacThost
TlpyMEHASTCR, KO E KOMMEI TED NDAKITIOYEH K YCTHOM CETH, HENDHMED N0ME I
Ha paBoTte.
MyGmraesi

TpMEHAETCA NPH MO MIDHEHVN KOMINSHOTEPE K 0GWECTEEHHOIA CETH.

o

3apante nms — Froroeo.

ﬂ MacTep cozaaHmna Npaenna ANA HOBOTD EXOAALLIEND NOAKNIYEHUA
Wmn

¥KaxuTe MIMA M ONWCaHME ASHHOMO MPaBMNa.

Wanc
@ Twn npaswna

@ [poTokon W NopTe!l

@ [eicteme
@ [poouns LTE

" [RedCheck Ager]
g IMA

Ormcanie (HeoBa3aTensHa);

MNocne yctaHoBkM AreHta nossutcs anpektopmsa RedCheckAgent no agpecy
C:\Program Files\ALTEX-SOFT, a cny>x6a AreHTa 6yaeT oTtobpaxaTbca

B Mpoueccax B [iucnetuepe 3agau.
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172 Ancneruep sagay - 0O X
Qaiin  Mapamerpu  Bug
Mpoueccst  Mpousec ocTe  KypHan W Astosarpysxa [onszceatenn [lMoapoGuocn  CayxGel
- 3% 42% 1% 0%
Winn Cocroanme un Mamars e Cemw | 3|
[®7] Application Frame Host 0% 43 Mb OMB/fc  OMBur/c ™
[#7] COM Surrogate 0% 1,9 MB 01MB/c  OMéBur/c
PP CTF-3arpysumx 0% 3,1 MB 0MB/c 0 M6ur/c
15 Microsoft Edge Update (32 Gura) 0% 0.5Mb OMB/c  OM6ur/c
[®] Microsoft Network Realtime Ins... 0% 2.8 MBb 0MBfc 0 M6ur/c
Microsoft OneDrive 0% 154 MB 0,1 ME/c 0 M6ur/c
Microsoft Text Input Application 0% 54 MB 0MB/c  0Ménr/c
> [w] Microsoft Update Health Service 0% 0,9MB OMB/c  OMé6ur/c
[ MoUSO Core Worker Process 0% 21MB6 OMB/c  OM6ur/c
v ) RedCheck Agent 0% 9,5MB 0MB/c  0M6nr/c
", RedCheck Agent
» |87 Runtime Broker 0% 1,1MB OMEB/e  OM6ur/c
» 7 Runtime Broker 0% 23MB OMEBE/c 0 MG6ur/c
> [7 Runtime Broker 0% 23MB OME/fc  OMé6ur/c
< > ’
Menswe CrsTe 33534y

[ns ycKOpeHus NpUMEHEeHWs TpynnoBOM NOANTUKN BOCMONb3YATEChH

komaHgol gpupdate /force. [laHHas KOMaHAa BbIMNOAHAETCA OT UMEHM
aAMUHMUCTPaTOpPa AOMeHa Ha KOHTPOJIEpe JOMEHA M Ha XOCTE, r4e Npou3Boguaach
yctaHoBka AreHta RedCheck.

REDCheck
oo
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3.7 Pa3aenbHas yctTaHOBKa KOMMNOHEHTOB

Moa pa3aenbHOM YyCTaHOBKOM KOMMOHEHTOB NoApa3yMeBaeTCa NHCTAANALMSA O4HOTO
N3 KOMIMOHEHTOB OTAE/NbHO OT OCTa/bHbIX. 9TO MOXET H6bITb HEOHXOANMO, HanpumMep,
npwv yCTaHOBKE AOMOJAHUTENBbHOWN CNYXKObl CKaHMPOBAHMS.

[ns MHCTaNNALUM KOMMNOHEHTa YCTAaHOBUTE HY>KHble NakeTbl. Hanpumep, ecan HeobxoAnmMo
YCTaHOBUTb CNy>XBy CKaHMPOBaHWSA, TO NakeTamun ans Hctaanauum 6yayt redcheck-scan-

service 1 redcheck-dotnet-runtime

Bash (o6onouka Unix)

sudo apt install redcheck-dotnet-runtime redcheck-scan-service

MNocne vero nposeanTe KOHPUTypaLMIO KOMMNOHEHTa:

Bash (o6osnouka Unix)

sudo redcheck-bootstrap configure -c=all

|/|HCTaJ'IJ'IFITOp npeanoxunT CKOHq)VIprI/IpOBaTb TOJIbKO YCTaHOB/NIEHHbIE B CUCTEME
nakeTbl.

B cnyyae nHctannaumm cnyxobl CkaHUPOBaHUA / CUHXPOHM3aL M HeoH6XxoANMMO
BPYUYHYH 3aMeHUTb KoY WndpoBaHns B KOHGUIypaumoHHOM daine
yCTaHaBNMBaEMOro KOMMOHEHTa.

Ha xocTte ¢ ycTaHOBNIEHHOU CNy>K60M CKaHMPOBaHWUS NN CNYXXOOM CUHXPOHM3aL MK
oTkpownTe dann /var/opt/redcheck-scan-service/conf/appsettings.json (a5
cny>6bl ckaHnpoBaHus) nan /var/opt/redcheck-sync-
service/conf/appsettings.json (215 cny>x6bl CUHXPOHM3ALUN) 1 BNULLWTE KUY B
napametp Sckd
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4 ConposBoxxaeHue Cucremnl

CopepxxaHue

REDCheck
oo

4.1 Co3aaHve nokanabHbIX noab3osarenen RedCheck

4.2 AKTMBauUUsa NNLLEH3UMN

4.3 O6HOBAEGHME KOHTEeHTa MHGOpPMaLMOHHOM 6e30nacHOCTH

4.4 HacTpovka yYeTHbIX 3anucev ansa ckaHpoBaHUA

4.5 CmeHa karoYa lWndpoBaHus

4.6 ObcnyxmBaHue b/l

4.7 Pe3epBHOE KONMpPOBaHME 1 BOCCTaHOBAeHWe B/l

4.8 O6HoBaeHue RedCheck Nix

4.9 C6bpoc NpuBA3KU NNLLEH3UMN

4.10 CMeHa AMUEeH3VMOHHOIo Kakya

4.11 N'ameHeHMe nopTtoB ana komnoHeHToB RedCheck

4.12 )XypHan cobbitun (norum)

4.13 HacTtpolika cepBuca AOCTaBKU OTYETOB

4.14 Ncknrouenusa ansa cpeacts 3awmtbl (CA3, C31)
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4.1 Co3paaHune nokanbHbix noab3oBartesien RedCheck

[lns KOPPEKTHOrO pacrnpeseneHns npas AOCTyrna 03HAKOMbTEChH C MepeyYHeM

BO3MOXHOCTEN Kaxzoi u3 poneit (1.4 PoneBasa moaenb RedCheck).

Cosp,a Hue noJsibdoBarenn

[lob6aBnTb NONb30BaTENSA MOXET TO/ILKO MOAb30BaTeNb C poabto Admins.
LWar 1. OtkpownTe KOHCONb yNpaBaeHna — Monb3oBaTenu;

ﬁRlDChack OEACTBMA  WMHCTPYMEHTH  CIIPABKA

XOCThI JANAHWA WCTOPWA KOHTPOMb OTYETI MONb30BATENN

War 2. Haxxmute [Lo6aBUTb No/sib30BaTeNs — YKaXMWTe yUYeTHble JaHHble A4

HOBOrO noJsib3oBaTtens — JobaBuTsb;

NokansHeie nonssoeaTenn 1D If  Wws nonesosaTens Pons nonesosaTens Hata

admin & REDCHECK_ADMINS 29.1
Monbsosatenn AD

user REDCHECK_USERS 23.0

system REDCHECK_SYSTEMS 23.0

[ B S,

adminis REDCHECK_ADMINIS 23.0

20 v Page1of1(4items) 1

Vima nonssoBatena | |

Poaw nonbsosatens REDCHECK_ADMINS

Napons | |

MoaTEepXKACHIE Napons | |

YnpaBneHue nosnb3oBatens

X

PeaaktnpoBaHune: Haxmute "4 — PepakTupoBaTb.

YaaneHuwe: Haxmute 1‘:::{} - Ypanutb;

,@)Check
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4.2 AKTMBaumnsa NLEH3UN

CraTtyc nmueH3nm otobpaxkaeTca Ha CTaTyCHOW NaHenu:

=* He* e B

B cnyuae otcytcTBMA focTyna K ceTn IHTepHET akTMBaLMs IULEH3UN

OCyLLeCcTBAsETCA NocpeacTBoM dparina anueHsumm license.xml.

War 1. Ha naHean HaBuraumm BoibepuTte CnpaBka — O nporpamme;

REDCheck JEACTBMA  MHCTPYMEHTHl | CTIPABKA

Pyxosoncreo

XOCTHI JANAHMA WMCTOPR|

PazpatoTumk
CalT npogykta
Ayaut o6HOBNEHMIA
O nporpamme
CMEHWUTE MULEHIMOHHSIR KoY

CMEHWTE 1Y WWDPOEaHKA

CkonupyuTe KOZA akTMBaLMnN B COOTBETCTBYHOLLEN CTPOKe Tabanubi;

CpepcTBo aHanmsa sawménHoct RedCheck

CBefeHMA O Nporpanme

MapameTp SHayeHue

Bepcus nporpamMmer

Bepcus cepsepa _

Bepcws REST 0.3

Bepcin Dassl A3HHED 266

Bepcus KOHTEHTa CVEFULL:1.10.5.9 NIXCOMPL:1.10.5.9 GLA:1.10.5.9 WINCOMPL:1.10.5.8
YHukansHed ID nporpammel 48660376-FB93-488F-A57B-0DD216E43211

NHUEHZMOHHEIR KA ]

Kon akTvsaumn BED340FA43C07EE1983217D3FDC482D4C216B24E6B1ESEDADS8C42186CB114B5

Koa akTMBaLum Tak>ke MOXHO MOoJyunTh BO Bpems yctaHoBku (KoHbuUrypaums
RedCheck).

LWar 2. AeTopu3yiiTech B LLeHTpe cepTudnLMpOoBaHHbIX OOHOBAEHUI C

NOMOLWbKO IOTMHa 1 Napoad;
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https://update.altx-soft.ru/

JlormH/naposnb NOCTaBAAETCA BCEM KOMMEPUYECKMM KIMEHTaM Ha MocaesHen
cTpaHuue popmynapa (HadmHasa ¢ 18.05.2022).

LleHTp cepTudULUPOBaHHBIX 06HOBNEHMIA

Ona nony4eHWa 06HOBNEHWI HEoBX0AWMO BhIGpaTh
cnocob BXona

NorvH u napone
MNonb30BaTENbCKHE AaHHbIS

eToken
3NeKTPOHHBIA USB-Knroy

War 3. Packponte RedCheck nnueHsnmu — Bbibepute nHTEpecyrownin Bac Homep

knroua RedCheck;

AAT3IKC
(c ce = = CucreMma cepTupHULUNPOE
AT OBHoBneHKA AnA cepTrduyMposaHtoro MO (92) +
Crexo -] anA cepTHdLKp (
Daiint (28) +
Pyxosogcrea (6) +
Nonbsosarens MaTepuans no cepTHduumposarHomy MO (5) *
OBHoBneHkA Media Kit (21) *
YugTHaa 3anuce: £30363 e
OpraHmsauma: ANTIKC-CODT Tect 2 OGHoBneHA VmWare (11) &
(
TrmR O OBHOBNEHKA KOHTEHTE (4) *
08.11.2022, 11:01:41 Net Check niuerzun (2) +
IP: 194.190.48.111
RedCheck nuuexzum (2) »
Beliiti
JIMLEHZMORHEIA KNHOY Pepakuma 373 OKOHUHWA hd
] RedCheck Enterprise 17.04.2025 14:03:06
Sarpyanms ____________________________________________|

BionneTens usmMexetnil RC

3172

HaxxmunTe BbINO/IHUTL aKTUBaLUIO — BBEANTE paHee CKOMMUPOBAHHbIN KOZ

akTmBaunm — an/IHfITb,'

,@)Check
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BLINOAHMTE PYYHYH aKTHBALMIG

NHLEHZMOMHEIR KNoU:

Kon axTvBaumm: *

LWar 4. Haxxmute CkauaThb;

AKTHEEH daTa aKTHEALMH * | OefcTeMA
2] | B

False 10.12.2021 09:54:44 CradaTk

True 24.00,2020 11:09:35 CKaYaTh

War 5. CoxpaHute dainn license.xml B anpexkToputo ans odbnainH cMHXpOHM3aL MK

(no-ymonuanuto /var/opt/redcheck-sync-service/data);

AVpeKkTopuns MOXET HaXOAUTLCS B MPOM3BOJILHOM MecTe (Hanpumep, KopHe
CUCTEMBI) W JO/IKHA BbITb AOCTYMHA AN UTEHUS YCTPOWCTBOM, Ha KOTOPOM
yCTaHOBAEHA CyXba CUHXPOHM3aALMN.

LWar 6. OTkpoinTte KoHconb ynpaBneHus RedCheck — HaxxMuTe Ha cTaTyCHOM NaHenu

KHOMKY CMHXPOHM3auun — OdnaliH-CMHXpOHU3aLUA;

| CHHXpOHW3aLUA ‘
lNpoeepuTe 0OHOBNEHWA KOHTEHTA

o MNpoeepuTe 0GHOBNEHMA W 3AMYCTMTE CUHXPOHMIALMIO

OdhnafiH-CHHXPOHM3aLMA

= e =] - BCd B e @ ® KoHTeHT akTyaneH

Mocne 3aBepLlleHnda npouecca CUHXPOHM3aUunn ANpeKTopmra C KOHTEHTOM 6y,u,eT

REDCheck
B
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ouulleHa. He pekomeHAayeTCA XpaHUTb B HEW BaxkHble danbl.

CraTyc cMHXpOHM3aLmm oTobparkaeTca Ha CTaTyCHOW naHenwn. Ans co3gaHuns HOBbIX

3alaHN HEOBXOANMO AOXKAATbCA 3aBepPLUEHNs npoLecca.

E L E L H L L] T ® CHHXpOHW3aLMA YCNEWHO 33BEPLIEHE

Ana n3MmeHeHua cTaHfapTHOro nytm Ana obdaalnH-CMHXPOHU3ALUN  BbIMOAHUTE

cnepyrolLme warm:

War 1. Ha naHenn Hasurauun Boibepute UHCTPYMEHTbDI — Hactpoiiku;

Ana nameneHns Hactpoek RedCheck aBTtopusymnteck nog Y3 ¢
ponbto REDCHECK_SYSTEMS van REDCHECK_ADMINS

War 2. MNepenante B CUHXPOHU3ALIUA — ykaxuTe NyTb K AUPEKTOPUM AN1A

odnanH-cMHXpoHM3aLunn — CoxpaHunTb;

OBLUVE CUHXpOHM3aUMA

CKAHWPOBAHWE CHHXPOHW3ALMA NO PACMHCAHNIO

CHHXPOHWM3ALINA BpyuHyro

LOCTABKA ABTOMaTHYECKH (eXeHEeBHO)

. ABTOMATHUYECKH OPAZHH [EXELHEEHD)

Bpems

MyTe K Nanke odAaRH-CMHXPOHNZALMK [var/opt/redcheck-sync-service/data

[vpekTopna MOXeT HaxOAUTbCA B MPOM3BOJIbHOM MecTe B UHPPACTPYKType CeTu U
AO/KHA ObITb AOCTYNHA AN YUTEHUA XOCTOM, HAa KOTOPOM YyCTaHOBAEHa cy>Kba
CUHXPOHM3auun. B cnyuae ceTeBoM nanku ykasbiBaeTcs yyeTHas 3anunce RedCheck,
noJib30BaTelb KOTOPOW MMEEeT paspeLleHre Ha YTeHMe.
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4.3 O6HOB/NIEeHNEe KOHTEeHTa MHpopmaLnoHHOU 6e3onacHOCTH

Mepea Hauanom paboTel B RedCheck Heobxoanmo 06HOBUTL KOHTEHT Wb, 3arpy3ka
OBHOB/IEHWI OCYLLLECTBASETCA MOCPEACTBOM CMHXPOHMW3aLMN C BHELUHUM CEPBEPOM

obHoBneHUNn AO «ANTTIKC-CODT».
CopeprxaHue

= 4.3.1 CuHxpoHuM3auusa yepes cetb IHTEpHET

= 4.3.2 ObaanH-CUHXPOHM3aLMA

= 4.3.3 CuHxpoHu3aumnsa yepe3 RedCheck Update Server

= 4.34 CuHXpOoHU3aLUMA Yepe3 NPpoKCU-cepeep
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4.3.1 CunxpoHusauma uepes cetb VIHTepHer

I,ﬂ,aHHbIl\/’l cnocob apnsercs npeanoyTuTeENbHbIM N OCYLLLECTBAAETCA MO YMOJIYaAHNIO.

LWar 1. OtkponTte koHconb ynpasneHus RedCheck — HaXxmuTe Ha cTaTycHOW naHenu

KHOMKY CMHXpPOHM3auun — NpoBepuTb 06HOBNIEHMA 1 3aNyCTUTb

CUHXPOHM3aLMIO;
-—m— aw

MpoBepUTL 0OHOBNEHMA W 3aMYCTUTh CUHXPOHW3ALMIO

O6HoE -
OdonaiH-CHHXPoHM3aymna

=+ B Qe Be &

CraTyc CMHXpPOHM3aL MM OTOBpaXkaeTca Ha CTaTyCHOW naHenw. s co3gaHns HOBbIX

3alaHN HEOBXOANMO AOXKAATbCA 3aBEPLLUEHNS NpoLecca.

E L] E L H L ﬁ L B ® CHHXPOHM3ALWA YENEWHO 3aBEpLIEHa
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4.3.2 OdnaiH-CMHXPOHMU3aLNA

B cnyuae otcytctBma goctyna K cetm VIHTepHeT obHoBAeHMe KOHTeHTa Vb

OocCyLlecTBndaeTca nocpeacTtBOM apxmea C H€O6XOAI/IMbIM KOHTEHTOM.

War 1. AsTopusyiTtecs B LleHTpe cepTUdurLIMPOBaHHbIX OOHOBAEHWI C MOMOLLbIO

JIOrMHa U napond;

JlornH/naposib nocTaBaseTcs BCeM KOMMEPUYECKMM KAMEHTaM Ha NocaeAHen
cTpanmnue popmynapa (HaumHaa ¢ 18.05.2022).

LleHTp cepTudULMPOBaHHBIX 06HOBNEHMIA

Ona nonyyeHWa o6HOBNEHWA HeoOX0OWMO BbIGpaTh
cnocob Bxona

NoruH u napone
MNonbsoBaTenbCKWe fAaHHbIE

eToken
ANeKTpOHHBIA USB-Kntoy

LWar 2. Packponte O6HOBNAeHNA — Paiabl — ckayarTe
apxve RedCheck_OfflineData (AKTyanbHbIA KOHTEHT A1 CUHXPOHMU3aLUN

RedCheck (6e3 ¢aitna nuueHsun) ansa Bepcumn 2.7 +), Haxxas Ckauathb;

<
T

m
=

DokyMeHTauma Ha Kpurmolpe CSP 3.9

(=]
il

m
=
=

RedCheck_OfflineData AKTY2NEHEIA KOHTEHT ANA cuHxpoxuzaumn RedCheck (Bes daiina nuuenzum) AnA sepcun 2.7+

(=]
.,

m
(=N

KpunTollpo CSP 3.9 KC1 x64

=
it

m
=9
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LWar 3. Pacnakynte apxvB B ANPEKTOPWIO AN obaalnH-CUHXPOHMU3aUMUK (no-

ymondanuto /var/opt/redcheck-sync-service/data);

LWar 4. OtkponTte koHconb ynpasneHusa RedCheck — HaxxmuTe Ha CcTaTyCcHOM NaHenm

KHOMKY CMHXPOHM3aumn — OdpnaH-CMHXPOHN3aLUSA;

npDBEpHTb 0OHOENESHWMA KOHTEHTA

npDBEpHTb 0BHOBNEHWA W 3anyCTUTL CHHXPOHHUZaLMKD

. E * L ﬁ L |E| ® KoHTeHT akTyaneH

Mocne 3aBepLUEHMs NpoLEecca CUHXPOHU3ALNM ANPEKTOPUS C KOHTEHTOM ByaeT
ounLleHa. He pekomeHAyeTCsa XpaHWUTb B HEW BaxkHble Gaisibl.

CraTyc CMHXPOHM3aLMM OTOBpaXkaeTca Ha CTaTyCHOW naHenn. s co3gaHns HOBbIX

3aflaHnii HEOBXOAMMO AOXKAATLCA 3aBEepPLUEHMS NpoLecca.

- ™
=0 E L] L & L] a ® CWHXpOHW3aUMA YENeWwHo 3aBepIleHa

,ﬂ,]’lﬂ U3MeHeHnA CTaHAapTHOro nytn And Oq)Cl)J'IaI\/’IH-CI/IHXpOHI/BaLI,VIVI BbIMOJIHNTE

cnesytolme warm:

War 1. Ha naHean HaBuraumm Boibepnte UHCTPYMEHTbI — Hactpowku;

Ans nameHeHns Hactpoek RedCheck aBTopusyiiteck noa Y3 ¢
ponbto REDCHECK_SYSTEMS van REDCHECK_ADMINS

War 2. Mepengnte 8 CUHXPOHU3ALIUA — ykaxuTe NyTb K AUPEKTOpUK ANA

odnanH-cMHXpoHm3aunn — CoxpaHuTb;
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OBLUME CUHXpOHW3ayma

CRAHWMPOBAHNE CMHXPOHW3ALWMA MO PACNMCaHMIO

CUHXPOHM3ALNA BpyuHyo

LOCTABKA ABTOMATHUYECKH (EXELHEEHO)

:.: ABTOMATHUECKH OAaRH [EXEeaHEEHD)
Bpems

MMyTb K Nanke ogAaiAH-CHHXPOHU3ALMK Jvar/opt/redcheck-sync-service/data

AvpekTopna MOXeT HaxOANTLCA B MPOU3BOJILHOM MecTe B MHPPACTPYKType CeTu U
AO/KHA ObITh AOCTYMHA ANA YUTEHUA XOCTOM, Ha KOTOPOM yCTaHOBAEHa cy>kba

CUHXPOHM3aLUun. B cnyyae ceTeBon nankum ykasbiBaeTcs yyeTHas 3anucb RedCheck,
NoNb30BaTENb KOTOPOWN MMEET pa3peLLeHme Ha YTeHNe.

,@)Check 144
Q



4.3.3 CunxpoHusaumsa uepe3 RedCheck Update Server

Bonee noppobHas MHCTPYKLMA MO paboTe C KOMMNOHEHTOB HAaXOANTCS B
oTaenbHoM PYyKOBOACTBE.

LWar 1. Co3panite Ha xocTe ¢ yctaHoBneHHbIM RedCheck Update Server B DMZ-
CerMeHTe ANPEKTOPUIO C MPON3BOJIbHBIM Ha3BaHWEM 1N MECTOMOJIOXeHVEeM. B

JAHHOW MHCTpyKumm co3paeTcs anpektopus offline (C:\offline);

War 2. [KM no co3aaHHoun anpektopun— CBoircTBa — floctyn — O6wmii gocrynm;

CeoicTea: offline *
[Npensioy bl HacTpoiika
OBwme Ooctyn BesonacHocTL

DBIWWA opeTyn K CeTEBRIM Dalfinam 1 nankam
offline
EcTt ofwmid nocTyn

CeTesol MyTh:
W DY-AD offline

OBWwWA nocTyn. .

Pacumperran HacTpoika ofiulero opcTyna

MpeaocTaBNAET NONBS0BATENLCKWE PASDEILEHWA, COSAAET
oflLKE Nanky 1 Sa0aeT Opyrve AoNoNHWTENEHEIE NapamMeaTpbl
ofilera opcTyna.

8 Pacumpertan HacTpoiika. .

PackponTte cnnucok — NMouck nonb3oBartenew;
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https://docs.redcheck.ru/smart/project-sync-server/install

B Joctyn k cetn

BbIEJEPI.“ITE.‘ B CETW NOAb30BaTENEH, C KOTOPBIMK Bbl XOTWUTE NOAENWNTLCA

BeeauTe uma v HaxmuTe kHonky "JoBasute” nMBo ncnonesydTe CTpenky ANA NOWCKE CNpejeneqHorc

NoAE30EaTENA,
| |v JoBaeuTe
Bece
[Nowck Nons3oBaTenei... A3QELLIEHUK
2 redcheck.user YreHue n zannce
2 Agmunnctpatop YreHune n z3annce ¥
S AgpavHucTpatopel Bnageney

YKaxkute nms nonb3oBaTtens, KOTopbi byaeT MMeTb A4OCTYN K CO34aHHOWN

AVNPEKTOpUM € KOHTeHTOM — OK;

BeiBop: "Monezoeatenn” waw "Mpynne” x

BriGiepiTe man ofbekTa:

|"|-|0J1bSOEETEI'IH", "Tpynnel" vk "BoTpoeHHeie cyBbekTh Eesonacﬂt| Tunel ofbekTos. .

B cnenyowem mecTe:

|test-domain com | Pazmewerie. .

BeegiTe umeHa BbifMpacmblx 06 bEKTOB (ODUMEDEL):

redcheck user (redcheck user@test-domain.com)] MpoBEpMTE MMEHA

LononHuTensHo... Omena

MpeanocTaBbTe pa3pelleHns Ha YteHue u 3anucb — Moaenntbcs;

Mraa YpoeeHs pazpelueHnii
2 redcheck.user YreHme v zannce Urerine
2 Apmunuctpatop YTeHKME W 3aNKUcE ¥

- ~  Urenwe u 3anuce
32 ApmuHuCTpaTepel Bnageney,

Yaanute

NpoBaembl Npw NpeaccTasnedun cBLUIEro AoCcTyna

G MNogennteca OTmeHa -
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LWar 3. OtkponTte koHconb ynpaeneHua RedCheck — Ha naHenn HaBuraymm

BbIbepute UHCTPYMEHTbI — MeHepkep yueTHbIX 3anucem;

‘.IIIDChack JEMCTBMA

MHCTPYMERTEl | CrPABKA

TNABHAA XOCTHI 3a04
OBLLME
Caywba
ALTHMAP

Cepeep Menemwep wabnoHos 0T4ETOR

Ans nameHeHns Hactpoek RedCheck aBTopusyiiteck nog Y3 ¢
poabto REDCHECK_SYSTEMS van REDCHECK_ADMINS

Haxmunte [Ll06aBUTb yueTHble AaHHbIE;

MeHeaxep yUETHBIX 3anvcei

D Tun MogTun Mma npodn
» 1 Windows test-profile
» 2 Linux sudo-linux
» 3 Windows agent-winc
> 4 Sql MsSql ms=q|
» 5 Windows wmr
> 6 UserGate usergate
» 7 Linux root-scan
> B Windows wm

20 ™| Page 1 of 1 (5 items) 1

JoBasnTs yUETHEIE AGHHBIE ...

BbibepuTe Tun yuetHoi 3anmncu — Windows. Ykaxnte yyeTHble JaHHble

No/b30BaTeNs, Y KOTOPOTro eCTb AOCTYnN K ceTeBor nanke — COXpaHUTb;
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Hoeas / Pegaktupyemasn yuéTtHan 3anuch

YkamuTe TpebyemMble NapaMeTphl 408 HOBOW MAW PEAIKTUPYEMOW YUETHOM 3anmcu.

HMma npoguna |ofﬂ ine-update |
Tin y4ETHOH 3aNKCH | Windows i |
Wma nonb3oBatens | redcheck.user |
Maponb | ........... |
MoaTeepHaeHue napons | ........... | (]
Jomen | test-domain.com I

¥kaszate WinRM nopr
WinRM nopT
WinRM uyepe3s HTTPS
¥kasate nopt RedCheck Agent
Mopt RedCheck Agent
¥kazate nopt RedCheck Update Agent

Mopt RedCheck Update Agent

War 4. Ha naHenan HaBuraumm Boibepnte UHCTPYMEHTbI — Hactpowiku;

CMPABKA

\Ill DCheck AEACTBAA | AHCTPYMEHTEI

TNABHAA XOCTHI 3A04

MeHemxep ayauTos
MeHemsep npodunen

AyauT 06HOBAEHWA
YA MeHegxep KoHbMrypaumi

Cozaate rpynny
CoznaTte XoCT

HMnopT xocToB 3

MMnopT OVAL onpegenaHui
}” HacTpo#iku

KypHan cobeiTriA

Nepenante 8 CUHXPOHWU3ALNA:

= OtmeTbTe ABTOMaTNUecku odpiaH (exkegHeBHO). VI3meHuTe no
HeobxoAMMOCTY BpeMms;

= YKaxuTe NyTb K CETEBOW Marnke;
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= Bbibepute paHee CO3aHHYH YYETHYH 3anucCh;

. ABTOMATHUECKM ODAGAH (EMELHEBHD)

Bpems

\\some\address

YuETHEIE AdHHBIE AAR AOCTYNE K NanKke

Bes yuETHbIN AaHHBIX

War 5. HaxxmuTte CoxpaHUTb 4151 BHECEHUA N3MEHEHU;

MNocne coxpaHeHWs 1 NPOBEPKN JOCTyrNa B CETEBOWN MNanke B Hel NosBUTCA

danin .sync;

e » 3ToT Komnetotep * Jlokanedeld guck (C:) » offline
-~

ran [ata nameHeHuA T
AccTyn
. || .sync 17.11.2022 12:08 ©
i cTon
"
HTBI
HEHWA

LWar 6. Mepenaunte B anpektoputo C:\ProgramData\ALTEX-
SOFT\RedCheckUpdateServer — otpeaaktupyite danin config.xml, so6asuns
ctpoky <clientPath>agpec_aupexkropumn_ana_cnmHxpoHusauyun</clientPath>

Content 15.11.2022 17:45 Manka c daiinamn

= config 17.11.2022 1512 Joryment XML

M:I config — Baoknot

Qafin Mpaeka Qopmar Bug Cnpaska
k?xml version="1.8" encoding="utf-8"?>»

<config>
<content>
<clientPath»C:\offline</clientPathy>
</content>
</config>
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War 7. lMepengunte B AnpekTopumto ¢ yctaHoBaeHHbIM RedCheckUpdateServer (mo
ymonuaHuto C:\ProgramFiles (x86)\ALTEX-SOFT\RedCheckUpdateServer) — BBeaute

B none 4na agpeca cmd — BbINOAHUTE KOMaHAay:

Koa

RcUpdSrv sync

HauHeTca ckaumBaHme HegocTatowero KoHteHta Ub;

at "C:\ProgramData\ALTEX-SOFT\R

> not set.

r] Clean up fold
.UpdateSer izer] Start sync in
S .UpdateSer r] Complete sy N ‘\offline”.
Services.UpdateServer.Synchronizer] Unlock folder ffline”.

ogram File LTEX-SOFT\RedCheckUpdate

War 7. OtkpownTe koHconb ynpaBneHus RedCheck — HaxxMuTe Ha cTaTyCHOM naHenu

KHOMKY CMHXPOHM3aLuun — OdnaH-CMHXPOHM3aLUA;

MpoEepuTe 0OHOBNEHMA KOHTEHTE

NposepuTs 0BHOBNEHMA WM 3aMYCTUTL CHHXPOHU3ALIMID
€@ OdmaiiH-cuHxponnaauma

— H» . <> | » Kontent akTyanen

CraTyC CMHXpOHM3aLMm oTobpaxkaeTca Ha cTaTyCHOW NaHenn. na co3gaHns HOBbIX

3aflaHnii HEOBXOAMMO AOXKAATLCA 3aBEPLUEHMS NpoLecca.

E L] E L] L ﬁ L] '.__|' ® CWHXpOHW3aLMA YCNEWHO 3aBEPILEHa
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4.3.4 CuHxpoHU3aLmA yepes NPoKCcu-cepeep

[ns npoBeAeHNA CUHXPOHU3aLMN Yepe3 NPOKCU-cepBeP HEOHXOAMMO BbIMOAHUTD

cneayrowme warm.

War 1. Haxmute UHcTtpymeHTbl — Hactponku — Obume — B pasgene Npoken-

cepBep BbibepuTe B COOTBETCTBYHOLLEM CMNCKE HY>XXHbIN NapameTp;

Mpokcu-cepeep
Ecnwn Bawa cucTemMa McnonbsyeT NpoKcv-CepEEp, BaM HY3KHO YKa3aTk ero NapaMeTpsl 408 koppekTHoi pabotel RedCheck.

MNpokck-cepeep HTTP hd

Bes npokou
Hacrpoiiks IE aTb NPOKCH CAYAECH CKAHUPOBAHWA
HTTP

Agpec
Mopt 8080

Wcnonb3osarte ayTeHTHOUKaLMID

Wma nonb3oBaTens

Napone

LWar 2. Beeante agpec 1 NOpPT NPOKCK-CEPBEPa, YKaXKMTe Npu HEOBXOANMOCTH

yyeTHble faHHble ANA ayTeHTUdunKkauuu;

OtmeTbTe He ncnonb3oBaTb NPOKcK cNy>)K601 cKaHMPOBaHUSA, €CNN HET TaKoM
HeobxoammocTu. 1o ymonyaHunio GyHKLMSA BKAKOYEHA.

War 3. Haxxmute CoxpaHUTb.
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4.4 HacTpoika y4YyeTHbIX 3anuncein AnA CKaHUMPOBaHUSA

PekomeHayeTcs:

He orpaHunumBaTh CpoK AEUCTBMSA NapOas Als CEPBUCHON YUETHOWN 3anuncuy,
ecnun Taknx TpeboBaHNI He NpeabABAsSET NOAUTUKA 6e30NacHOCTY;

3anpeTuTb YYETHOWM 3anncK N3MEHNTb CBOM Mapob.

CopepxxaHue

REDCheck
oo

4.4.1 CkaHuposaHve Windows-cucrem

4.4.2 CkaHupoBaHue Unix-cuctem (SSH)

4.4.3 CkaHunpoBaHue FreeBSD

4.4 .4 CkaHupoBaHwue Solaris

4.4.5 CkaHupoaHue Check Point
4.4.6 CkaHuposaHue Cisco 10S / NX-OS

4.4.7 CkaHupoBaHve Huawei

4.4.8 CkaHupoBaHue FortiOS

4.4.9 CkaHupoBaHue UserGate

4.4.10 CkaHupoaHue VMware

4.4.11 CkaHnpoBaHue Microsoft SQL Server

4.4.12 CkaHunpoaHune MySQL

4.4.13 CkaHunpoBaHue PostgreSQL

4.4.14 CkanvpoaHue Oracle
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4.4.1 CkanupoBaHue Windows-cucrem
B RedCheck ans ckaHnpoBaHuWa yaaneHHOro xocta TpebyeTcs co3gatb YYETHYHO

3anuce, Tun yuetHou 3anmucu — Windows.

Hosas / PegakTupyeman yuétHana 3anmce

YkaxuTte Tpebyemble NapaMeTpel ANF HOBOW WA PeJakTUPYEMOR YUETHOW 3anncK.

Wma npoduna |windows |

Tun y4ETHOIN 3aNHcH Windows w |

HMma none3osarens

MNogTeepxaeHue NAapons

| |
Maponb | |
| |
| |

Homen

¥kazate WinRM nopt
WinEM nopr

WinRM wepes HTTPS

¥kazate nopt RedCheck Agent
Mopr RedCheck Agent

¥xkazate nopt RedCheck Update Agent

Mopt RedCheck Update Agent

,ﬂ,]’lﬂ CKaHUNPOBaHMA YAaN€HHbIX XOCTOB HeO6XOAI/IMO UX 3apaHee HaCTpPOUTb. JT0
MO>XHO CAenaTb Kak JIOKaJlbHO Ha Ka>XAO0M KOMMbHOTEPE, TaK U Yepe3 rpynnoBble

MNONNTUNKWN, eCIN XOCTbl HaXo4ATCA B AOMEHE.
Co3gaHme rpynnoBoi NOJIMTUKKN

War 1. HaxxmuTte Win + R — BBegMTe gpmc.msc;
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= BeeawTe MMA Nporpammbl, NanNKW, 40KyMEHTE WKW pecypca
= MHTEpHETE, KOTOpBIE TREBYETCA OTKPBITE.

OTEpEITE: | gpPImc.msc o

& 3o sagaHme ByaeT cO3AAHD C NPaBAMI AQMUHNCTPATOpA

QK OTmena OBzop...

Mpw nokanbHou HacTporike HaxmuTe Win + R — BBeaute gpedit.msc;

LWar 2. Packpowite AiomeHbl — [TKM no Cospatb 06beKkT rpynnoBow NoJIMTUKN B

3TOM AOMEHEe...

4 - -
& ¥npaeneHue rpynnNoBod NoAMTHKORA

Z, ®aiin Jeiicteme  Bug  Owkno  Cnpaeka

e 7z X6 HmE
5 ¥npaenenue rpynnosoi noanTrkoi RedCheck Agent
e —é‘ _|"Ilec: test-domain.com O6nacte  Ceepetma  [Mapametposl  [enervposanie
v |55 domerbl o
w 3 test-domain, -~
= AddLoca CozaaTe 0BBEKT FpyNNOECA NOAWTHKKN B 3TOM AOMEHE W CBA3ATE EMd.
] DefaultD CeAzaTh CYLUECTEYHILIWA CEBEKT rpynnoEoA NoANTHER.., 1
w RedChec BnoknpoeaTs HacnegoBaHne B

=/ soft Wt

BBeAI/ITe Ha3BaHMe HOBOW prHHOBOVI MNONNTUNKW,;

Hran:
|Netwcnrk Access

MexoaHIR 06 bEKT rpyNNOB0A NOMMTIAKIA:

(He) v

QK Cmaena

HacTpoiika ceTeBoro gocrtyna

War 3. MKM no co3gaHHOW rpynnoBon noantuke — N3meHnTb;
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».R

3L, ¥npaenenune rpynnosoil NoanTHKoH Net
W _ﬂ\ lNec: test-dormain.com O
v 55 Jomenel

v 3 test-domain.com

| AddLocalAdmins v

az] Default Domain Policy CG

s Metwork A -oocr —

=/ RedCheck zMeHNTE... '

= soft MpuHy auTENEHBIGA ,

i

F
ar, software i o# Capsw souena
= WinRM

T RvmEaLETL AT

LWar 4. Packpovite KoHpurypauua komnbrotepa — NMonantuka — KoHnpurypauyus

Windows — Mapametpbl 6e3onacHocT — JlokanbHble noantukmn — MapameTpbl

6e3zonacHoctn — [1KM no CeteBo aoctyn: mogenb obuiero gocryna v

6e30MacHOCTU ANA NIOKa/IbHbIX YYeTHbIX 3annceir — CBOMNCTBa;

P
=] Pesakrop ynpaeneHna rpynnossimm NoaMTHES LA

Qaiin  [leiictene  Bug  Cnpaska

o rE XE=2HE

v il KoHpurypauma komneoTepa A || Nonwrnia
w [ Monutiin
_| Kendurypauua nporpamm
v || Kendurypauua Windows
| Monutuka paspeLLEHHNA MMEH
1= Cuenapun (3anyck/3asepLuenne)
= PaseepHyTele NpUHTER S

| Ceresan BesonacHocTs: orpaHnuenns NTLM: sxogawymi tpadiie NTLM
Ceresan GesonacHocTe: erpatndedns NTLM: 406a3BnTe MCKNHOYEHKMA ANA CEPBEPOE B 3T,
Ceresan GesonacHocTe: erpatnderns NTLM: j06aenTe yaaneHHbie CEpBEpEl B MCKKOH..
Ceresan GesonacHocTe: erpatndenns NTLM: nooaawmii tpadue NTLM k yaanentsim ..
| Cereean GesonacHocTe! orpadnuenna NTLM: nposepka nogauuscctn NTLM & 3Tom ao..

w iii Mapawerpsl BesanacHocTu | Cereean GesonacHocTs! NpuHyauTENBHEIR BEIBOA M2 CEAHCA MO NCTEYEHUM A0NY CTUMBIX. .

53 Moauikn yuethb sanmceii | Cetesan GesonacHocTs: paspewwnts LocalSystem ncnonesoears Hyneesie ceancel

v 3 Jokanembie noautakn | CeTesan Ge30NacHOCTE: Pa3pELLNTE NCNOE30B3HNE CETEBLIX YAOCTOBEDEHNIA B 3aNPOCa...
j MonuTtuka ayauta | CeTesan Ge3onacHOCTE: PaspeLLMTE YYETHOI 38NUCH NOKEIBHOM CUCTEMBI MCNOB30EAT. .
-.E HazHauenne npas none3oeaten | Cetepan BesonacHocTs: Tpebosanne undposoil nognuck gna LDAP-knuenTa
§| Mapamerpe: GezonacHocTy | Ceresan BesonacHocTs! ypoBeHs Nposepkn nognuHHocT LAN Manager
El HKypran coBemuii | CeTeB0i 4OCTYM: 33NPETUTE AHOHWMHBIFA AOCTYM K MMEHOBAHHBIM KaHanan 1 oByum p
& Tpynrel © orpaHnyEHHEIM 40CTyno! 54 Cerenoii goctyn: moaens obiuero gocTyna u 6€30NacHOCTH ANA NOKANBHER YYETHBIX 32
4 Cncremneie cryxBel CeTeBoi 4OCTYN: HE Pa3pEeLLaTs NEPEHMCIEHNE YHETHBIX 3aNKCed SAM aHOHUMHBIMA ...
4 Peectp CeTeBoi 4OCTYN: HE Pa3peLlaTs NEPEHMCIEHNE YHETHBIX 3anuced SAM 1 ofux pecypc..
4 Daiinoean cneTema | CeTeBOM ADCTYMN: HE PA3PELLIATE XPAHEHWE NAPOEN AN YUETHBIX AZHHBIX ANA CETEBON M.

i_‘-’ MoauTukn nposogroi cetw ([EEE 80

_| MonwuTop Bpangmay3pa 3allnTHIK

“| MoAUTUKK ANCNETYEDa CNCKE CETE
;ﬁg Moautukn Becnposoaroi cetn (IEE

| MonuTMKK OTKpBITOrD KN0Ya

| MoAMTUKM OTPaHUMEHHOTE MCNONE: ,,

| CeTeBOM A0CTYN: @rPaHNYMTE KONWYECTED KNNEHTOE, KOTOPKIM Pa3pELLIEHE! YAANEHHEIE..,
| CeTeBOR AOCTYM: paspeLlaTe aHOHMKHENR 4OCTYT! K MMEHOBAHHEIM K3HaNaM

| CeTeBOM 4OCTYN: Pa3pELLATE BHOHUMHEIR 4oCTynN K oBwmm pecypcam

| CeTeBoi 4oCTyN: paspewlaTe NpUMEHEnNE paspewuennii "dna ecex” K aHOHUMHBIM Nonk...
| CeTeBof 4OCTyN: yAZNEHHD 4OCTYTHBIE MYTH W BNOXKEHHBIE MYT PEECTRE

CeTeBoi A0CTVN: VAANEHHO AOCTVIHBIE MVTH BEECTDA
< > <

Mapamerp noantnen ™
He onpegeneno
He cnpegeneno
He cnpegeneno
He cnpegeneno
He cnpegeneno
He cnpegeneno
He onpegenenc
He onpegenenc
He onpegenenc
He onpeaeneno

He onpegeneno

He onpegeneno

Cnpaska

L —
He cnpegeneno
He onpegenenc
He onpegenenc
He onpegenenc
He onpeaeneno

He onoeneneno

CTkpeITUE OKHa CEDRCTE BbibpanHoro obbexTa.

War 5. OtmeTbTe Onpegenuts ceayrowmii napamMmeTp NOJIMTUKN —

BbIbepuTe O6blUHaA — IOKa/bHbIE MOJ/Ib30BaTe/M...

Check
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Ceoictea: CeTesol gocTyn: Mogents oblwere goctyna v B.. ?

MapameTp NonuTWKK BesonacHoc™  (fbACHEHME

el CeTepoi gocTyn: Mogens obilwero gocTyna W GesonacHocTA ANA
= n; noKanbHeEE yYeTHEE 3ancei
=

OnpegendTe cneayouwi NapaMeTn NonMTAKK

DBEYHAR - NOKaNEHEIE NONEZ0EATENM YOOCTOEEDAKTCA KK OHW

Crmraena MprMEHWTE

Hacrpoi/’u(a KOHTPOJIA YYEeTHbIX 3anucein nosb3oBaTeNen

PekomeHayeTCA NCNOJb30BaTh JOMEHHYI0 Y3 ana otkntoueHna oyHkumm UAC.

War 1. Co3zaliTe ZOMEHHYH YUYeTHYH 3anuch, KoTopas byaeT npeAHa3HaueHa s

CKaHUNPOBaHUA,

War 2. KM no Heobxoanmou rpynnoson noamtnke — UsmeHunTb;

‘5 ¥npaenenne rpynnoeoil noanTHKoi
v _ﬂ Nec: test-domain.com
v 55 Jomenel
v 3 test-demain.com
a;] AddLocalAdmins
s/ Default Domain Policy

s/ Metwork # -~~~
= RedCheck KzmeHnTE..,
.: soft MMpHHY AMTENEHEIRA

[
ar, softwaret # Cgase skmoueHa
ar] WinRM

M AvmaoETe AToeT

@)Check

Net
Dar

Ce
Mot

cG
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War 3. lo6aBbTe Nosb3oBaTeNA B rpynny A0KaAbHbIX aAMUHNCTPATOPOB

ckaHupyemoro xocTta: Kongpurypauma komnbrotepa — Hacrpoiikn — MNapameTpbl

naHenu ynpasnenna — [NKM no JlokanbHble nosb3oBaTtenun u

rpynnbl — Co3aartb — JlokanbHas rpynna;

=] Pepaktop ynpasneHna rpynnossImMM NoANTHKAMK

©ain  Jdefictene  Bua  Cnpaeka

&= 15 = HE

] Monwtuka Network Access [YDV-AD. TEST-DOMAIN.COM
v i Kondurypaums KeMneoTepa
| Meantuen
w [ | Hactpoiika
| Kongurypauna Windows
w [#] MapameTpel NaHEAW YNpaBneHMa
WeTounmnkm gantenx
YcTpoiicTea
q’ Mapamerpel nanok
ﬁ NokaneHele nons3cEaTEAN 1 If
|29 Certegble napameTpel

6 MpunTepe
HasHaueHHble 334aH1A

| Meantuen
| Hactpoiika

~ Monwtukn

HYroBbl NPOCMOTPETE OMUCAHHE Mg
SNEMEHTA, BBIAENNTE ErO. | Kordmryparys np
| Kondurypauua Wi

5| MMMHHCTPETHEHE

Co3path ¥ NokansHeld NoNB30EATENB
@, JnexTponuTatmne Bce 3agaum b NokansHaa rpynna

Kenwposate

% ChysxBel Mevats
v i, Kondurypauws nonssceatens OBHOBMTE

Cnpaeka

LWar 4. B AewcrBue Bbibepnte O6HOBUTL , B UMA rpynnbl — AAMUHNCTPaTOPbI

(BCcTpOeHHan yyeTHas 3anuch);

,@)Check
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HoEble cEORCTEA NOKANBHCA Py Nnbl >

MNokaneHas rpynna  OBwwe napaMeTpsl

@ OeficTere: | OBHOBMTE il

MMA rpynnk; AQMUHWCTPETOPE! (BCTPOEHHEA yHETHES | ...
MepEMMEHOBETE:

OnucaHme: | |

[ vaanute scex nonbsosaTensi-4neHos sTol rpynns!
[ ¥aanTe Bce rpynnbl-4neHs! STl rpynns!

YneHel Fpynng:

1Ma Oefictene W[ BesonacHocT

AoGaBuTh...| | ¥oamute  |MSMEHWTE...

OTMeHa MpUMEHMTE Cnpaska

Haxmunte Llo6aBunTb;

YneHel rpynnk:

Mma feiictene WA BesonacHocT

Aobaeute...| |¥Yoanute = MEMEHWTE...

OTMeHa MpHUMEHMTE Crnpaeka

Haxmute Ha TpoeToume cnpasa oT cTpokn Ums;
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YneHel rpynnk:

ms NeicTene

[ besonacHoCT

Nobaeute...| | ¥Yoamirs

M3MEHMTE...

OTMEHa MPHMEHHMTE Cnpaexa

YKaxxute nms co3gaHHoOro paHee noab3osatens — NpoBeputb umeHa — OK;

BeiGop: "Tonescearens”, "Komnetotep” wawn "Mpynna"

BriGepuTte TMN oS bexTa:

|"I'Ionb30E|aTenb" mni "Tpynna”

B cneaywowem mecTe:

|test-domain.com

| Tunel 0B ek OB ..

| PazmeweHme. .
BeemTe umeHa BriBpaemelx 0B bek T ([pumepei);
redcheck scan (redcheck scan@test-domain.com) MpoBEpUTE MMEHE
LononHutensHo. .. Omena

War 5. JoxanTecb 06HOBAEHMA FPYNNOBON NOANTUKM Ha YCTPOMCTBAX.

Mpw ncnonb3oBaHUM Takou YY4ETHOM 3anmck HacTporikn UAC He ByayT BAMATb Ha

CKaHVpOBaHwve.

AanbHeiuan HacTpouka

= TpaHcnopTt AreHT RedCheck

= TpaHcnopTt WinRM

= TpaHcnopTt WinRM (Kerberos)

REDCheck
oo
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TpaHcnopt AreHTt RedCheck

[N areHTCKOro CKaHMPOBaHWUSA Ha LieNeBbIX XOCTaX AO/KEH ObITb YCTAaHOB/IEH
komnoHeHT Microsoft NET Framework 4.8.

= JlonkHa ObiTb 3anyweHa cayxxba AreHTa, OTKPbIT MOPT AAA  BXOAALLMX

coeanHeHmi TCP  (no ymonuanuto 8732) (3.4 YcraHOBKa areHTa

ckaHvpoBsaHua RedCheck);

= B oAHOpaHroBoW CeTU MOAb30OBaTe/lb, OT WMMEHW KOTOPOro MpPOUCXOANT
obpalleHne K areHTy, JAO/KEH HaxoauTbCA B JIOKaAbHOW  rpynne
6e3onacHoct REDCHECK _*. B cnyyae 4OMEHHOM CeTU NO/b30BaTeNb JOMKEH
HaxoAMTbCA B AoMeHHOW rpynne  6e3onacHoct REDCHECK * (5.1.2

Co3aaHue rpynn 6e3onacHoctv anga Windows ayteHTUuduUKauum);

ﬂ,flﬂ noBbiLLeHnA 6e3OI'IaCHOCTI/I B CeTn I'Ipe,D,I'IpI/IFITI/IFI peKOMeHAyeTCH, t-ITO6bI
NMNoJZiIb30BaTe/ib Men pO.ﬂb C MUHAMaJ1bHbIMW I'IpaBaMI/I ,u,oayna B poneBoﬁ MoAaenn
RedCheck (1..4 PosneBas moaenb RedCheck).

= [lponyckHas cnocobHOCTb KaHana Mexay AreHToM 1 cny>x60ou ckaHMpOBaHUS

JAOKHA BbITb HEe MeHee 128 KbuT/c.
MpuBUAErNM yUETHOM 3anncy, HeOBXoAMMble A5 B3aUMOAENCTBUIS:

= JlokanbHbIM NO/b30BaTeNb CKAHNPYEMOTro XOCTa WK NoJib30BaTesb AOMEHa;

= [losb30oBartenb ¢ NPaBoOM yaneHHOro NOAKAOYEHNA K XOCTY,

= [lonb3oBatens ¢ npaBamy Bxoa B kauectBe cnyXb6bl, Joctyn K
KOMMbIOTEPY U3 CeTH;

= [losb3oBartenb C NpaBaMu Ha 4TeHue cnmncka coctasa rpynn REDCHECK_ * u

CNrcKa KOMMbHOTEPOB B CETU.
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Tpancnopt WinRM

[ns obecneyeHns ckaHMPOBaHWA XOCTOB 6€3 NPUMEHEHNS areHTa CKaHMpPOBaH WS
RedCheck ncnonbsyerca rexHonorns Remote Engine, kotopas ocyuiecTBasercs
nocpeacTBOM cny>bbl yaanéHHoro ynpasaeHna Windows Remote Management
(WinRM). [laHHas cnyxba ans cBoer paboTtbl TpebyeT HaCTPOKMKY CNyXObl

CKaHWPOBaHUA U CKaHNPYEMbIX Y3/10B.
CoaeprxaHue

= Hactpounka WIinRM (Astra Linux)
= Hactpomnka WinRM (PEA OQ)

= HacTporka ckaH1MpyemMoro y3a (1oKaJibHO)

= HacTponka CKaHMPYEMbIX XOCTOB Yepe3 rpynnoBble NOAUTUKM

Hacrpoiika TpaHcnopta WinRM Ha cTopoHe cny>k6bl CKaHUpPOBaHUSA

(Astra Linux)

War 1. Jna HacTponKM Ha XOCTe AO/KHbI BbITb yCTaHOBAEHbI NakeTbl gcc python3-

dev libkrb5-dev

Bash (o6osnouka Unix)

sudo apt install gcc python3-dev libkrb5-dev

LWar 2. CkauauTe tar.gz apxmB (CCblJIKa Ha CKayMBaHWE) C HeObBXOAMMbIMU

KOMMOHEHTaMWN, NMOMECTUNTE Ha XOCT C yCTaHOBJ'IeHHOI\/’I CJ'Iy)K6OI\/’I CKaHNpPOBaHUA

(/var/opt/redcheck-scan-service/pypsrp) 1 pasapxmBunpynTe;
Bash (o6onouka Unix)

sudo tar -xf /var/opt/redcheck-scan-service/pypsrp/pypsrp-0.8.1-
Astral.7.tar.gz

War 3. YcraHoBuTe python-naketsr:
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Bash (o6onouka Unix)

sudo python3 /var/opt/redcheck-scan-service/pypsrp/pypsrp-0.8.1-
Astral.7/pip-24.0-py3-none-any.whl/pip install --no-index -f
/var/opt/redcheck-scan-service/pypsrp/pypsrp-0.8.1-Astral.”
setuptools wheel Cython

Bash (o6onouka Unix)

sudo python3 /var/opt/redcheck-scan-service/pypsrp/pypsrp-0.8.1-
Astral.7/pip-24.0-py3-none-any.whl/pip install --no-index -f
/var/opt/redcheck-scan-service/pypsrp/pypsrp-0.8.1-Astral.”
pypsrplkerberos]

LWar 4. BHecuTe npaBkun B KOHOUIYpPaLMOHHbIN darn cny>xbbl CKaHMPOBaHNA

/var/opt/redcheck-scan-service/conf/appsettings.json;

Bash (o6osnouka Unix)

sudo nano /var/opt/redcheck-scan-service/conf/appsettings.json

Ana napametpa PythonDIl yctaHoBuTe 3HaueHune /usr/lib/x86_64-linux-

gnu/libpython3.7m.so.1.0

EATS-8442-4db3-940f - 000

_Rd-linux-gnuslibputhon3. Im.so.1.0"

War 5. Mepe3anyctute cnyxxby ckaHMpoOBaHMS;

Bash (o6onouka Unix)

sudo systemctl restart redcheck-scan-service
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Ecnn B Bawem gomeHe HacTpoeHa Kerberos-ayteHTndukaumsa, BbinosHuTe
[LOMOJIHNTE/IbHYH HAaCTPOWKY Ha XOCTe C YCTaHOBNEHHOM C/Ty>X60M CKaHUPOBaHWS.

Hactpoiika TpaHcnopta WinRM Ha cTopoHe cny>k6bl CKaHUpPOBaHUSA

(PEA, OC)
War 1. YcraHoBute python-nakeTbi:

Bash (o6osnouka Unix)

sudo python3 /var/opt/redcheck-scan-service/pypsrp/pip-24.2-py3-none-
any.whl/pip install --no-index -f /var/opt/redcheck-scan-
service/pypsrp setuptools wheel Cython

Bash (o6osn0uka Unix)

sudo python3 /var/opt/redcheck-scan-service/pypsrp/pip-24.2-py3-none-
any.whl/pip install --no-index -f /var/opt/redcheck-scan-
service/pypsrp pypsrplkerberos]

LWar 2. BHecnTe npaBku B KOHOUIYypaLMOHHbIN darin cny>kbbl CKaHMPOBaHUA

/var/opt/redcheck-scan-service/conf/appsettings.json;

Bash (o6onouka Unix)

sudo nano /var/opt/redcheck-scan-service/conf/appsettings.json

[na napametpa PythonDIl yctaHoBuTe 3HaueHune fusr/lib64/libpython3.8.s0.1.0
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"48668376-fb93-488f-ab7b-08dd216e43211",
IIRLIII

”fﬁsrflideflibpythonE.8.50.1.B”

War 3. Mepe3anyctute cny>xby ckaHNPOBaHMS;

Bash (o6osnouka Unix)

sudo systemctl restart redcheck-scan-service

Ecav B Bawem AOMeEHE HaCTpOEHa KerberOS-ayTeHTlAq)I/lKaLl,l/IFl, BbIMNOJIHNTE
LOMNONHUTE/IbHYHO HAaCTPOWKY Ha XOCTe C YCTaHOBAEHHOM CAYXK6OW CKaHVPOBaHMS.

HacTtpovka ckaHupyemoro y3sna

Windows Remote Management npucytcreyet B coctaBe Windows Vista\Windows
Server 2008 n 6onee no3gHux Bepcnin Windows. [lns 6onee paHHUX BepCUiA
Windows Heobxoa1MMo oTaenbHO ckayaTb U ycTaHoBUTb nakeT Windows
Management Framework.

[na ckaHnpoBaHus TpaHcnopToM WIinRM Ha KOHEUHbIX XOCTax AOXKEH ObITb
yctaHoBsieH .NET Framework 4.0 v Bbiwe

War 1. OtkponTte PowerShell n skarouunte cnyxby Windows Remote Management (WS-

managment) KOMaHZAOW:

.@)Check 164



Code

winrm gc

KomaHga namenut tmn 3anycka cayxo6sl WinRM Ha aBToMaTnyeckunin, 3agact
cTaHzapTHble HacTporikn WinRM n gobasut nckarouenus ana WinRM noptos (HTTP

— 5985, HTTPS - 5986) B 6paHamayap Windows.

War 2. lo6aBbTe B JOBEPEHHbIE XOCTbI ip-agpec cNy>Xbbl CKaHUPOBaHUSA:

Code

winrm set winrm/config/client '@{TrustedHosts="IP"}'

War 3. Ans ctabunbHon pabotbl RedCheck B pexxnme Remote Engine Heobxoammo
pacLMpuUTb KBOTY MO MCNOAb30BaHMIO Namatn ¢ 150 M6 (no ymonuaHuto) go

pekomeHaoBaHHbIx 2 [6. Ana atoro B ob6onouke PowerShell BBegnte komaHay:

Code

Set-Item wsman:localhost\Shell\MaxMemoryPerShellMB 2048

,ﬂ,flﬂ NPOBEPKUN MOAKNKOYEHNA BbIMOJIHUTE 3ajaHNeE I'IposepKa AOCTYNMHOCTH,

BbIbpaB Bug TpaHcnopta WinRM u yueTHyto 3anunce Windows.

B cnydyae BO3HNKHOBEHUA npo6ne|v| C NOoAKJNHOYEHMEM PEKOMEHAYETCA
cnepoBatb PYKOBOACTBY.

Hactpovika WinRM uepes rpynnoBbie NOANTUKN

[na ckaHnpoBaHusa TpaHcnopToM WIinRM Ha KOHEUHbIX XOCTax AOKEH ObITb
yctaHoBsieH .NET Framework 4.0 v Bbiwe

Ans HacTporikn WinRM notpebyeTcs ABe rpynnoBblie MONUTUKK: OfHa A4 cepBepa

CKaHUpPOBaHUA, aApyrasa ana CKaHUpyeMbIX XOCTOB. Nx HaCTpOI\/JIKa NAEHTNYHA.
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R
Y&

War 1. [KM no rpynnosouv noantuke — N3meHnTb;

|Z, ¥npaenenwne rpynnosoi noanTuESA

W _ﬂ Nec: test-domain.com

v (55 Jomene

W __f__:] test-domain.com

az| Default Domain Policy

ar| Metwork Access
;| RedCheck Agent

WinF
Dan:
Cea

Mo

CGF

Pa:

[ WinRt
2 | Dome

HameHnTs... fﬂ

2 | Redck

= 0Bve o Ceaze BKMOYEHE

& Oune
¥ CoXpaHWTE OTHET...
5l Haua.
@ Caiitol Bug »
jid Moaenwpos: Hoeoe okHo oTchoaa
4 PesyneTatei o
¥aannte
MepenmeHoEaTE

[ lprHy anTENBHEBIN

War 2. MNepengnte B Konpurypauus

Komnbrotepa — Moantukm — Kondurypaumua Windows — MNMapametpbl

6e3onacHocTn — CuctemMHble cnyxbbl — KM no Cny)x6a yaaneHHoro

ynpasneHna Windows (WS-Management) — CBoicTBa;

v i Kondwrypaumna komnetotepa A
~ || Moantikn
| Kondurypauma nporpamm
w [ Kondurypauna Windows
| MonnTika pa3peLueHna MMeH
= Cuenapun (3anyck/3aBepLUEHIE)
== PazeepHyTEIE MPUHTEPSI
v T Mapamerpul BesonacHocTi

5 MonanTukm yueTHb 3anuceii

5 NokaneHeie nonuTukm

..I-_j Hypran coBeimui

‘a [pynnel € orpaHnyerHbIM 4ocTynon
o Cncrembie cryxbel

4 Peectp

‘a Paiinoean cucTema

i{’ Monuthkw nposcgHoi cetw (IEEE 80
| MowuTop BpaHamayspa 3aLwmMTHIK:
| MonuTuen gUCneTyepa cnucka ceTel

éﬁ Monuthkw Becnpoecanoi cetw (IEEE
| MonuTukw oTKpEITOro KAKOHa
| MoANTHKK OrpaHNHEHHDMO MCMONE3
| MonuTUKK yNpaBneHa NpUIoHEHN

g Monwuthkw IP-BesonacnocT va "Cm

| Kondurypauwa paclumpedHoi noae ¥
£ >

.

Mma cnywBel

'E:}Cn)oxé-a npoduned nonesceatensi

ﬁCn)OKE-a nyneca (Hyper-V)

'E:} Cnyx6a pazsepTeianua AppX (AppXSVC)
'E:}Cn)oxéa pacnpocTpadedua kntoqen (MaikpocodT)
'@:}Cn)oxﬁ-a perncTpauun owmnBok Windows

'Ej CayxBa perncTpaumu ynpasneHna ycTpoicTeomM
'E:}Cn)oxﬁ-a PENO3MTCPNA COCTOAHNI

'E:)Cn)mé-a CBEAEHNIA & NOAKNHOYEHHB CETAX

E)Cn)oxﬁ-a CEHCOPHOW KNABMATYpPbl M NAHEAN PYKOMWCHOID B..,

'E;)Cn)oxé-a CHHXPOHWU3ALMK BpemeHn Hyper-V
ﬁCn)oxé-a cucTemel push-yeegomnennid Windows
'E:} CnyBa cOBMECTHOTD AOCTYNA K JaHHBIM

ﬁ} CayxBa conocTasneHNA yCTpoHcTe

'@:}Cn)oxﬁ-a CMMCKE CETER

'Ej CayxBa yEEA0MNEHNA 0 CUCTEMHBIX coBBITHAX
Chyx6a yaanennoro ynpaenenna Windows (W5-M 1gag
'Ej ChaysBa yzna HV

AeTozarpy...

He onpeae...
He onpeae...
He onpeae...
He onpeae...
He onpeae...
He onpeae..
He onpeae...
He onpeae...

He onpeae...
He onpeae...
He onpeae...
He onpeae...
He onpeae...
He onpeae...

Ceovcrea

He onpeae...

'E:}Cn)oxﬁ-a y3na nocTaewmka wiudposanna Windows
£} CyokBa ynpasnenina KopRopaTMBHBIMIA NPUACKEH M
ﬁ}Cn)OKE-a YNPaENEHNA PaAIC

'E:) Cnyx6a ycranoekn Microsoft Store

i, - -

<

Cnpaeka
e Unpegs.
He onpeae...

He onpeae...

Beleog cnpaskw gna esibpanHore obbexTa.
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OTmeTbTe OnpeaenuTb c/ieAyOLWMA NapaMeTp NOJIMTUKM, PEXUM 3arnycka

cny>x6bl — aBTOMaTuueckmn — OK;

Ceoictea: CnyxBa yaaneHHoro ynpaenedna Windows..,

[MapameTp nonuTKK GesonacHoCTH

o

? X

;ji' CnyxBa yoanenHora ynpasnedwa Windows (W5-Management)

CnpeneniTe ceayowi NapaMeaTD NoONMTAKK

BriBepuTe pexiim sanycka cny*ib:
(@) aBTOMaTHECKM

() BpyuHy

() sanpewweH

MzmMeHUTE NapameTped...

War 3. MNepengute B KoHpurypauma komnbrotepa — Hacrpoiika — MNMapameTpbl

naHenu ynpasaeHusa —1KM no Cayx6bl — Co3pgatb — Cny>x6a;

= NMonwmaka WinRM [YDV-AD.TEST-DOMAIN.COM)]
v (& Kondurypauma komneoTepa
1 Moantuen
w | Hactpoiika
"~ Kondurypauma Windows
w (5] MapaMeTpel N@HENN YNPAENEHUA
MCTOUHMEN gaHHBR
YcrpoiicTea
Eﬁ‘ MapamMeTpel nanok
g NokankHele NONB30BATENN W FEYNINE
CeTEERIE NapaMETPEI
% IneKTpOnUTaHE

Eﬁ MpuHTeps!
HazHaueHHEIE 3383HIA
4 Conyx®: -
v i, Kondurypauna nc Cogate
| Moawtukn Bce sagaun

| Hactporika
Bug

LWar 4. Vimsa cnyx6bl — winrm. B leiictBuA Bbibepute 3anyck cay6bi;

REDCheck
oo

Omaena [MprrMeHATE

. C/y>KODI

ObpaboTka

Crnyx6a

»

E EbIGpEHD HW 0gHOon
JNATHEKN
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Hoewle ceoicTea chysbel x

Obwwe  BoccraHosneHwe  OBwme NapaMeTpel

%} ABTOZarpyska: | ABTOMaTHYECKM il

ma cnysxbb; winrm |

OercTene cnysbil: Janyok cnysib A

BpemAa oxaaHiA, ecnik cnywba sabnokmpogara: |30 |5 C

Bxon B cucTemMy:
(®) HeT MImeHeHwi
() C cncTemHoi yYeTHOI SanMcsio

PazpewnTs B3aMmMon EACTEME C FIElE'E"-IHM CTOnoM

() 3Ty y4eTHYIO 3anMs!

OTMeHa MPHUMEHKTE Cnpaeka

B passene BoccraHoBAeHMeE yKaxunte s Tpex napamMeTpos 3HayeHne MNepe3sanyck

cnyXx6bi;

Hoewie ceoficTea cnywbel x

OBwue BOCCTEHOBNEHWE  ORwMe NapamMeTpbl

NefcTEME KOMNBKOTEPE, BRINONHAEMOE NpW choe cny#bbl.

Mepekii choi; Mepesanycs cnysbel ~
Bropoit choi: Mepesanyck cnyxbel e
Mocneaykowme coom: Mepesanyck cnyxbel e
Mepesanyck c4eTYMKE owkbok vepes: |0 = meHs
Mepesanyck cny#bel Yyepes: 1 =| man.

War 5. MNepengnte B KoHpurypauus

KomMmnbloTepa — Moantukm — AAMUHUCTPaTUBHbDbIE WAa6/10HbI... » KOMNOHEeHTbI
Windows — YganeHHoe ynpasnenue Windows — Cny>x6a yaaneHHoro
ynpasneHna Windows — otkponte PaspewunTtb yaaneHHoe agMUHUCTPUPOBaHMe

cepBepa...;
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v ) Kondurypauma kounerotepa =| PaspelunTe yaaneHHoE agMUHWCTPNPOBaHWE CEpBEpa cpeacTeani WinRM I

w || Moantuen
. Pazpelnts oBbluHYyHD NPOBEPKY NOANMHHOCTH
| Kondurypauna nporparm =
| Ko Wind Paspewmte npoeepky nognuHHocT Cred55P
| Kondurypauma Windows .
- PaspelvTe HesalwndpoBaHHbIR Tpadmk
L | MMMHMCTpETMEHbIE wabaoHe: noayYeHbl ONpeae
v [ Komnoments Windows || YkazaTe ypoBEHE aNNapaTHO M 33LUNTEI TOKEHE NPUBAZKK KaHaa
o Exploit Guard & Jawrrike Windows =| 3anpetute WinRM xpaHuTe yueTHele gaHHele Runis
[~ 1 Vasnentoe ynpaenerme Windows | 3anpeTuTe NpoBEPKY NognnHHocT Kerberos,
3EI'IFIETMTb NpPOBEPKY NOAMNHHOCTH COrNAacoBaHWEM

| KnmenT cayokBbl yaaneHHoro ynpasneHy

I | CmyxBa yaaneqroro ynpaenenna Windy

_| ¥npaeneHne uuppoesimMmn npasammn Windov
| ¥cTaHoBka HakaTHem

=| Brntounte HTTP-npocayluMEaTent COBMECTUMOCTI
|| Benrowute HTTPS-npocnylWIMBaTENE COBMECTUIOCTI

| Yeranoswme Windows

| Yyetnaa 3anuce MaiikpocodT

| DakTop AonoaHKTENEHON NPOBEpKN NO&AMI
LleeToean cucrema Windows Color System
UenTp mobuneroctn Windows

LleHTp oBecnevenun GesonacHocTk

LlenTp obHoenerna Windows

| Undposoil awmk

| Wudposanue gueka BitLocker

| Mento «Myck= n nanens 3agau

| Manene ynpaeneHua vl €
< > PaciumpeHHelit )\CTaHgapTHblﬁ/

10 napameTpos

Ykaxute BkntoueHo — ykaxute B ®unbtp IPv4 |P-aspeca:

= [nA rpynnoBoi NOJIUTUKU ANA XOCTa CNYXK6bl ckaHUpOBaHUA: ip-agpec

XOCTa Cfly)K6bI CKaHNpoOBaHU4A,

= [ina rpynnoBoW NOAUTUKW ANSi CKAHUPYMbIX Y3/10B: A1ana3oH ip-afpecos.
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A PaspelunTh yAZNEHHOE BAMHUHWNCTPUPOBAHWE CEPBEPA CpeacTBEamMmn WinRM O

E‘ PazpewuTe yaaneHHoe aAMUHUCTRUMPCESHWE Cepeepa cpeacTeamu WinRM

Chegyrownid napametp

(7) He saaanc KommeHTapuii:

() Orentouere

TpeboBaHWa K BepCMM:

He Huce Windows Vista

Mapamerpes:

Cnpaeka:

Dunetp [Pud:
|192.153.1.1-192.153.1.11 |

Dunetp [Pvi:

CuHTakcmc:

BeeauTe «™», 4ToBH paspelTE COOBLLEHMA C
noBoro IP-aapeca, M ocTaesTe

noAe NycTeim, YTobE UCKAKYUTE NROCAYWHEAHWE
scex IP-aapecoe. MoxHo 332aTe canH

WAW HECKONEKS AMaNa3oHOE |P-E,ﬂ.pECDB.

3TOT NapamMeTp NeAWTHEN NO3BOARET ONpPEAeniTh, BygeT nu
cny#Ba yganedHoro ynpasnesna Windows aeTomMaTnHecki
NpoCAyLUMEATE CETh, YTOBEI 0BHAPYKWUTE 3aNpockl Ha
Tpascnopt HTTP uepes HTTR-nopT, 3a4aHHbIi No yMOAYaHAD.

Ecnu 3ToT napamerp nonutukn snroden, To cayxBa WinRM
GY4ET aBETOMATHHECKN NPOCAYLLNEATE CETh, 4TGB! 06HapYHMTE
sanpocel Ha Tpancnopt HTTP wepes HTTP-nepr, 3aaansei no
WMOAHAHMHD,

Yrobel pazpelinTs cnyBe yaanenHoro ynpaeneHua Windows
NPUHUMAETE 33NPOCE! YEPES CETh, CNEAYET HACTPOUTE NAPAMETP
Bpangmayzpa Windows ¢ ncknrouennamn gna nopra 5985
(HTTP-nopT no yMondaduio).

Ecnn 3ToT napameTp NoAWTHEM OTKAKIYEH WAW HE HACTROEH,
cnyxBa WinRM He Byger pearMpoBaTe Ha 3anpocel YAANEHHOMT
KOMMBHOTERA HESZEMCHMO OT HACTPOAKK NpoCAyLIMEATENE
WinRM.

War 6. MNepengnte B KomnoHeHTbl Windows — YaaneHHasa o6onouka

Windows — oTkpowTe Pa3pewumnTtb gocTyn K yaaneHHoi obosouke;

OTmeHa MprmeHUTE

¥

= Pepaktop ynpasneHwA rpynnoBbIMK NOANTHEZMK - O

Gaiin  Jeiictene  Bwg  Cnpaska

ol AN o HEYN 7 ol 4
| Mpocvotp cobermii * || Coctoarwne CocToanne
| PaBoune nankn =
- b |=| PazpelunTe gocTyn K yaaneHHoii obonouke He 3a3gaHa

33BEPTLIEIHNE NAKETA NPUAOHKEHIN.
- P i P = ¥ Ka3aTe Taum-ayT NpocTon He sagana
_| PacnonoseHne 1 gatumiu
- . MaxConcurrentUsers He zaaana
_| Pernctpauma yctpoiictea . . .
= . 1] YkasaTe MakcumaneHbii ofsem namaTti B meraaitax 4na o.. He sagana
_| PykonucHelii BBOA ) .
= | YKa3aTe MAKCHMaNBEHOE KOMMHYECTED NPOLECCOE ANA CAHOH ... He sagana
| CBopkw gna cBopa AaHHBX W NPEJE:
:

e T p———— Ka3aTb MaKCHMAaNEHOE YNCND YARNEHHBIX 0BON0YEK 4NA 0. He sagana
% Cnyox6a syprana cobemii |2 ¥kazaTe TaiimayT oBonoykn He 33aaHa
| CnywBa ycranosin ActiveX
7| CoywBe 1S

~| CoyxBel yaanenHbx paboumx cTonc

| Cmapr-kapra

| CoBMECTUMOCTE APafBEPOE W yCTPC
| CoBMECTMMOCTE NPHAGKEHKIA

| Cogepxamoe obnaka

S

1
| ¥aanenHan obonouka Windows

A3NEHHOE YNPp3aBNeHHUE

| ¥npaeneHue undpoBLIMN NpaBamu

| YcTaHoBKa HaxkaTMem

Check

INdow:
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Ykaxknte BkaroueHo;

A Pazpelunts 4ocTyn K yaaneHHoi obonouke

E‘ PaspewnTe gocTyn K yaaneHHol cbonouke
CnegyroL

() He sagavo KommeHTapuid:

(O CrknroueHo

TpebosaHuA K BEPCUM: [ e yunye Windows Vista

MapameTpi: Cnpaeka:

3roT napamMeTp NOAWTUKN NO3B0NAET HACTPOWTE 40C
YAaNEHHbBIM oBonoykam.

Ec/in 3T0T napamerp NoaANTHKN BKJIFOYEH WIN HE Har
CEPEBEP NMPUHUMEET HOBBIE NOGKAHYEHNA K YLaNEHE
oBonoukanm.

Mris ATr ALRNIEUME 3TAR AAAUTUFE FERDER ATEAALAS

War 7. MNepengnte B KoHpurypauus
Komnbtotepa — Monntukn — Konpurypauma Windows — MNapametpbl
6e3onacHoctn — MoHuTop 6panamayspa 3awutHmuka Windows — KM

no MpaBuna gna Bxoaawumx nogkaoueHnin — Cospatb NnpaBuo;

4 i KoHgWrypauWa KomMnerTepa
4 [ Neawtuen

| Kondurypauma nporpanm

| Kondwrypauns Windows

B[ MoanTHKE paspeLleHna MMeH
=] CueHapuw (3amyck/3aBEpLUEHNE]

A %_:5, MapameTpel BesonacHooTH
b 25 MeanTukn yueTHex 3anucel

Eow |

[+ j NokaneHBIE NOANTHKKA
b 2 KypHan coBermii
b [ Mpynmbl © orpaHnHEHHEIM A0CTYTIOM
b [ CvcTemHble caysxBel
b [ Peectp
[+ 5 Tafinoean cMCcTeEMa
[+ i::‘ MoavTuen nposcasoi cetw ([EEE 802.3)
4 || Bpangmaysp Windows B pesume NoBbILLEHHOI |
A Bpavgamayap Windows B pesumMe NOBLILLEHH
tﬂ! Mpaswna 4na BXOAALLMX I'IEI,EI,K..I'II-D'-I
&5 MNpasuna AnA MCKOAALLErD NOAKAE
Y% MNpaenna GesonacHoCTH NOAKMMD DUNLTpOBaTE NO NpoQUKD 3

Co3gaTe Npagnno...,

&l MoauTren AWCNETHEDE CNWUCKA CETEN T T e, [ R e T, .

War 8. OtmetbTe NMpeaonpeaeneHHbie — BbibeprTe YaaneHHoe  ynpaB/ieHUe

Windows — [lanee;
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Tun npaeuna

BeiGepuTe Tun npaeuna GpaHamayspa, KoTopoe TpeGyeTcA CcosaaTs.

Wanx:

» Tunnpasuna [MpaBMno KaKoro TMNa Bel XOTWTE COSAATE?
@ Tlpegonpea. npaswna
@ [Deicteve ) Nna nporpamme:
MpaBnno, YNPaENAIOLLEE NOAKMIOYEHMAMA ANA MPOrPEMME!.
) [ns nopra
[pSEWno, YNPaBNAKLLES NOAKNYEHMAMI AnA nopTa TCP wmm UDP.
® TMpeacnpeaeneHHe

|S"J:|,anEHHoe ynpaenexwe Windows Y]

MMpaewno, yNpaENAIOLLES NOAKMOYEHMAMK ANA onepauwi Windows.

) Hacipamsaembe

HacTpausaemoe npaswno.

OtmeTbTe fBa npaBuna YaaneHHoe ynpasaeHue Windows... —» lanee;
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Mpenonpen npaeuna

BeifepuTe Npaswna, cosA8EEEMEIE ANA AFHHON CHTYELMA.

Wan:

¥
@ Tun npasvna Kakwe Np3EWna Bbl X0TWTE COSAATL ¢

@ T[pegonpen. npasuna Cnegyowmwe Npasuna onpegenAnT TPeGoEaHMA CeTEBOr0 NOAKIKYEHMA ANA BLIDpaHHED
e npeaonpeaeneHHsn: rpynn. ByayT cosnaHs! Npaenna, oTMEYEHHEIE GnaxkoM . Ecnn
. CTEME OTMEYEHHOE hIEXKOM NPEEKNG YKE CYLLECTBYET, Br0 COAepXMMoe ByaeT samMeHeHo.
Mpaeuna:
Wran Mpodune Mpot...  Tokan

Yoanenqoe ynpaenenwe Windows (HTTF - exog...
YpoanerHoe ynpaeneHue WWindows (HTTP -exon, ..

Ofiwmi TCP 5985
Oomed, Yacmiews  TCP 5985

Ykaxxute PaspewmTtb nogkatoueHme — FotoBo;

Check

< Hasan |I Oanee = ” OmaeHa
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Hencmue

VicaxwTe geficTEMe, BEINONHAEMOE NPy COOTBETCTEWMK NOOKNHHEHWA YCNOBWAM, 3343HHEIM B AGHHOM NPasnne.

lanx

VicanTe QeiicTEME, KOTOPOE AOMKHO BEINOMHATECA, KOME NOGKIYEHWE YO0ENETEOPAET
YKEZEHHBIM YCNOBMAM .

® Paspewmrs noaxmoyetme

Brnioyan Kak nomenioyeHuA, sauwwerHele [PSec, Tak w nogknioveHa 683 sawmTsl.

» Tun npaeuna

» lMpenonpen npaewna

@ [eictene

) Paspeumms GE30NacHOE NOAKMOYEHWE
Biniouan TonEKo NOAKMIOYEHWA © NPOEEPKOA NOAMWHHOCTH ¢ noMolswo 1P Sec.
[MNopxnioueHra GyOyT 3aLWMILEHE! C NOMOLLEK NapamMeTpoe |PSec v Npaemn, 380aHHL B
pasgene Npasun BesonacHoOCTH NOGKIIOHEHWE,

() BNOKMPOEATH NOOKMOYEHWE

< Hazag |I loToEO || OmaeHa

Lar 9. YkaxxuTe KaXA0W rpynnoBon NOJUTUKE XOCTbI, A1 KOTOPbIX 3TU MOANTUKMN
ByayT npumeHaTbea. [Ina xocTa cny>Kbbl CKaHMPOBaHWA yaanuTe

rpynny Mpowepawmne npoBepky — [06aBuTh;
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= RedCheck Agent -
) g

E?J’ WinRM Scan Pasmeweqne [MpMHY AMTENEHEIA Cerskb saneic
5 WinRM Hosts fﬂtest-domain.com Het Oa
2] Domain Controllers
2] Redcheck
[ 5t ObexTol rpynnosoil NoAUTHKK
[ Ounetpel WMI
(5] HauansHbie obbekTsl rpynnoeoil noauTy

IATEI

CAENVPOEHNE MPYNNOBOI NOAMTHEN

IYNETTE FPYNNCECH NOANTIKN

PunGTp GE30NacCHOCTA

I'IapaMEprl fAaHHOro ofbexTa rEYNNoBCHA NOAMTUKK NPMMEHRIDTCR TONBKS ANA
CNEYIOLWME MPYMN, NoNb30EaTENSA M KOMNBOTEROR:

-

Wrn

1 YDV-RC-SCANS (TEST-DOMAIN'YDV-RC-5CANS)

OoBaeuTs. .. Yaamm CeoiicTea

Punctp WMI

Haxmunte Tunbl 06bekToB — 0TMeTbTe KoMmnbroTepsl;

BriGepite TMN ofbeKTa:

|:nb30E|aTenb". "Tpynna” unv "Betpoeneit cyfbexT Gesonactoctd” | Tune ofwektos .

B creaywowem MecTe:
|test-domain.com Tunel o6bekTos

—_—

BeemmTe uMeHa BeIBUPaEMBIX 06 bEK TOE| BriBepuTe TMNE! 0BHEKTOB, KOTOPLIE Bhl XOTMTE HAATA.

o nony

Tunkl ofbeKToR:
IMMEHST

= Rrmnauueia ~ofiher Tl Be30NacHoCT

18 KomnstoTepst

—i

fDV-RC| | HenonHHTEnsH. ..

| Py

= E
83 Nonbzosaten

Omna

Ykaxunte nms KOMMbHOTEPA, Ha KOTOPOM YCTaHOBNEHA cny>|<6a CKaHpOBaHNA — OK;

REDCheck
oo
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BriBop: "Monezoeatens”, "Komnerotep” wan "Tpynna” >

BriGepute Tvn ofvekTa:

|"I'Ionb3::aa'renb", "KomnetoTep”, "Tpynna” vk "BoTpoeHHBIA cy5h3|| Tnsl 0B BEKTOE ..

B CnegyiuleM MECTe:

|lest-domain.com | PazmeweHie ..

BeemiTe uMeHa BeIGMpaeMblx 06 bEKTOE (OpUMEDE):

YDW-RC-SCAN MpoBepWTE MMeHa

[ononHuTensHo ... OmenHa
TpaHcnopt WinRM (Kerberos)

Ans ckaHnpoBaHua xoctoB no npotokony WinRM ¢ ncnosb3oBaHneM JOMEHHbIX
YYeTHbIX 3anncei No npoTokony ayteHTudmkaumm Kerberos Heobxoammo HacTpouTtb
KOHPUrypaumoHHbin Gann /etc/krb5.conf, HaxoaAwmnca Ha xocTe € yCTaHOBNEHHOM

cny>K601n cKaHMpPOBaHUS.

Cozepxmmoe daiia pernctposaBucMMo

CoiicTBa (painnbl .properties)

includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb5libs.log
kdc = FILE:/var/log/krb5Skdc.log
admin server = FILE:/var/log/kadmind.log

[libdefaults]
dns lookup realm = false
dns lookup kdc = false

rdns = false
ticket lifetime = 24h
renew lifetime = 7d

pkinit anchors = FILE:/etc/pki/tls/certs/ca-bundle.crt

spake preauth groups = edwards25519

default ccache name = KEYRING:persistent:%{uid}

permitted enctypes = aes256-cts arcfour-hmac-md5 aesl28-cts rcd-
hmac des3-cbc-shal des-cbc-md5 des-cbc-crc

default tgs enctypes = aes256-cts arcfour-hmac-md5 aesl28-cts
rc4-hmac des3-cbc-shal des-cbc-mdb des-cbc-crc

default tkt enctypes = aes256-cts arcfour-hmac-md5 aesl28-cts
rcd4-hmac des3-cbc-shal des-cbc-md5 des-cbc-crc

[realms]
NAME-DOMAIN.COM = {
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kdc = dnsname.name-domain.com
admin_ server = dnsname.name-domain.com

}
[domain_realm]

.name-domain.com = NAME-DOMAIN.COM
name—-domain.com = NAME-DOMAIN.COM

[libdefaults]

= rdns — ecan 3TOT dsiar ycTaHOBAEH, TO 0BpaTHbIM NOMCK NO UMeHn byaeT
MCNONb30BaTbLCA B AOMOJHEHWNE K MPSMOMY MOWUCKY MO UMEHU ANs
KaHOHM3aL MM UMEH XOCTOB ANSl UCNONb30BaHUA B UMEHaX Y4acTHUKOB
cny>6bl;

= [lapametpbl permitted_enctypes, default_tgs_enctypes,
default_tkt_enctypes Heob6xoanMbI N5 KOPPEKTHOTO OnpesaeneHus

anroputMa WndpoBaHNa BO BPEMA CKaHUPOBAHWA.

[realms]

= kdc - vmsa nam agpec xocta, Ha koTopoM 3anyweH KDC ans atoit obnactu
(MOXeT 6bITb yKa3aHO HECKOIbKO aApecoB);
= admin_server — onpezensier XoCT, Ha KOTOPOM 3anyLLeH cepBep

aAMUHUCTpUpOoBaHma. Kak npaBuio, 310 rnasHbin cepsep Kerberos;

Paszen [domain_realm] npegocraBnset npeobpasoBaHne JOMEHHOTO MMEHWN UK

MMeHU xocTa B UMA obnactn Kerberos.

MNoapobHyo AOKYMeHTaLM0 N0 HAaCTPOMKe KOHOUIypaLMOHHOTo darna MOXHO

HanTW no ccoinke — https://web.mit.edu/kerberos/krb5-

1.16/doc/admin/conf files/krb5 conf.html
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4.4.2 CkanuposBaHue Unix-cucrem (SSH)

Mpun ckaHMpoBaHMKM Linux-cnctem (CKaHMpPOBaHWE OCYLLECTBASETCS MO 6e3areHTCKou
TEXHOJIOTNW) B KayecTBe TpaHCrnopTa Ncnonb3yetcad SSH-NpOTOKOA He HUXe BepCUm
2.0 ¢ BK/IFOYEHHbIM MogyieM noaaep>kku npotokosa SFTP. na ckaHnpoBaHus
yAaneHHOro xocrta Tpebyerca co3aaTtb YHETHYHO 3anmcb C BO3MOXHOCTbIO
NOAK/IHOYEHNA K YAANEHHOW cucTeMe no npoTtokony SSH. OcyuiectButs NpoBepky

NOAK/IHOUYEHNA MOXHO C MOMOLLbIO At0boro yaobHoro SSH-knmeHTa.

B RedCheck ans ckaHnpoBaHuWs yaaneHHOro xocta TpebyeTcs co3aath YUYETHYHO

3anucb, Tun yuyeTtHomn 3anucm — SSH.

Hogas / Pegaktupyemas yuéTHasa 3anuck

YraxuTe Tpebyenble NapaMeTpsl ANA HOBOW WA PEAAKTURYEMOM YUETHOW SanKcH.

MiMA npoduas | |
Tun yuETHOI 3anmck | ssH w |
MMs nonb3oBaTens | |
® yxasats napons
O yxasams karou
O yxasats katou u npoBepouHyto Hpasy
Mapone | |
MogTEepXkaeHHe Napons | |
55H nopt
HacTpoiika npuBMAErii

¥Ka3aTe Naponb NPUEMNENHIA

MNogTeepMAcHWE NAPONA NPUEWNETHM

Pazgenurenn

,ﬂ,flﬂ CKaHNpOBaHUA yAaﬂéHHOIZ CNCTeMbl MOTYT MCMNONBb30BAaTbCA CAEAYHOLLIME TUTMbI

YUYETHbIX 3anucen:

*  YdyeTHasa 3anucb cynepnoab3oBaTens (root)

*  YyeTHasa 3an1cb NPUBUNAETNPOBAHHOIO NoJsb3oartens (sudo)

,@)Check
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*  YyeTHada 3anmncb HEMNPUBUAETNPOBAHHOIO MOJib30BaTENA

YcraHoBka openssh-server un sftp

Mepea HaCTPOWMKOM YUYETHbIX 3anncen HeOHXOANMMO YCTaHOBUTbL MakeT openssh-

server, ecin ero HeT B cucrtemMe rno ymMmoJi4aHuio.

War 1. BoinonHWTe KOMaHAy:

Bash (Unix Shell)

apt-get -y install openssh-server

War 2. 3anycTtute cepsuc:

Bash (Unix Shell)

/etc/init.d/ssh start

nnn

Bash (Unix Shell)

/etc/init.d/sshd start

[ns npoBepku cTatyca paboTbl cepBurca BBegmTe KOMaHay: systemctl status

sshd (nn1n systemctl status ssh).

. Journal has been rotated since unit was started. Log output is incomplete or unawvailable.

~4
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War 3. MNMpoTtokon sftp BkatouaeTca sobaBneHNEM CrieLanbHON CTPOKN B
darin /etc/ssh/sshd_config (v /etc/openssh/sshd_config). MposepbTe Hannune

HeobX0oAMMOWN CTPOKN KOMaHAOWN:

Bash (Unix Shell)

cat /etc/ssh/sshd config | grep Subsystem

nnn

Bash (Unix Shell)

cat /etc/openssh/sshd config | grep Subsystem

edcheck-scanBastra: /
s Em sTip
redcheck-scan@astra: fet

f

Ecnv pe3ynbtaT KOMaHAbl OKa3ancs nycrbiM, OTKpouTe dpann ntobbiM TEKCTOBbIM

pesakTopoM ¥ A06aBbTe CesyHOLLYO CTPOKY:

Subsystem sftp /usr/lib/openssh/sftp-server

# override default of no subsystems

Subsystem =tip fusr/libsopensshistip-sery

Heobxoammo otkntoumtb SELINUX a5 KOPPEKTHOrO CKaHMPOBaHMUA C
MCNO/Ib30BaAHNEM MPUBUNETMPOBAHHOW YYeTHOM 3anucu (sudo).

TpeboBaHua K K1touam WMdpoBaHUs:

=  MwuHuManbHasa aAnnHa karoda RSA - 1024;

=  MuH1ManbHasa anvHa katouda DiffieHellman - 1024;
MNopaep>xnBaembie anropuTMbl o06MeHa KiroUamu:

= Diffie-Hellman (Oakley Group 2) with SHA-1
= Diffie-Hellman (Oakley Group 14) with SHA-1
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Diffie-Hellman (Group Exchange) with SHA-1
Diffie-Hellman (Group Exchange) with SHA-256
Diffie-Hellman (Oakley Group 14) with SHA-256
Diffie-Hellman (Oakley Group 15 or 16) with SHA-512

Mopaep>xuBaembie anropuTmbl WINPpPOBaHUA:

aes256-gcm@openssh.com
aes128-gcm@openssh.com
chacha20-poly1305@openssh.com
aes256-ctr

aes192-ctr

aes128-ctr

aes256-cbc

aes192-cbc

aes128-cbc

3des-ctr

3des-cbc

twofish256-ctr
twofish192-ctr
twofish128-ctr
twofish256-cbc
twofish192-cbc
twofish128-cbc

twofish-cbc

I'Iop,p,ep)Ku BaeMble aJiIropuTMbl MMUTOBCTaBKWN:

MD5
SHAT
SHA256
SHA512
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Moaaep>xnBaemMbie MeToAbl ayTeHTUPUKALUMA:

= Password
= KeyboardInteractive

= PublicKey
Nopaep>xnBaembie popmaTbl 3aKpbITOro Karua:

= PKCS #8 (RFC 5208)

=  PuTTY .ppk

= OpenSSH/OpenSSL (SSLeay) for RSA/DSA
= New OpenSSH for EcDSA

nOAAep)KVIBaeMbIe AJITOPUTMbI OTKPbITOIo KJjilto4a U KJjilto4da XocCTa:

= RSA
= DSS
= ECDsaNistP256
= ECDsaNistP384
= ECDsaNistP521

CnncoK MCnoab3yembix KOMaHZ Npu CKaHMPOBaHWM ANHAMUYEH U 3aBUCUT OT
KOHdUrypaLmm KOHKPETHOro XOocTa.

YuetHas 3anucb cynepnosib3oBatena (root)

[laHHbIA TVM YUETHOM 3aMMCU UCMOb3YETCSH, UTOObI MONYUNTb BCE AOCTYMHbIE
AaHHble 1 NpoBecTn r1yboKMM aHaan3 napamMeTpoB 6e30nNacHOCTM YAaNEHHOM
CUCTEMbI, /WK B Cy4YasiX, KOr4a HEBO3MOXHO MCMNO/b30BaTh APYrve TUMbl YUETHbIX

3anuncen.

Mo YMOAYaHUIO B Linux-cnctemax yl-IéTHaFI 3anuncb cyneprnosibaoBaTtend UMeeT MMA

root.
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RedCheck He HaknazbiBaeT orpaHM4YeHNn Ha NCMONb30BaHME B KaYeCTBE YYETHON
3anuncu cynepnonb3oBaTtens root. lonycTMMo ncnonb3osaTb AH06YH0 Apyryro
YUYETHYHO 3anncb Cyrnepnosib3oBaTeNs C OT/IMYHbIM OT root UMeHeM, eCn TakoBble
CyLLeCTBYIOT Ha YAanEHHOW cucteme.

o ymMOnuyaHWIO Ha HEKOTOPbIX Linux-cnuctemax yyeTHas 3anmcb Cyneprnosib3oBaTens
root MoxeT bbITb HeakTUBHa. YTOObI aKTUBMPOBATb YUETHYHO 3anuncb

cynepnoJib3oBaTtenAa root, BbInoaHUTE KOMaHAy CMeHbI Napons:

Bash (Unix Shell)

passwd root

Ha HekoTopbix Linux-cuctemax Ans y4eTHOW 3anmcuK cynepnonb3oBaTens root
3anpeLleH yAaneHHbl Bxod no npotokony SSH. Ytobbl pa3pelnTb y4eTHOW 3anmcu
cynepnosib3oBaresia root BbINONHATbL BXOA MO NPOTOKOAY SSH, BbINOAHUTE

HacTpounky SSH-cepBepa:

LWar 1. OTkponTe TEKCTOBLIM PeAakTOpPOM

dann /etc/ssh/sshd_config nnm /etc/openssh/sshd_config

War 2. JobaBbTe CTpOKY

Code

PermitRootLogin yes

War 3. Nepe3anycTute cepauc ssh komaHgon:

Bash (Unix Shell)

/etc/init.d/ssh restart

nnn
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Bash (Unix Shell)

/etc/init.d/sshd restart

KoHdurypaumoHHbI dpann SSH-cepBepa yxxe MOXET cogepkaTb
anpektuey PermitRootLogin. B Takom ciyyae nameHute 3HaueHve 4MPEKTMBbI
Ha yes C MOMOLLbIO TEKCTOBOrO pejakTopa.

MpoBepbTe, UTO NOPT 22 OTKPLIT ANA BXOAALLUUX MOAKAFOUEHWN.

YueTtHasa 3anuchb npnenaermpoBaHHoOro noJjibsoBartend (SUdO)

[Ans ckaHMpPOBaHUA YAaNEHHOW CUCTEMbI C MOMOLLbIO AaHHOIO TMMa Y4ETHOW 3anuncu
y Nonb3oBaTens TpebyeTca Hannume npas ANs BbINOJHEHNUA sUdo Ha yAanEHHON
cucteme. Mpwm cozganHmm yuetHowm 3anncn RedCheck Heobxoammo ykazate Sudo ans

napameTtpa Hactpoiika npuBunerun.

Mo ymMonyaHuo Ha 60bWNHCTBE Linux-cucTeM yxe ycTaHOB/IeHa nporpamma sudo.
[ns NpoBepKM Hanmums nporpammel sudo Ha yaanéHHOW CUCTEeME BbIMOAHUTE
kKoMaHay: sudo -V

Ecan nporpamma sudo oTcyTCTBYET Ha YAaNEHHOM MallHe, HeOHXOANMO BbIMOJHUTD
€€ YCTaHOBKY MW BOCMOJIb30BaTbCA APYrMMM TUMAMUN YYETHbIX 3amnunce.

War 1. Co3gante y4€THYIO 3anNncb NPVBUIETMPOBAHHOIO NOAb30BaTens (B npumepe

HMXKe yKa3aHO UMSA rc-scan-user) Ha YAanéHHOW cucTeMe:

Bash (Unix Shell)

adduser rc-scan-user

LWar 2. 3agaliTe Napob 414 CO34aHHOM YYETHOW 3anmncy Nob3oBaTeNs:

Bash (Unix Shell)
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passwd rc-scan-user

War 3. Hagenute nonb3oBatens npaBamMu ANs BbINOJHeHMA sudo, BbINOAHWUB

KOMaHAy:

Bash (Unix Shell)

usermod -aG sudo rc-scan-user

Nnn oTpepakTnpyiTe KoHdUrypaumto sudo:

Koa

echo "rc-scan-user ALL=(root)NOPASSWD:ALL" >> /etc/sudoers

Mpw ncnonb3oBaHUn KomaHAbl usermod Ans yyeTHOM 3anucy byaet HeobxoanMOo
LOMONHUTENBHO YKa3aTb Napob Ana sudo B COOTBETCTBYHOLLEM MOJE B
MeHegykepe y4eTHbIX 3anuncen.

Mpun pesakTMpoBaHUM KOHPUrypauum sudo ykasbiBaTb AOMNOJHUTENbHbIE MAPOAU
ANA YYETHOM 3anncy He HY>KHO.

YueTHas 3anuchb HenpueuiaermpoeaHHoOro noJjibsoBparens

PekoMeHAyeTCs MCMO/Ib30BaTb YUETHYHO 3anncb Cynepnosib3oBaTtens (root) BMecto
MOBbILLEHWSA NMPaB C UCMOJb30BaHWeM sudo. B MpoTMBHOM ciyyae BO3MOXHb
npob.aemMbl C NPOV3BOAUTENBHOCTBIO MPY CKaHNPOBAHWM.

[aHHbIV TUN YYETHOW 3anncK NpeHa3HayeH A NOAyUYeHUs AaHHbIX, He TpebyroLwmx
415 CBOEro A0CTyna NOBbILEHWA NPaB, Y HE MOXET NPUMEHATLCSA AN NOJHON

OLLeHKM 3aLMLLEHHOCTUN YAANEHHOW CUCTEMBI.

War 1. Co3panTte y4€THYHO 3anNncb HEMPUBUAETMPOBAHHOIO NOJb30BaTeNs (B

NpUMepe HMXE yKa3aHO UMS rc-scan-user) Ha YAanéHHOW cucTeMe:
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Bash (Unix Shell)

adduser rc-scan-user

LWar 2. 3agaliTe Naposib A5 CO34aHHOM YYETHOM 3anmcy Nob3oBaTesNs:

Bash (Unix Shell)

passwd rc-scan-user
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4.4.3 CkaHuposaHue FreeBSD

Ana ckaHMpoOBaHWA yAanEHHOro xocTa TpebyeTca co3aaTb YYETHYHO 3annch, Tyun —

FreeBSD.

Hoeas / Pegaktupyemasn yuétHan 3anwvchk

YikaxuTe Tpebyemble NapaMeTphl ANA HOBOK WAW PeAakTUpYeMOr YUETHOM 3anmcu.

HMma npodmna

Tin y4ETHOM 3anKcH

Wma nonb3osarens

Mapons
MoaTeepxaeHue Napons
SSH mopt

HacTpokika NpMEMAETHA

| FreeBsD

®) ¥xazaTe napont
() ¥xazate ko

() ¥xa3aTe KAHOY W NpOBEpOYHYHD GDa3Y

22

¥Ka33Tk NapOAb NPWEMAEr i

[na ckaHnpoBaHua FreeBSD (ckaHvpoBaHme ocyLiecTBaseTca No 6e3areHTcKou

TEXHO/IOTMM) B KauecTBe TpaHCnopTa A5 CKaHMPOBaHMUA ncnonbyetcs SSH-

MPOTOKOA (MO YMOAYAHWMIO UCMOb3YeTCs NOPT 22) C BKAKOUYEHHBbIM MOAYEM

noaaep>kn npotokona SFTP.

I'Iepel-leHb BbIMOJ/IHA€MbIX KOMaHA4 B MOMEHT CKaHUPOBaHUA:

= sudo

= echo

= bind

= printf

" grep

= test

= file

=  mktemp
= rm

command
cat

find
getfacl
stat
uname
chmod
base64
openssl
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= basename = s
= dirname = pkg
= which
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4.4.4 CkanupoBaHue Solaris
Ana ckaHMpoOBaHWA yAanEHHOro xocTa TpebyeTca co3aaTb YYETHYHO 3annch, Tyun —

Solaris.

Hoeas / Pegaktupyemasn yuétHas 3anucb

YikaxuTe TpebyemMble NapaMeTphl AN HOEOW MAW pefakTUPYEMOR YUETHOM 3anucu.

Wmsa npoduns | |

TN yY4ETHOM 3aNKMCKH

Solaris hd |

Hmsa nonbsosarens | |

(®) YyazaTe naponb
) ¥xasate knrou

[_) ¥xa3aTe kntou v NnposepodHyo Gpasy

Napons

MNoaTeepxaexwue napons

HacTpoika npuenaernin

¥YKa3aTe NapoNb NPUEWNETMA

[ns ckaHMpOBaHWA YAaNEHHOW CUCTEMbI B KaYeCTBE OCHOBHOTO TpaHCNopTa
ncnosblyetca npotokon SSH. Y6eautecs, uto SSH-cepBep ycTaHOBAEH M HACTPOEH, a
BblOpaHHasa y4éTHaa 3anncb NOAb30BaTeNA MMEET BO3MOXHOCTb NOAKAOYEHNSA K
yAanéHHon cucteme no npotokoay SSH. OcyLwecTBuTb NPoOBEPKY MNOAKAOUEHMUA

MOXHO C NOMOLLbIO 1H060ro yaobHoro SSH-kaneHTa.

[na ckaHMpoBaHWA yAaNEHHOW CUCTEMbI, AOMYCKAETCA UCMONb30BaTb
CyLLLeCTBYHOLLYHO YUETHYHO 3anmcb Nosb3oBatens Solaris (MpuBmMaernpoBaHHoOro -

sudo un pfexec; HeI'IpI/IBI/IJ'IeFI/IpOBaHHOFO), WAn Co34aTtb OTAENbHYHO.

,@)Check 189



4.4.5 CkanupoBaHue Check Point

Ana ckaHMpoOBaHWA yaanEHHOro xocTa TpebyeTca co3aaTh YYETHYHO 3anunce, Tyun —

Check Point Gaia.

Hogas / Pepaktupyemasn yuéTHana 3anuchb

YikaxuTe Tpebyenble NapaMmeTpel 408 HOBOR AWM pedakTMpyeMoli yUETHOR 3anmcu.

Wma npodmna | |

Tun y4ETHOM 3anmck | Check Point Gaia v |

Wma nonb3osarens | |

®) yyazate napons
) ¥xasate knwou

[_) ¥xasaTe kniou W NpoBEpoUkyD Hpasy

Maponk | |

MoATEEPXACHWE Napona | |

Pazgenurens

Pazgenurens TEpMHUHANLHOTD NeHaXepa

Ana ckaHnpoaHua Check Point (ckaHnpoBaHue ocylectBaseTcs No 6e3areHTCKou
TEXHO/IOTMM) B KauecTBe TpaHCnopTa A5 CKaHMPOBaHMUA ncnoabyetcs SSH-

NPOTOKOJ (MO YMOHYAHUIO UCMONb3YeTCA NopT 22).
MepeueHb BbINO/IHAEMbIX KOMaH4 B MOMEHT CKaHWPOBaHUA:

= show version all

= show software-version
= show interfaces

= show asset all

= cpinfo -y all

= cpstat os
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4.4.6 CkanuposaHue Cisco 10S / NX-0OS

Ana ckaHnpoaHusa Cisco 10S / NX-OS (ckaHMpoBaHMe OCyLLLeCTBASETCA MO
6e3areHTCKON TEXHO/IOTMM) B KauecTBe TpaHCMopTa AN CKaHMPOBaHWA NCMONb3yeTCs
SSH-npoTokon (Mo ymonyaHuio ncnosabsyetca nopt 22). lNepes nposeseHnem
CKaHWpPOBaHUA Heobxoanmo ybeantbcs, uto cnyxxba SSH BkatOUeHa 1 HacTpoeHa, a
BbIOpaHHas y4éTHas 3anmncb NoAb3oBaTeN MMEET BO3MOXHOCTb MOAKIHOUEHNS K
yAanéHHon cucteme no npotokony SSH. OcylwecTBnutb NpoBepKy NOAKAOUEHUSA

MO>HO C MOMOLLbIO 1H060ro yaobHoro SSH-kaneHTa.

[na ckaHnpoBaHMA yaanEHHOro xocTa TpebyeTca co3aatb YUETHYHO 3anuce, Tun —

Cisco 10S / Cisco NX-0S

Hoeas / PegakTupyemasn yuétHas 3anvcb

YkaxuTe Tpebyemble NapaMeTpbl 418 HOBOH WKW pejakTMpyeMon YyYETHOM 3anmcu.

Wms npodmna | |
THN YY&THOH 3aNKUcH | Cisco 105 v |
Wma nonsb3osarens | |

®) yyazats napons

O yxasars ko

O yxasams kaou  nposepoukyto dpasy
Maponsb | |
MogTeepKaeHne napons | |
HacTpoika npuennerii

Pazgenurens

Pasgenurent TEPMHUHANBHOIO NeMAMEpPa

Cisco 10S. 1ns ckaHMpoBaHMA JOKHA NCMNOAb30BaTbCA YHETHAA 3anuncb
No/Ib30BaTeNst C BO3MOXHOCTbIO BXOAA B MPUBUIETMPOBAHHbIA PEXUM C
NCNoNb30BaHMEM KOMaHAbl enable

Tpe6oBaHuA K K/IlOUaM U aAropuTMam WNPpoBaHUA:
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MuHMManbHas gnvHa katoda RSA - 1024

MuHumManbHasa anvHa katouda DiffieHellman - 1024

Mopaep>xnBaembie aropuTmbl ob6meHa KiroUamm:

DiffieHellmanGroup1SHA1
DiffieHellmanGroup14SHA1
DiffieHellmanGroupExchangeSHA1
DiffieHellmanGroupExchangeSHA256
ECDiffieHellmanNistP256
ECDiffieHellmanNistP384
ECDiffieHellmanNistP521
Curve25519
DiffieHellmanOakleyGroupSHA256
DiffieHellmanOakleyGroupSHA512

Mopaaep>xuBaembie aAropuTmbl WNPpPoBaHUA:

RC4
TripleDES
AES
Blowfish
Twofish

nOAAep)KVIBaEMbIe aJIFOPUTMbI K/1lOUa XocTa:

RSA

DSS

ED25519
ECDsaNistP256
ECDsaNistP384
ECDsaNistP521

I'Iop,p,ep)Ku BaeMble aJiIroOpuTMbl MMUTOBCTaBKWN:

.@)Check
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= MD5

= SHA1
= SHA256
= SHA512

Moaaep>xknBaemMble MeToAbl ayTeHTUPUKALUMA:

= Password
= KeyboardInteractive

= PublicKey

Mopaep>xuBaembie popmaTbl 3aKpPbITOro K/toua:

PKCS #8 (RFC 5208)

PuTTY .ppk

OpenSSH/OpenSSL (SSLeay) for RSA/DSA
New OpenSSH for ECDSA/Ed25519

Mopaaep>xnBaembie aAropuTMbl OTKPLITOrO KJlloua:

= RSA
= DSS
= ED25519

= ECDsaNistP256
= ECDsaNistP384
= ECDsaNistP521

Ans ckaHvpoBaHusa obopyaoBaHus Cisco cyLecTByeT BO3MOXHOCTb UCMO/b30BaTb
YUYETHYHO 3amnncb 6e3 BO3MOXHOCTU Nepexoa B NPUBUAETMPOBAHHbBIA pexnm. Jas
peannsaumnm Takoro TMna CKaHMPOBaHUA HEOBXOANMO AOMOAHUTENBHO HACTPOUTb
paspeLuatoLLme npaBuaa Ana Y4ETHON 3anncK.

Ana Takon yuétHoM 3anmucu Heobxoammo f06aBUTb paspelleHne Ha

BbiMOJ/IHEHNE KOMaHA, YKa3aHHbIX HMNXXe:
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YKa3aHHble HNXXe KOMaHAbI BbIMOJ/IHAKOTCA B NpUuBUJierMpoBaHHOM péeXXume:

,@)Check

terminal length O
show

show access-lists
show arp

show cdp

show clock

show file systems
show interfaces
show inventory
show ip interface brief
show ip ssh
show privilege
show snmp user
show version
more

dir

tclsh

exit

show file information
show running-config all
show logging

show snmp group

show startup-config
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4.4.7 CkanupoBaHue Huawei

[nsa ckaHnpoBaHua Huawei VRP (ckaHMpoBaHMe OCyLLecTBASETCA NO 6e3areHTCKOM
TEXHOJ/IOTNW) B KayecTBe TpaHCnopTa ANA CKaHUPOBaHMA UCMONb3YeTCAa NPOTOKO
SSH (no ymonyanuio ncnonbsyetca nopt 22). Ana

CKaHMpPOBaHMA HeobxoaMa YYETHasA 3anncb NOb30BaTENA C BO3MOXHOCTbIO
nepexoja B MPVBUIETMPOBaHHbIN PeXM C BBOAOM Mapo/iA «SUPer» 1 yKa3aHuem
YPOBHSA AOCTyna JaHHOro noJib30BaTtens, NCNoNb3yeMOoro Ajia KOHKPETHOro Tmna

obopysoBaHus (He Huxe 3-1o).

MNepea NnpoBegeHneM CKaHMpPOBaHMA Heobxoanmo ybeanTbes, YTo cayxba SSH
BK/IFOYEHA M HacTpPOeHa, a BbibpaHHas y4éTHasA 3anncb Noab30BaTeNs MMeeT
BO3MOXHOCTb NMOAK/JOUYEHUNSA K YAANEHHOWN CMCTeMe No NpoTokoay SSH.
OcyLecTBUTbL NPOBEPKY MOAKIHOUYEHMA MOXHO C MOMOLLIO 1H060ro yaobHoro SSH-

KJIMEeHTa.

[na ckaHMpOBaHMA yAaNeHHOro xocTa TpebyeTcs co3aTth YUETHYHO 3anunch, Tun —

Huawei VRP.

Hoeasa / Pegaktnpyemasn yuéTHasa 3anvck

YraxuTe Tpebyemble NapaMeTpel 408 HOBOKW MKW PEAaKTUPYEMOW YUETHOM 3a3MMCH.

Wz npoduna | |

Tin y4ETHOM 3ANKHCH | Huawei VRP W |

Hma nonssosarens | |

(®) ¥gazate napons
[ ¥kazate knroy

() ¥kaszaTe KAKOY W NPOESPOUKYH Gpasy

Maponb

MogTEEpKAEHWE Napona

S5H nopt 22

Mone

HacTpoitka npuevnerii

PazgenuTens

PazgenuTens TEPMUHAABHOIO NeRgmepa
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AHanornyHble HaCTPOMKM YYETHbIX 3amnncein NMPON3BOAATCA U A5 CETEBOIO
obopyaoBaHus «bynat».

MepeueHb KOMaHy, BbINO/IHAEMbIX NMPU ckaHMpoBaHMn Huawei:

,@)Check

screen-length 0 temporary
display version

display current-configuration
display patch-information

display authentication-scheme
display aaa authentication-scheme
display authorization-scheme
display aaa authorization-scheme
display accounting-scheme
display aaa accounting-scheme
display domain name

display aaa domain

display domain

display elabel backplane

display interface
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4.4.8 CkanupoBaHue FortiOS

[na ckaHMpOBaHWA yaaneHHOro xocTa TpebyeTca co3aaTb YYETHYHO 3anunce, Tyun —

FortiOS.

Hoeas / Pepaktupyemas yuéTtHas sanuce

YkaxuTe Tpebyemble napaMeTpel A8 HOBOW WM PEAaKTMPYEMOR YYETHOW 3anmcw.

Hma npodgmns | |

Tin y4ETHOM SanmcK Fortinet FortiDS hd |

WIMA noNb30BaTens | |

(®) yxazate naponb
() ¥razate kawoy

() ¥xa3aTe KAHOY W NpOSEPOYHYHD Gpasy

MNapons | |

MNogTeepMacHue Napons | |

Pazgenurens

PasgennTenb TEPMUHANBHOIO NEAGXEPa

Mpwn ckaHnposaHum FortiOS (ckaHMpoBaHWe ocyLLecTBASETCA NO 6e3areHTCKOoM
TEXHONOTNM) B KaYecTBe TpaHCNopTa ncnosib3yetcs SSH-NpoToKon He HUXe BepCum

2.0 € BKNKOYEHHBIM MOAyneM noaaep>xkun npotokona SFTP.
TpeboBaHus k ¥3:

* Pasgenutens no ymonyaHuto: “--More-- ", 6e3 npobena BHyTpu, npoben B

KOHLLe CTPOKWY;
HacTpoiku ckaHMpoBaHMA Ha CTOPOHE MHPPaACTPYKTYpbI:

= Co3pgaTb Nnpodunb agMmHUCTpUpoBaHusa (System — Admin Profiles) ¢ npaBamu
Read (Access Control);

= Co3gatb ¥3 agMmuHuctpatopa (System — Administrators);

= [lpuBs3aTb cO34aHHbIV Npoduab K ¥3;

= OtknrounTb HaHHepbl Bxoga (pre-login-banner/post-login-banner).
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4.4.9 CkaHuposBaHue UserGate
[na ckaHMpOBaHWA yaaneHHOro xocTa TpebyeTca co3aaTb YYETHYHO 3anunce, Tyun —

UserGate.

Hoeasa / Pepaktupyemas yuétHaa 3anuchb

YkaxuTe Tpebyemble NapaMeTpel ANS HOBOW MW PefaKTUPYEMOR YUETHOW 3anucu.

Wma npodunsa | |
Tin y4&THOR 3anmck | UserGate NGFW v |
Wma nonbsoBaTena | |
Maponb | |
MoaTBEpXACHUE MApONs | |
HTTP(S) nopt

MNpwn ckanmpoBaHun UserGate (ckaHMpoBaHWe OCyLLecTBAAETCA MO
6e3areHTCKOWM TeXHOI0rMM) B KauecTBe TpaHcnopTa ucnosblyetca HTTP-

npotokon, Homep nopta 4040.
HacTpoiku ckaHMpoBaHUA Ha CTOPOHE MHPPACTPYKTYpPbI

= Co3gatb Npoduib agMUHNCTPUPOBAHNSA
(Hactpowvkn — UserGate — AamuHuctpatopsl — Mpoduan
aAMWUHNCTPATOPOB);

= YKa3aTb AN5 CO34aHHOro Npoduaa paspeLleHns Ha YTeHne ana Bcex 06 bekToB
API (Hactpovikn npoduns — PaspeweHus ansa API);

= Co3gatb ¥3 agMuHucTpaTopa
(Hactpownkun — UserGate — AgmMuHucTpaTtopbl — AAMUHUCTPATOPbI);

= [lpuBs3aTb co3gaHHbIM Npoduab k Y3 (CBoncTBa

aAMUHUCTpaTopa — lMpodunb agMuHMUCTpaTopa).
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4.4.10 CkannposaHune VMware

MoasaepXMBatoTCa BCe pegakumn, ykasaHHble B 1.8 MepeyeHb nogaep>XmBaembIx

nAatOoOpPM, MLIEH3MN ANS KOTOPbIX akTUBMPYHOT feature vSphere API.

Mpwn ckaHmpoBaHum VMware ESXi Server n VMware vCenter Server (kpome 3agaHns
Tna ®ukcauma) B KauyecTse TpaHCNOPTa NCNO/b3YHOTCA MPOTOKObI

SOAP+HTTPS. Mpwn ckaHnpoBaHum VMware ESXi Server 1 VMware vCenter Server
3ajaHnemM Trna PuKcauma B KayecTBe TpaHCNopTa Ucnoab3yeTca SSH-NpoTokon He

Huxxe Bepcumn 2.0 ¢ BKAKOYEHHBIM MOAyNeM Noaaep>XKy npoTtokona SFTP.

Ncnonb3yemas TexHonorua goctyna kK gaHHbeiM — VMware Infrastructure Management

(VIM).

O6wunii nepeueHb KOMaHy, BbINOJIHAEMbIX NpU ckaHmpoBaHum VMware ESXi

Server un vCenter Server:

= Login

= Logout

= RetrieveServiceContent

= ContinueRetrievePropertiesEx

= RetrievePropertiesEx

= CreateContainerView

= DestroyView

= HostiImageConfigGetAcceptance
= HostiImageConfigGetProfile

= QuerylLockdownExceptions

= RetrieveHostAccessControlEntries
KomaHga, BbinonHaemas npu ckaHupoBaHmu VMware ESXi Server:
= VimEsxCLIsoftwareviblist

CopeprxaHue
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Hactpovika VMware ESXi Server

Hactpovika VMware vCenter Server

Hactpovika VMware NSX Data Center

Hacrpoika VMware ESXi Server

[na ckaHMpOBaHWA yaaneHHOro xocTa TpebyeTca co3aaTb YYETHYHO 3annck, Tyun —
VMware ESXi.

Hogas / PegakTupyemas yuéTHaa 3anuce

YkaxuTe Tpebyemble NapaMeTpel ANA HOEOW WAWM PEAAKTWMRYEMONR YUETHOM 3anucu.

Hma npoduna | |

Twn y4ETHOR ZaNHMCH | Vidtware ESXI h |

WMma nonbsosarens

Maponb

MogTeepXAeHHE Napona

HTTP(S) nopt 443

Npoeepka cepTnguKara

Ansa BbinonHeHus Bcex TMnos 3agaHnii RedCheck, kpome

dukcauum, Tpebyrorca:

aKTMBMPOBaHHas JIMLIEH3UA Ha MPOAYKT C BKAOUeHHOM B Hee feature vSphere
API;

Haanume y4eTHOM 3anmcu root;

NPUCYTCTBME YYETHOWN 3aMmnCy NOAb30BaTeNsA, COCTOALLEN B rpynne
AZAMWHUCTPATOPBI, a TakKe f0b6aBAeHHbIV B CNUCOK nckatoueHnin Lockdown
Mode;

pepakumsa RedCheck Professional nan Enterprise.

AJ’IH BbIMOJIHEHNA 3a4aHUA ¢MKcaU,I/IM, NMOMMMO 0603HAUEHHbIX BbilLue

TpeboBaHni, Heobxoanmo:

,@)Check

BKHOUEeHHasa cayxba SSH;

BKAtOUYeHHas cayxba ESXi Shell;
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" HaCTpOeHHble NpaBuna bpaHaMayspa ana goctyna Kk SSH cepsepy;
= Hanuume napameTtpa PermitRootLogin yes B HacTpovikax SSH cepBepa;

= Hanuume napametpa MaxSession 10 B HacTpoukax SSH cepBepa;

Ana ckaHnpoBaHua VMware ESXi Server 3agaHuamu tTuna Ayaur
obHoBneHni, AyanT yassumocrteir, Ayaut
KoH$urypauumn 1 MHBeHTapmsauma Heob6XoANMO NCNONb30BaTb YYETHYHO 3aMncb

nosab3osaTtena VMware ESXi Server.

Ana ckaHnpoBaHua VMware ESXi Server 3agaHvnem Tuna ®ukcaumsa Heobxoanmo

MCNO/Ib30BaTb YUYETHYHO 3aMMCb Nosb3oBaTens Linux.

Mpw ncnonb3oBaHMM aBTOPM3aLLMM MO KAKOYAM A4 BbIMOJHEHUA 3a4aH NS
Tvna PuKcauma HeobxoanM KAroY, creHepupoBaHHbIn yTuanTon ssh-keygen. Kntou,
CreHepMpOBaHHbIN yTUAIMTOW puttygen, He MPYMEHUM A/ 4aHHOTO 3aAaHus.

Mo ymonuaHuto Ha cepepax ESXi goctyn no npotokony SSH otkatoueH. Bkarountb

Aoctyn no SSH MoXHO cnegyrowmmmn cnocobamm:

= BkntoueHune SSH uepes DCUI;

= BknaroueHue SSH npu nomowm Web-knumeHTta vSphere.
BxntoueHne SSH uepes DCUI

Direct Console User Interface (DCUI) — 310 nHTepdeiic cepepa ESXi, koTopbin

BbIBOAWUTCA HA MOHUTOP NpPY NPSMOM MNOAKNHOUYEHUN K CEPBEPY.
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Ve (X1 6.7.0 (Wiorne] Release Bl bd BI6TR2)

Waare, lnc. Were Vieteal Platfors

Intel 00 Core(IN) (2370 OV ¥ 3 900
4 G0 Remary

MUp /71 681 82/ (P

e Ihis st g0 te!
o )
M /U 20 TN (el el M)/ CSIATK)

TV Grtomioe SptonView Lops IO Dt Do Pestor t

LWar 1. Ha cepsepe ESXi HaxxmuTe F2 1 aBTOpM3ynTECh MPY NOMOLLM YYETHOM

3anmcu root;

Authent icat ion Required

tnter an authorized login no

loca lhost

Conf igured Keyboard (US Default)
in Name: [ root ]

{Enter> 0K <Esc) Cancel

LWar 2. B meHto System Customization Bbibepute Troubleshooting Options;

Systen Custonization Troubleshoot ing Options
Conf igure Password

Conf igure Lockdoun Mode

Conf igure Nanagenent Network

Restort Management Network

Test Management Network
Network Restore Options

MIE m
Vieu Systen Logs

Vieu Support Information
Reset Systen Conf iguration

LWar 3. B Troubleshooting Mode Options Bkatounte Enable SSH;
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Troubleshoot ing Mode Options

Enable ESXi Shell

Hod ond tincouts
Hodify DCUI idle tineout
Restart Nanagenent Agents

SSH Support

SSH is Disabled

[ns Bo3BpaTa B OCHOBHOE MeHt0 HaxkmuTe ESC.

BknroueHme SSH npu nomowm Web-knmenra vSphere

LWar 1. 3anyctuTe 6pay3ep — BBeAWTE B afpecHon cTpoke agpec VMware

cepBepa — aBTOpU3ynTech Ha cepaepe ESXi uepes nHutepderic vSphere Web Client;

vmware ESXi

LWar 2. Buibepute Actions — Services — Enable Secure Shell (SSH);

vmware Esxi

| T3 Nevigasor | U tocamostocasoman
Manape D Out vCactr Server | 15 CreataRaguter W
Monar — 1053IM03LIOCINOmMIIN
| 2D e
Vitasl Macharas = “iae
0 swcne m B —~—
€3 Metworing = =

My st coen [ Retont

€70 Detd B0
Noemal (2ot coneactad 1 any vCarter Sacew
Sodcan

C Retenn

O rcnern

[

5 CreateReputer W
U S con

5 Reooct

& Servces

B e martenance U Enatie corsoie shed

§. Loosown moce

WEIE &, Permasoms

235 Generate suppont tunde
* Conlfiguraton
1m0 crofie

I} 0wt S5 tor Crvome

Takoke akTMBMpoBaTb SSH MoxHO B pa3zene Manage — Services — KM no
cnyx6e TSM-SSH — Start

REDCheck
oo
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T3 Navigator  |J locainostiocaidomain - Manage ‘
v [ Host System Hardware Uicensing Packages Services Secunity & users
_ ——
Montor
3 Virtual Machines m el Nl
£3 storage 1 ocul Direct Consoie Ul
€2 Networking 1) Ibta Load-Based Teaming Daemon
hwemd Active Directory Service
ntpd NTP Daemon
pcscd PC/SC Smart Card Daemon
sicba-watchdog CIM Server
snmpd SNMP Server
TSM ESXI Shell
TSM-SSH S8H
vmsysiogd TSM-SSH '
e Mer Agent
) Policy

Hactpotika SSH-TyHHens 3aBepLueHa.
Hactpoiika VMware vCenter Server

[na ckaHMpoOBaHWA yaaneHHOro xocTa TpebyeTca co3aath YUETHYHO 3anunck, Tun —

VMware vCenter.

Hoeas / Pegaktupyemasn yuétHaa sanuceb

YkaxuTe TpebyemMble NapaMeTprl ANR HOBOW WK PeIaKTUPYEMOR YUETHOM 3anucu.

Mma npoduns | |

Tvn y4ETHOI 3anucK | Viware vCenter v |

Mma nonbsosarens

|
Mapone | |
|

MNoaTeepXaeHue NApons

HTTP(S) nopt 443

MNposepka cepTudMKaTa

Ansa BbinonHeHnsa Bcex TunoB 3agaHun RedCheck, kpome

dukcauum, Tpebyrorcs:
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aKTUBMPOBaHHAsA NLEH3NS Ha NPOAYKT C BKAHOUEHHOM B Hee feature vSphere
API;

Haanume y4ETHOM 3anmcy agMmnHucTpaTopa (agMmMHUCTpaTopa uam root ans
3agaHna Tnna ®ukcauma);

pepakumnsa RedCheck Professional nan Enterprise.

Ansa BbinonHeHus 3agaHna ®ukcauum, NOMMMO 0603HaAUEHHbIX Bbille

Tpe6boBaHuii, Heob6xoaMMoO:

Ana ckaHnpoBaHua VMware vCenter Server B pexxumax Ayaut obHoBneHunin, Ayaut

BKJIFOUEHHasn cnyxxba SSH;

BKtOUEeHHas cayxoba ESXi Shell;

HaCTpOeHHble NpaBuaa bpaHamayspa ans goctyna k SSH cepeepy;
Haanumne napametpa PermitRootLogin yes B HacTpoikax SSH cepBepa;
Haanumne napametpa MaxSession 10 B HacTporikax SSH cepBepa;

Hannume BASH B kauectBe shell no ymonuaHuto;

yasBumocTtein, Ayaut koHpurypaumin 1 MHBeHTapusaumsa Heobxoanmo

MCNONb30BaTh YYETHYHO 3anunck nosb3osatena VMware vCenter Server.

Ana ckaHnpoBaHua VMware vCenter Server 3agaHnem tuna ®ukcauyma Heob6xoammo

MCNO/Ib30BaTh YUYETHYHO 3aNnCb Nosb3oBaTens Linux.

Hacrtponka VMware NSX Data Center

[na ckaHMpoBaHMA yAaneHHOro xocTa TpebyeTca co3aatbh YUETHYHO 3anunch, Tun —
VMware NSX.

.@)Check
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Hoeasa / Pegaktupyeman yuétHasa 3anuchb

YkamuTe Tpebyemble NapaMeTphl 408 HOBOW MW PEAAKTUPYEMOM YUETHOW 3anucy.

Wma npodmna | |

Tun y4ETHOH 3aNHCH | Vidware NSX hd |

ViMs nonb3oBaTens | |

Maponk | |

MoaTeepxaeHue napons | |

HTTP{S) nopt 443

Mpoeepka cepTRgMKaTa

Mpu ckaHnpoBaHum VMware NSX Data Center for vSphere B kauecTBe TpaHcnopTa
ncnosb3yetca npotokon HTTPS.

Ansa BbinonHeHus Bcex TMnos 3agaHni RedCheck, kpome ®ukcauun,

Tpebyrotca:

" Ha/Anume BKAHOYEHHOW y4éTHoM 3anuncu Auditor;
" npoBepKa JOCTYMHOCTM TPaHCNOPTa BHELIHUMUW CPeACTBaMU (Hanpumep,
Postman);

= pepakuns RedCheck Professional nan Enterprise.

MepeueHb KOMaH/, BbiNoJHAEMbIX Npu ckaHupoBaHum VMware NSX Data

Center for vSphere:

api/1.0/appliance-management/backuprestore/backupsettings

api/1.0/appliance-management/system/network

= api/1.0/appliance-management/components

= api/1.0/appliance-management/system/timesettings
= api/1.0/appliance-management/system/syslogserver

= api/2.0/vdn/controller/node
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4.4.11 CkaHnpoBaHue Microsoft SQL Server

Ansa ckannpoaHusa b/l Microsoft SQL Server Tpebyetcs co3aaTb

y4éTHyro 3anuch, Tun — SQL, Tun B4, — MS SQL.

Hosas / Pegaktupyemasn yuéTHas 3anucb

Yraxute Tpebyemble NapameTprl ANA HOBOW MAKW PeJakTMpYeMon yYETHOR 3anMcK.

Wmsa npodmna |

Tun y4ETHOH 3aNHCKH

"
L

e ® ms saL
O oracle
O mysaL

O PostgresQL

3xzemnaap

« | MopT no ymonyaxuo

Joru |

Naponb |

MogTEEpMASHNE NAPOAA |

HMcnone3oBare ayTeHTudukaumo Windows

[na ckannpoBaHua CYB/ Microsoft SQL Server B ak3emnaspe CYb/J, moxet

MCNONBb30BaTb PEXMM AOMEHHOW U CMELLUaHHOW aBToOpU3aLnm.

Mo ymonuaHwuto, ana ckaHnposarHua CYB/Jl MS SQL ncnonesyetca nopt 1433. B

cnyyae ncnonb3oBaHMA B I/IHCI)paCprKType CeTh Apyroro nopta ero HeO6XO,£I,I/IMO

ABHO YyKa3aTb.

MuvHumanbHble TpeboBaHMA ANA YUETHON 3anNUcK

= ponb cepBepa — public;

= yuyéTHasa 3anucb AoJKHa bbITb BKAKOUEHa A5 6a3bl JaHHbIX master.

/etc/ssl/openssl.cnf Ha cTopoHe cny>6bl CKaHMPOBaHMS;

Noaaep>xka TLS 1.2 HaumHaetca ¢ Bepcum SQL Server 2016. na ckaHMpOBaHWA
Microsoft SQL Server Huxe 2016 He06Xx0AMMO U3MEHWTb BEPCMIO MPOTOKOAA B

,@)Check
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Bash (o6on0uka Unix)

MinProtocol = TLSv1l
CipherString = DEFAULTQ@SECLEVEL=1
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4.4.12 CkannposaHue MySQL

Ana ckaHnpoBaHua b MySQL Tpebyetcsa co3aatb yuétHyto 3anmch, Tun — SQL, Tun

B/, — MySQL.

Hoeas / PepakTtupyemasn yuérHana sanucb

YkamuTe TpebyemMble NapaMeTpel ANA HOBOR MW PEeAaKTUPYEMOR YUETHOW 3anucw.

Mma npoduna | |

Tun y4&THOW 3anucK

m
g
¢

EDEL O ms saL
O oracle
® MysqL
O PostgreSQL

« | TopT No yMon4asKo

baza gaHHbBIX

Norvx

| |
| |
Maponb | |
MogTeepxaeHue napons | |

Ona ckaHnposanma CYB/, MySQL B ak3emnaape CYB/l fonkeH ncnonb3oBaTbCs

CMeLUaHHbIV TN ayTeHTUdKMKaumm (npoeepka noganHHoctn MySQL).

Mo ymonuaHwuto, ansa ckaHnposaHuna CYB MySQL ncnonbsyetca nopt 3306. B cayuae
MCNOIb30BaHMA B MHGPACTPYKTYpe CETU APYroro nopTta ero HeobxoanMmMo ABHO

yKa3aThb.
MuHumanbHble Tpe6oBaHMA ANA YUETHON 3aNUcCK

1. YueTHas 3anucb A0/DKHa UMeTb NpaBa Ha BbinosHeHue SELECT-3anpocoB K

nepeyncsieéHHbiM 'ra6nv|u,aM:

= information_schema.plugins
= mysql.user
= mysql.slave_master_info (ecau ectb)

2. MpaBa Ha uTeHne 06bEKTOB panIoBON CUCTEMDI:
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Windows Linux

= C\ProgramData\MySQL\MySQL Server .
XX\ .
= C:\Program Files\MySQL\MySQL Server .
XX\ .

3. MpaBa Ha BbINOJIHEHMNE:
Linux

= /usr/sbin/mysqld

,@)Check

/etc/mysql
/etc/passwd
/etc/group
/home/

/proc/
/var/lib/mysql/
/var/log/mysql/
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4.4.13 CkaHnpoBaHue PostgreSQL
[nsa ckaHnpoBaHusa b/l TpebyeTtcs co3aatb yUETHYO 3anuncs Tun — SQL, Tun BA, -

PostgreSQL.

Hogas / PepgakTupyemas yuéTHasa 3anmcb

YkanuTe Tpebyemble NapamMeTpel 408 HOBOW MK DEAIKTUPRYEMOM YUETHOR 3anKmcH.

Wma npoduna | |
Tun y4&THOWM 3anucu | 0L v |
Tun 6, O ms saL

O Oracle
O mysaL
®) postgresaL

« | TMopT No ymonyaHuo

ba3za faHHbIX

Noruvs

Maponk

MoaTeepxaeHe Napona

Timeout

Protocol

SsiMode

|

|

|

|

[ |
Command Timeout I:I

|

|

Mo ymonuaHuto ansa ckaHnposaHma CYB/[, PostgreSQL ncnonbsyetca nopt 5432. B
Cly4Yae UCnoab3oBaHUA B MHGPACTPYKType CeTn Apyroro nopTa ero HeobxoAnmMo

ABHO YyKa3aTb.
Hacrpoiika yuetHou 3anucu CYB/

Ana CYB[, Heobxoanmo co3aaTb yUETHYHO 3anucb (HanpuMmep, rc_scan_pg) C

npasamMu, 40CTAaTOYHbIMW ANA BbIMOJHEHWA 3anpOCOB.

War 1. BeinonaHute MWUHWNMAaNbHYHO HaCTpOIZKy npas ciegyrowmMn KOMaHaamMum

(BBIMOMIHAOTCA OT NPUBUIETMPOBAHHOIO Nnoab3osartensa B CYB/):
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PL/SQL

GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT

War 2. B pavine pg_hba.conf Heobxoanmo paspewntb nogkntoueHme k CYB/.

SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT

ON
ON
ON
ON
ON
ON
ON

pg_settings TO rc_ scan pg;
pg _roles TO rc scan pg;

pg _database TO rc scan pg;
pg user TO rc scan pg;

pg _class TO rc scan pg;

pg _authid TO rc_ scan pg;
pg_shadow TO rc scan pg;

BHHOHHMTGAHH3TON)KOMaHAHI

Ana Windows-cucrem

Code

echo host all rc scan pg <mmsa cerm/macka> md5 >> C:\Program

Files\PostgreSQL\Bepcusa\data\pg hba.conf

<nmsa_cetn/macka> - CeTb UAM OANH agpec, KOTOpbIM pa3peluaetca goctyn K CYB/,.

K npumepy, 192.168.100.0/24 nan 192.168.100.15/32;

Ana Astra Linux

Bash (Unix Shell)

echo host all rc scan pg <mma cerwm/mMacka> mdb5 >>

/etc/postgresqgl/Bepcusg/main/pg hba.conf

Ana BaseAlt

Bash (Unix Shell)

echo host all rc scan pg <mma cerwm/macka> md5 >>

/var/lib/pgsql/dgta/pgihba.conf

,@)Check
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4.4.14 CxannposBaHue Oracle
Ana ckaHnpoaHusa b/l Oracle Tpebyetca co3aatb yuétHyto_3anuce, Tun — SQL, Tun

BA - Oracle.

Hogas / Pegaktupyemasn yuéTHas 3anuch

YkaxwuTe TpebyenMble NapameTpel 4NA HOBOR MAKM PEAaKTUPYEMOoR YUETHOR 3anucw.

MMa npoduns | |

L
B
L4

Tun yY4ETHOH 3anHcH

Tun B, O ms sat
@® oracle
O mysaL
() postgresal
# | Topt no ymonuanmio

baza AaHHbIX

NorvH

MoaTEEpAEHWE NApona

Mpuennernm DBA

Mapons |
| Mo ymondaHu bl

B sk3emnnape CYB/, fonKeH Ncnonb3oBaTbCA CMELLUaHHbIN TUM ayTeHTMduKauum

(npoBepka noganHHoctu Oracle).

Mo ymonuaHuto ana ckaHmposaHus CYB/, Oracle ncnonb3yetcs nopt 1521. B cayuae
MCNO/Ib30BaHMA B MHQPACTPYKTYpe CeTM ApYyroro nopTta ero HeobxoanMmMo ABHO

yKasarb.
Do6aBneHne nepemeHHou cpeabl ORACLE_ HOME

[na npoBeaeHua 3asaHunsa Ayaut b/, Oracle Ha cepBepe ¢ yctaHoBneHHow CYB/],

Heobxoammo gobaButb nepemeHHyro cpeabl ORACLE_HOME.

War 1. Haxmute Win + R v BBeaute control system;
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4 Run

resource, and Windows will open it for you.

[

Type the name of a program, folder, document, or Internet

Open: | control system

S

Browse...

¥ This task will be created with administrative privileges,

War 2. [MNepenguTe B JonosHUTEIbHbIE NapaMeTpPbl CUCTEMBbI;

Ed Cucrema

4 B 5 Manens ynpae

MaHene ynpaeneHna —
AOMAELLHAR CTPaHMLE

¥ Oucnetuep yorpoiicts

E;‘ Hactpoiika yaanenHoro
Filalm i

¥ JoncnnutensHele napamerpel
CHCTEMBI

MNepenante B NMepemeHHble cpeabl;

REDCheck
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CBOWCTEE CUCTEMBI >

Wma komneiotepa OBopynosanwe  [ononHuTensHo  YoanenHsid goctyn

Heofxomamo MMeTs npaga agMHUHMCTRATORE ANA M3MEHEHWA GoNEWWHCTES
NepeYMCNEHHBE NapaMETROE.

BoicTpogsiicTEME
BuzyantHele 3thdes Tel, MCNONES0EEHWE NPOUECCOPE, ONEPaTMBHOA 1

BUPTYaNEHOR NamMATA
MapameTptil...

[NpogunK NnonesoEaTeNs

MNapameTpebl paBoyero cTona, OTHOCAWMECH KO BXOY B CACTEMY
MapameTptil...

Barp',lsma W BOCCTAHOENEHWE

36F|:I','3KEI W BOCCTAHOBNEHWE CMCTEMEBIl, 0TNAA0YHAA WHPOPMALMA

MapameTptil...

[NepemeHHEIE Cpems...

QK OmmaeHa MpMMEHWTE

Haxxmunte Co3parb;

Mepementble cpegel nonssosatena ana redcheck.user

Mepemennan 3Ha4eHnE

Path C\Users\redcheck.user\AppData\Local\Microseft\WindowsApps;
TEMP Cih\Users\redcheck.user\AppData'Local\Temp

TMP Ch\Users\redcheck.user\AppData'Local\Temp

Cozaate... WNzmeHnTe... Yaanute

LWar 3. B 3HaueHMne nepemMeHHOM1 ykaxuTe katanor ¢ O (no ymonuyaHuto Katanor
pPacnonoXeH Mo caegyroemy

nytn: C:\app\msa_nonb3oBatens\virtual\product\Bepcua\Umsa_b/J)
Heob6xoanmble pa3pelueHus Ha BbiNOJIHEHUE KOMaHJ,

[na ckaHnpoBaHua CYB/l sonyckaeTcs MCNoab30BaHWE HEMPUBUIETMPOBAHHOW

y4yeTHoM 3anucu. En notpebyetcs fo06aBWTb POab M NPEAOCTaBUTb HEOOXOAMMbIE
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pa3peweHna, BbINOMHUB YKa3daHHbIE HMXXe KOMaHAbl OT UMEHU NPUBUNETNPOBAHHOIO

nonb3osatena CYB/J;

PL/SQL

GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT

<USER NAME> — nms HenpuBUAErMpOBaHHOWN YUYEeTHOM 3amnmncu.

REDCheck
oo

CONNECT TO <USER NAME>;

SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT
SELECT

ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON

DBA USERS TO <USER NAME>;
DBA USERS WITH DEFPWD TO <USER NAME>;
DBA TAB PRIVS TO <USER NAME>;

DBA PROFILES TO <USER NAME>;

DBA TS QUOTAS TO <USER NAME>;

DBA ROLE_PRIVS TO <USER NAME>;

DBA SYS PRIVS TO <USER NAME>;

DBA ROLES TO <USER NAME>;

DBA PRIV AUDIT OPTS TO <USER NAME>;
DBA_OBJ AUDIT OPTS TO <USER NAME>;
DBA STMT AUDIT OPTS TO <USER NAME>;
ALL SYNONYMS TO <USER NAME>;
V_S$SPARAMETER TO <USER NAME>;
V_S$DATABASE TO <USER NAME>;
V_S$SINSTANCE TO <USER NAME>;
V_$SESSION TO <USER NAME>;
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4.5 CmeHa kntoya wndpposBaHus

LWar 1. Packponte CnpaBka — CMeHUTb K/1I0Y LWWN(PPOBaHNS;

\RlDCheck_ JEACTBMA  WHCTPYMEHTHI | CRIPABKA

PykosogncTteo

TNABHAA XOCTH 3AAAHINA
PazpaboTumk

— CalT npogykTa
Ne
CkaHUpoBaHUA 0 nporpamme
WHTepean CMEHUTE NMHULEHIMOHHBIN KoY

222

LWar 2. Beegute HOBbIV katou wndpoBaHus — OK;

|§ MNonszoBaTeALCKWIA KoY WM POBaHKUA

BeeauTe HOBbIW KAKOY WNDpPOBaHNA

Brvmanne! Heobxoanmo Takxke spyyHyro cmennTs (aobasnte) kntod (none SCKD) & kondurypaumonnom daine
REST cepsepa, & cayxGe(-ax) ckanmposanns, curxponmsaumn, ytuantax WSUSKit w ImportAD (em.
AokymenTauwmio). Mocne cmerel (Ao6aBnennn) KAOYa HeoBXOAMMO NEPE3ANYCTUTE NPOTPaMMEl M CAYHGBEI

OTMeHa

War 3. BpyuHyto cMeHuTe KAtou WndpoBaHma AN cepBepHOro KOMNoHeHTa. Ha
XOCTEe C YCTaHOBJ/IEHHbIM CEPBEPHbBIM KOMMOHEHTOM HEOHXOANMO OTKPbITh hait
/var/opt/redcheck-api/conf/appsettings.json 1 3ameHWTb CTapbIv KNHOY Ha HOBbIN

ans napametpa Sckd

LWar 4. Ha xocTe ana KaXA0u YCTaHOBAEHHOW Cy>6Obl CKaHMPOBaHNA HeEOHXOANMO
oTKpbITb dann /var/opt/redcheck-scan-service/conf/appsettings.json 1 3ameHnTb

CTapblil KNKOY Ha HOBbIN Ana napameTpa Sckd

REDCheck
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{
: "CTfDJBJIN-D2RY

: "3balf3f2-1
: "Bu"

LWLar 5. Ha xocTe ¢ yCTaHOBNEHHOWN Cy>KOO0M CMHXPOHU3aLMKM HEOBXOAMMO OTKPbITb
dann /var/opt/redcheck-sync-service/conf/appsettings.json 1 3ameHnTb cTapbiv

KJIFOY Ha HOBbIW ans napametpa Sckd
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4.6 O6cnyxmnBaHue b/,

LWar 1. OtkponTte koHconb ynpasneHusa RedCheck — Ha naHenn HaBuraymm

Bbibepnte UHCTPYMEHTbI — Hactpowku;

CMPABKA

\Rl DCheck AEACTBMA | AHCTPYMEHTEI

TNABHAA XOCTHI 3a04

MeHegxep ayauToB
MeHeaxep npoduned

AyguT 0BHOBAEHUWIA .
MeHemsep KoHGMIypaumi

Coznate rpynny
Coznate XoCT
MMnopT xocToB 4
MMnopT OVAL onpegeneHui
it Hacrpoior

HypHan cobsImri

Ans nameHeHns Hactpoek RedCheck aBTopusyiiteck nog Y3 ¢
ponbto REDCHECK_SYSTEMS van REDCHECK_ADMINS

War 2. MNepengute B AOMNOJIHUTE/IbBHO n poxantecb NOAKAKOUYEHUS K Chayxbe

ounctku b/;
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e Ouncrxa B,

Cyewtia odwcTey Bl NOZZ0NAET YASNATE HESKTYANSHES PEIYAETATE CKEHVPOEARHE # OT=ETEl ANA yMEHELWEHHR pasuapa B

ALTKMAP
Crarye cnymbia ouncri
AOCTABKA
AONOAHHTENEHD

CHHXPOHW3ALIA

HIA CTapwe,
A, KOTO

OTuETE CTapiue, Mec.

Haumire oumcricy B} € NapamMeTpan Bxie NPAMG caifuac

Wi HacTpofiTe oUNCTY N0 pacnMcanme
MNepHoAMUSCKaR OUWCTES MPOMCKOINT BRICTPO W NOIBONAET 3HdERTUBHD
OFpPaKMUMBaTE pocT pazmepa Bl

Bperr 3anycxa oumncten B

BAUIHOLMTE NOMYUEHIE YEELOMNEHME
Fazmep BJ, 6

Cnncox noyuaTensi

Caobogra

¥RaENATE PEIyAETATE CKAHWPOEARMIA

¥aanATe oTuETEl

Crcime B

BilouuTs exeguearsiii cepamc ouncri B

¥BE10MARTE NPW NPEBEILISHWA pa3nepa B

War 3. OtmeTbTe Ypanartb otuetbl 1 YaanaTb pesybrathl

CKaHVIpOBaHVIFI. Ykaxute Hy)KHbIl\/JI CpOK AaBHOCTUN OTYETOB A/1A OYNCTKK;

CTaTyc cny#Ebl OUMCTEH

CKAaHWPOBAHWA CTAPLUE, MEC.
CraHMpOEaHKWA, KOTOPSIE ABAAKITCR ITAN0OHAMMN
KOHTPONEH, YAANEHE HE BYAYT.

OTYéTel CTapwe, Mec.

CeobogHa

| Ypanate pe3yneTaTel CKAHWPOBAHWA

12

| YoanATe OTYETHI

Haunute oyncTky Bl € napamMeTpamMy BLLE NpAMO Oyuctite BA

CeRYac
War 4. Haxxmute Ounctutb bA,;

HauHuTe ouncTky Bl C napaMeTpaMM BbllLE NPAMO CeHYac Cyucmate B4

REDCheck
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War 5./na aBTOMaTMueckonm ouuctkm bl oTMeTbTe BKAOUUTD eXXeaHEBHbIU

cepBuc oumnctku Bl — BbibepuTe Bpemsa 3anycka cay>Kbbl OUnNCTKY;

MW HACTPOMTE DYNCTKY N0 PACNUCEHWID + | BKNHOUYMTE EXEAHEBHBIA CEPBIC OUMCTRM B
MNepHogMYeckan oUNCTKE NPOMCXOANT BBICTRO W NO3BONAET IPPEKTUEHD
OrpaHn4MBaTe pocT paimepa bjl.

Bpema zanycka ouncTen Bl

LWar 6. [Mpn HeobXx0AMMOCTM BK/IHOUMTE OMOBELLEHME O NpeBbiweHnn b/l ykazaHHOro
pa3mepa, OTMeTB YBeAOMAATb NPy npesbileHnn pa3mepa bJ, v ykasas

MOYTOBbIE aApeca nosyyatenew;

BKNHOYWTE NONYyYEHWE YBEAOMAEHWIA + | YBefjOMARTb NPV NpeBbIlERHK pa3mepa b/l
Pasmep B, I'e 0
CNWCoK noayyaTenei YEELOMAEHHIA T

MEeT OaHHEIX AN\ 3T3C‘_,|33',-\'E-.'.:

Bcero: O

AoSaeuTe nonyqatened.,
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4.7 Pe3epBHOE KONMpoOBaHMe N BocctaHoBsieHue b/l

Bce saHHbIe 0 XOCTax, pe3ynbTaThl CKaHUPOBaHWA U HacTpolikn RedCheck xpaHsTca B

6a3e gaHHbIX. N5 N1aHOBOro pe3epBHOrO KOMMPOBAHWA A4OCTaTOYHO NOAAEPKMBATD

aKTya/sbHYy0 pe3epBHYyro konuro b/.

B cuctemax BupTyannsaumm AonyckaeTcs pe3epBHOE KONMMPOBaHME U
BOCCTaHOB/IEHNE BUPTYa/IbHbIX MALLVH LIEJIMKOM.

CopeprxaHune

= 4.7.1 Pe3epBHOe konupoaHue PostgreSQL

= 4.7.2 BocctaHoBaeHue PostgreSQL
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4.7.1 Pe3epBHoe konupoBaHue PostgreSQL

[nsa co3paHmsa pe3epBHOMN KOMMK Ba3bl AaHHbIX BbIMOAHUTE C/IeAyOLLNeE Lar.

LWar 1. Co3gavite pe3epBHYH KOMUIO C MOMOLLLIO YTUAKTbI pg_dump;

Bash (o6osnouka Unix)

pg dump -Fc -h 127.0.0.1 -U redcheck RedCheck -f db dd mm yyyy.dump

-Fc = nonb3oBaTenbckmii apxmBHbIA GopmaT pesyabTupyroliero danna;
-h = listen_address, Ha koTopom pabotaet CYB/;

-U = nma nosb3oBatens, MMetoLLLero npasa ANs BbIMOJHEHUS onepaLluu;
RedCheck = nmsa b/,

-f = nyTb Ans pesynbtupytowero danna.
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4.7.2 BoccraHoBneHue PostgreSQL

LWar 1. BorignTe noa nosb3oBatenem postgres;

Bash (o6osnouka Unix)

sudo su postgres

War 2. Yaanute Tekyuyto 6a3y AaHHbIX;

Bash (o6osn0uka Unix)

dropdb -U redcheck -f RedCheck

-U = nma nosb3oBatens, MMeroLLLEero npaea ANa BbINOJHEHWA onepauuy;
-f = NnpuHyanTeNbHbIN pexxum yaaneHuns b/,

War 3. Co3galite HOBYIO 6a3y AaHHbIX;

Bash (o6osnouka Unix)

createdb RedCheck -h 127.0.0.1 -0 redcheck -U redcheck

-h = listen_address, Ha koTopom pabotaet CYB/;
-O = nm4a Bnagensua b/,
-U = nms nosb3oBaTtens, MMeroLLero npaea A5 BbINOJHEHUS onepauuu.

LWar 4. BocctaHoBUTE AaHHbIE;

Bash (o6onouka Unix)

pg _restore -d RedCheck -h 127.0.0.1 -U redcheck db _dd mm yyyy.dump

-d = nms 6a3bl AaHHBbIX;

-h = listen_address, Ha koTopom pabotaet CYB/;

-U = nmsa nosb3oBaTens, MMeoLLEro Npasa A8 BbINOJHEHWA onepauuy;
NyTb K Ganny pesepBHOMN KOMUW.
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4.8 O6HoBneHne RedCheck Nix

O6HoBAATL CNyXDy CKaHMPOBaHNA HEOBXOANMO TONBKO NOCAE OKOHYaHWA BCEX
CKaHVpoBaHuK. B cnyyae obHOBAEHUA CNyXbbl, y KOTOPOW €CTb He OKOHYMBLLMECA
VAN NPUHYAUTENBHO OCTAHOB/EHHbIE 3aJaHWA, 3TV 3a,aHNA He CMOTYT 3anyCTUTbCA
nocne obHoBAEHMSA.

Ana obHoBneHna RedCheck Heobx0ANMMO BbINONHUTL CAeAytOLLME Lari:

LWar 1. Ckauarite 06HOBAEHHbIV apXxMB, NEPEMECTUTE CKayaHHbIV apxmB *.tar.gz B
ANPEKTOPUIO, OTNINYHYHO OT MOJIb30BATE/IbCKOrO KaTanora. B MHCTpyKLMmM apxvB

nepemellaerca B /mnt;

Bash (o6osnouka Unix)

mv /home/uMs nombszoBatens/3arpys3xu/redcheck-repo-2.7.0.tar.gz /mnt/

LWar 2. MNepenaunTe B KaTanor, yaganmte TeKYLLNA PENO3NUTOPUN U pa3apxuBmpymTe

CBEXMW ANCTPUBYTUB;
Bash (o6osn0uka Unix)
cd /mnt

Bash (o6onouka Unix)

rm -R redcheck-repo

Bash (o6osnouka Unix)

tar -xf redcheck-repo-2.7.0.tar.gz

War 3. Jo6aBbTe MHPOPMaLMIO B MakeTHbIV MeHeaxep o HOBbix .NET nakertax;

Astra Linux;
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Bash (o6onouka Unix)

echo "deb file:/mnt/redcheck-repo/ 1.7 x86-64 non-free dotnet" >
/etc/apt/sources.list.d/redcheck.list

PEZ OC / SberLinux:

Bash (o6onouka Unix)
touch /etc/yum.repos.d/redcheck-dotnet.repo
Bash (o6osnouka Unix)

echo -e "[redcheck-dotnet-repo]

name=ALTX .NET 6.0.26
baseurl=file:/mnt/redcheck-redos-repo/redcheck-dotnet

enabled=1

gpgcheck=0
gpgkey=file:/mnt/redcheck-redos-repo/redcheck-base/PUBLIC-GPG-KEY-
redcheck" > /etc/yum.repos.d/redcheck-dotnet.repo

War 4. O6bHOBUTe MakeTbl;

Astra Linux / Debian:

Bash (o6onouka Unix)

apt -y update

PE/, OC / SberLinux:

War 4.1. OTkntounTe peno3nTopmun B COOTBETCTBYHOLLMX .repo darnax
(/etc/yum.repos.d/redcheck.repo v /etc/yum.repos.d/redcheck-dotnet.repo),
n3MeHMB 3HauyeHue enabled ¢ 1 Ha O;

LWar 4.2. BoinonHuTe 06HOBAEHME NHbOPMaLMKN O PEMO3UTOPUAX;

Bash (o6osnouka Unix)

dnf check-update

LWar 4.3. BkatoumTe peno3ntopmm obpaTHo;
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LWar 4.4. BoinonHuTe noBTOpHOE O6HOBAEHWE MHDOPMaL MK O PENO3NTOPUAX;

LWar 5. MepeycraHoBuTe kKoMnoHeHTbl RedCheck;

Astra Linux;

Bash (o6onouka Unix)

apt -y install redcheck-dotnet-runtime redcheck-aspnetcore-runtime
redcheck-api redcheck-client redcheck-scan-service redcheck-sync-
service altxmap redcheck-cleanup-service

Debian:

Bash (o6onouka Unix)

apt install -y icu-devtools=63.1-6+debl0Ou2 libicu63=63.1-6+debl0u2
libicu-dev=63.1-6+debl0u2 --allow-downgrades

Bash (o6osnouka Unix)

apt -y install redcheck-dotnet-runtime redcheck-aspnetcore-runtime
redcheck-api redcheck-client redcheck-scan-service redcheck-sync-
service altxmap redcheck-cleanup-service

PEA OC / SberLinux:

Bash (o6onouka Unix)

dnf -y install redcheck-dotnet-runtime redcheck-aspnetcore-runtime
redcheck-api redcheck-client redcheck-scan-service redcheck-sync-
service altxmap redcheck-cleanup-service

LWar 6. 3aHoBO NpoBeauTe KOHPUrypaumto komnoHeHToB RedCheck.

Mepes NOBTOPHOM KOHGUrypaLnelr peKoMmeHayemM CAelatb Pe3epPBHYHO KOMUKO
6a3bl AAHHbIX.

Bash (o6onouka Unix)

redcheck-bootstrap configure -c=all
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https://docs.redcheck.ru/articles/project-bystryy-start-redcheck-nix/rezervnoe-kopirovanie-bd-debian

B noBTOpHOM KOHUTYpaumu Hyxaaetcs Web-koHconb 1 cnyxba ckaHpoBaHus /
cnyxba CMHXPOHM3aLUUK. 3Tan C HaCTpoWKoMn nogkatoueHus K B, MoxxHo
NpOnyCTUTb.

Ha atane yctaHoBku naketa redcheck-api BBegute Y unu | s o6HoBAEHUS

KOHPUrypauumm:

Hactpausaetcsa nakeT redcheck-api (2.7.0~alpha484+build278) ..

®ain HacTpowku «/var/opt/redcheck-api/conf/appsettings.json»
==> JI3MEeHEH C MOMEHTa YCTAHOBKM (BaMu WU CLUEHapUeEM).
==> ABTOpP MakeTa nNpefocTaBus OOHOBNEHHYI BEPCHIO.
YTo HyXHO cpenaTb? ECTb cnepywwue BapuaHThl:
Y wiv I : yCTaHOBUTb Bepcuio, MnpepsiaraeMyio COMPOBOXOAwWWUM nakeTa
N unu O : OCTaBWTb YCTAHOBJIEHHYI Ha [aHHbLI# MOMEHT BEpPCHI0
D : Noka3aTb pas3nuyua Mexgy BepCUaMM
zZ : 3anycTuTb 000MOYKY KOMaHOHOW CTPOKWM [ANS MPOBEPKU CUTyauuu
Mo yMonyaHui cCOoXpaHfeTca Tekywasa Bepcusa ¢aisa HaAaCTPOWKM.
#*+* appsettings.json (Y/I/N/0/D/Z) [no ymonuanuwo N] ? |
[ #HHHHRHHBRHBBHHBRRBRHRRHRRHRRRRRRRE . ... ... 1
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4.9 C6poc NpUBA3KN JINLLEH3NU

LWar 1. ABTopu3yiiTeck B LleHTpe cepTndurumnpoBaHHbix OOHOBAEHNIN C MOMOLLbIO

JIOTHa 1 napond;

ﬂOFVIH/I'IapOﬂb NOCTaB/AETCA BCEM KOMMEPYECKUM K/IMEHTAM Ha I'IOCI'Ie,D,Hel\/'I

cTpanmnue popmynapa (HaumHaa ¢ 18.05.2022).

LleHTp cepTUdULMPOBaHHBIX 06HOBNEHHMIA

Ona nonyd4eHua oBHOBNEHWH HEOBX0OWMO BhIGPATb

e

=

War 2. Packponte RedCheck nnueHsmmn — Haxxmute Ha nHTepecyrownin Bac Homep

cnocod Bxona

Norvd U napone

MonbsoBaTenbCckKe AaHHbIE

eToken
3nekTpoHHLIA USB-kmioy

knroua RedCheck;

@ MK

OGHOBNEHHA

BribepuTe TEMY:
Crexno H

NonssoBaTens

YugTHaA 2anuce: £30363
Oprarmzaums: ANTSKC-CODT Tect 2
Mpeasaywwmi exoa:

08.11.2022, 11:01:41

IP; 194.190.48.111

BulifTit

3arpysuTs
BionneteHs usmerennil RC

3172

,@)Check

Cucrema cepTUdULMPOE

0BHOBNEHMA ANA cepTudKrUMpoBaH=ore NO (92)
®ains (28)

Pyxosonctea (6}

MaTepuans no cepTHdHLMpoaarHomy MO (5)
OBHoBneHka Media Kit (21)

OBHoBneHka YmWare (11)

OBGHoBMEHKA KOHTeHTa (4)

Net Check nuuerzum (2)

RedCheck nuuexzmm (2)

JIMLEHZMOHHEIA KW Penaxkuma [aTa OKOHY3HWA
_______________________________________|

2 EEEEEEEE

1

229


https://update.altx-soft.ru/

War 3. HaxmunTe COpocutb B cToNbLEe OencTBus;

‘ AKTHEEH | [ara aKTHEaLMKl hd ‘ NedcTenA
17| | -1

True 09.09.2022 17:41:42 COpOCUTE CKaYaTE
True 07.07.2022 12:48:09 ChpocuTh CkauaTk
True 01.07.2022 17:02:32 ChpoouTe CKadaTk
True 19.05.2022 12:41:20 ChpooiTh CKaYaTh
True 19.05.2022 12:41:13 ChpoouTh CkadaTh
True 19.05.2022 12:41:04 ChpocuTh CkadaTh
True 19.05.2022 12:40:28
Falea 10 N4 2077 1241737

LWar 4. Haxxmute OK.
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4.10 CmMeHa IMLLEH3UOHHOTIO KJ/1oUa

LWar 1. OtkponTte koHconb ynpasneHus RedCheck, aBTopr3oBaBLLMX NOA YyUETHOM

3anuceto ¢ ponbto RedCheck_Admins — CnpaBka — CMEHUTb JIML,E€H3NOHHDbIN

KA\,

CTIPABEA

‘Illﬂ Check JEACTBMA  MHCTPYMEHTEHI

PykoBOOCTED

KOCTHI

JAOAHKMA

PazpaboTdmk

CalT npogyxTa

Ayaut oBHOBNEHWA
e 0O nporpamme

G Cverwme uuerzmormLi knioy

OBHOENEHWE 4NA CHCTEME BesonacHoCTk Microsoft Office 2016 32-pasprRgHun suinyok (KB3178703)

War 2. BBeagnte HOBbIN JNLLEH3NOHHbBIN Katou — OK;

B MuueHznonHI kmoy

BeeguTe npegocTaBAeHHLIA BAM AMUEHZMOHHLIA Karou. Ecau y Bac BozHMKAN
CNOMHOCTW, NOXanyicra, ceaxuTect ¢ ALTEX-SOFT.

OTmeHa

LWar 3. BoinonHute cMHxpoHusaumio (4.3 OBHoBEHME KOHTEHTa

MHOOpPMaLUVOHHOW 6e30MmacHOCTW).

MpoE&pKTs OFHOBMEHMA KOHTEHTE

3

Odnais-CHHXDOHU3aLMA

.:_:E [ ] ﬂ [ ] ﬁ [ ] |E| ® ObnaifH-CMHXPOHMIALMA: KOHT

[na opnanH-cMHXpoHM3aumm Heobxoanmo noayumnTsb Licensexml dpann (4.2
AKTBaUMA ANLLEH3NN)
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CmeHa kntoya 1 ero aKTBaLMnAa OCyLLEeCTBAAETCA NoCne 3aBeplieHnAa CMHXPOHM3aLUnn
KOHTEHTa.
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4.11 U3meHeHue nopToB ana komnoHeHToB RedCheck

CopeprxaHune

= 4.11.1 AreHT o6HOBAEHMUA

= 4.11.2 AreHT cKaHUpPOBaHuA
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4.11.1 AreHT O6HOBNEHMA

CraHpapTHbI nopTt Update AreHta TCP/IP 8733.

LWar 1. 3anante B peecTp XocTa C yCTaHOBJIEHHBIM areHTOM W1 CO34auTe HOBbIN

napamerp DWORD c vmeHewm Port;

Ana x-86 pazpaaHbix cnctem: HKEY_LOCAL_MACHINE\ SOFTWARE\
Wow6432Node\ ALTEX-SOFT\ RedCheckUpdateAgent\ Port (DWORD)

Ona x-64 pa3pagHbix cuctem: HKEY_LOCAL_MACHINE\ SOFTWARE\ ALTEX-SOFT\
RedCheckUpdateAgent\ Port (DWORD)

B Penaktop peectpa
®ain [Npaska Bwa WsbBpanHoe Cnpaska
Komnerotep\HKEY_LOCAL_MACHINE\SOFTWARE\ALTEX-SOFT\RedCheckUpdateAgent

":I KomnetoTep [LINE] Tun 3HaueHune
HKEY_CLASSES ROOT ab| (Mo ymonuannwe) REG_SZ (3HaYEHWE HE NPUCBOEHT)
|| PRV LoCAL MACHIE || ZComsoleGd - REG 2
»
- EC_DDDDDD[;DD ab] Guid REG_S5Z {TEAFFOAC-9933-47C3-8282-94B3807E0BAC)
ab’ ! - X n
HARDWARE . InstalIIPath REG_S5Z C\Program Files\ALTEX-50FT\Red CheckUpd;
ai
SAM Yersion REG_S5Z 2.6.9.6412
i~ SECURITY
W SOFTWARE
W ALTEX-S0FT
RedCheckAgent
RedCheckU E
azBEPHYTE
RedCheck\! e
Classes Cozaate > Pazgen
Clients AT CTpokcEIi napameTp
DefaultUserEm
dotnet ¥aanute JeondHelii napametp
Google MNepenmeHoeate Mapamerp DWORD (32 Gura)
Intlel T Mapamerp GWORD (64 Gura)
Microsoft p My AETHCTPOKOERIA NapameTp
Mozilla a3pPELLEHNA...
Paclumpremeni cTpokoBeIi napameTp

ODBC Konwnpoeate wma pazgena
Open5sH
Partner ||

MpucBonTe eMy HeobxoammMoe 3HauveHne — OK;
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lMzmerHerHme napamerpa DWORD (32 Bura) >

MNapameTp:
| Port

AHaYEHWE: CucTema MCYMCIeHuA

|EEE? | () WecTaauatepuyHan
(@) JecAmiuHan

] CmaeHa

War 2. Haxmute Ctrl + Alt + Delete — Aucnetuep 3agau. [epenante

B Cnyx6bl — [IKM no RedCheckUpdateAgent — Mepe3sanyctuts;

1) Dvcnerqep saaau — O *
Paiin  Mapamerpel  Bug

Mpoueccer  MpoussoauTtensHocte  Monssoeatenn  MoapoBHoctn  CnyxBel

Wma - Wan.. Onacanwe CocToanne Tpynna
i Power 764 Muranne Beinocnnsetca Dcomlaunch
+ PrintMotify Pacwmpenna u yeegomnenna gnan.,  OcTanosneno print
S PrintWorkflowUserSve PrintWaorkflow (OcranoeneHo PrintWorkflow
“2 PrintWorkflowlUserSve_61166 PrintWorlflow_61166 QcTaHoBNEHD PrintWorlkflow
o ProfSuc 3736 Caywba npodunei nonssoeatensi BeinonHsetca netsves
% PushTolnstall CaywBa PushTolnstall Windows OcTaHoBnEHD netsves
S QWAVE Cuality Windows Audio Video Experi..  OctaHoeneno LocalServiceA...
+: Rashuto Juncneryep aeToMatuHeckn: nogkn.  OcTaHosneHo netsves
. RasMan 2012 Juncneryep nogkoNeHni yaanert.,  Boinonxserca netswes
_BedCheckReporteSur RedCheckWeb Reports Service Ocranoeneno
I',; RedCheckUpdateAgent 5'.-'3{ RedCheck Update Agent RrinnnHaetea
. RemoteAccess MapLupyTusauma n yaaneHHsIi gocl Janycrire
+ RernoteRegistry ¥xanenHblid peectp OcTaHoBUTE
S RmSve CnyBa ynpasneHna paguo MepesanycTuTe IQ
“: RpcEptMapper 264 Conocraentent kKoHedHbx Todek RP
% Rpclocator JlokaTop yaaneHHoro Bpi30Ba Npoue Ompeite cnyxGer
% RpcSs 864 Yaanennbii sbizoe npoueayp (RPC) Mowck & WhTeprere
. RSoPProv MocTapu Mk pesynsTUpyoLLEd nonk MoapoBHo
4 sacsvr Mogyne NoARERHKKN CNELMANEHON K., UCTaHOBNEHD netsvcs
S SamSs 660 Ancnetyep yuyeTHebix 2anucei Bezon...  BeinonHseTca
5 SCardSvr CmapT-KapTa OcTaHoenEHD LocalServiceA...
. ScDeviceEnum CayxBa nepeqncneHns ycTpocTs 4., (JcTaHosneHo LocalSystemM...
L Srhedule 1520 Mnadannei e 2anaHmii BrinnnHoeTea netsurs
Merbwe | 55 OTkpeiTe cnysBel

War 3. B b/, RedCheck HanauTe Tabanuy settings — B cTonbLe name Hanaute

none WuaPort 1 BHecute HoOBOe 3HaueHne nopTa,

Check
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B settings 1 =

<] S5ELECT id, "name", string_value, bool_val. ::

= 13 id 71| #8E name 3| Aec string_value 1| [ boolvalue TJ|123int_value T3| |
5 13 18 UseProxylmpersonati []
=114 | 19 ProxyPort [NULL] 8080
5] 20 PraxyLogin [NULL]
_ 16 | 21 WsusSvcAddress [NULL]
£ 17 | 22 WsusSvcPort [NULL] 8737
[2. T 23 UseWsusSve [1]
T 24 WsusSveCredentialld [NULL] 0
20 | 25 UpName [NULL]
21 | 26 UpHash [NULL]
,12_ 27 ShowSetupMmapWar [w]
? 29 UseMmapDictionaries [w]
? 33 SaveTempScanResult [1
? 34 SaveTempScanResult [1
? 353 SaveTempScan5c [1
? 36 SaveTemplnventoryR []
? 37 SaveTempScadaResu [1
29 | 38 SpecificTunnels [NULL]
? 41 TestTunnelsBeforeRu [1
Bl 42 TimeoutPerObject [NULL] 120 000
7 A3 Ingl"l r:ll"nllgri-inETir [ ]
EE] 44 | | [NULL] 2733
E TS SyncPort TR0 TR
35 | 46 AgentPort [NULL] 8732
36 | 47 AgentPingTimeout [NULL] 3
S 37 | 48 AgentOperationTime [NULL] 30
= 3 | 49 AgentFixOperationTit [NULL] 120
Lle :’I (=] CrmmaAR A=l A meToom o~ r1

LWLar 4. Mepe3arpy3ute cay>xby areHTa 06HOBAEHWS, BbINONHMUB

aHaNOrMYHble AENCTBMA U3 LWara 2.

REDCheck
oo
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4.11.2 AreHT cKaHUpOBaHuA

CraHpapTHbI nopT AreHta TCP/IP 8732.

LWar 1. 3anante B peecTp XocTa C YyCTaHOBJIEHHbIM areHTOM W CO34alTe HOBbIU

napamerp DWORD c vmeHewm Port;

Ana x-86 pazpaaHbix cnctem: HKEY_LOCAL_MACHINE\ SOFTWARE\
Wow6432Node\ ALTEX-SOFT\ RedCheckAgent\ Port (DWORD)

Ana x-64 paspagHbix cnctem: HKEY_LOCAL_MACHINE\ SOFTWARE\ ALTEX-SOFT\
RedCheckAgent\ Port (DWORD) D)

ﬁ PepakTop peectpa
Qaiin  [Npaeka Bwg WsbpawHoe Cnpaeka
KomneroTep\HKEY_LOCAL_MACHIME\SOFTWAREVALTEX-50FT\RedCheckAgent

v D Komnetotep M Tun 3HaveHne
HKEY_CLASSES ROOT ab| Mo ymonuanuio) REG_SZ (3HaYEHWE HE NPUCBOEHD)
_ HKEY_CURRENT_USER ab] ConsoleGuid REG SZ
M HKEE‘S[?DE‘[?[LE;‘;ACHWE ab| Guid REG_SZ 9768%bdc-d4a7-4879-8430-c7Teac183330
HARDWARE :: ‘Iur:rt:il:sath Eig_i ;:;Pgr:?;m Files\ALTEX-SOFT\RedCheckAge
SAM - o
i | SECURITY
v | | SOFTWARE
v | | ALTEX-SOFT
P RedCheckAge PassepiyTs
RedCheckUpd
RedCheckWeb  03Aate ¢ Paspen
Classes Haim... CTpokoesli napamerp
Clients i .
DefaultUserEnvirc ¥aanuTe JEBOHYHBIR NapameTp
dotnet Mepenmenoeats Mapamerp DWORD (32 Bura)
Google T Mapamerp QWORD (64 Gura)
Intel P MyneTvcTpokoEkIil Napamerp
Microsoft B3PELLEHNA. . . .
. PaclumpAembli CTROKOBBIA NapamMeTp

Meozilla Konupoeats uma pasgena
ODBC
OpenssH ‘
Dartner

MpucBonte eMy Heobxoammoe 3HaveHne — OK;

,@)Check
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MNapameTp:

lMzmerHerHme napamerpa DWORD (32 Bura)

| Port

AHaYEHWE:

ClcTemMa MCUMCneHus

2387

| () WecaauaTepuuHan

(@) JecAmiuHan

DK

CmaeHa

War 2. Haxmute Ctrl + Alt + Delete — AucneTtuep 3agau. [epenante

B Cny6b1 — [TKM no RedCheckAgent — MepesanycTnTsb;

1% Jncnetep 3agaq

Paiin  Mapamerpel

Mpoueccer  MpoussoauTtensHocte  Monssoeatenn  MoapoBHoctn  CnyxBel

=
Wma

i Power
S PrintMotify

S PrintWorkflowUserSve
“2 PrintWorkflowlUserSve_61166

o ProfSuc
% PushTolnstall
Lo QWAVE
" RasAuto
% RasMan

- RedCheckReportaSyr

nan...
764

3736

2012

I',; RedCheckAgent

. RemoteAccess
% RemoteRegistry

S RmSve

“: RpcEptMapper 264

% Rpclocator

% RpcSs 8p4

. RSoPProv

Lo sacswr

S SamSs 660

5 SCardSvr

% ScDeviceEnum

“E Sehedule 1520
Merbwe | 55 OTkpeiTe cnysBel

- [m|
Onncanne CocToanne Tpynna
Muranne Beinocnnsetca Dcomlaunch
Pacwmpenna u yeegomnenna gnan.,  OcTanosneno print
PrintWaorkflow (OcranoeneHo PrintWorkflow
PrintWorlflow_61166 QcTaHoBNEHD PrintWorlkflow
Caywba npodunei nonssoeatensi BeinonHsetca netsves
CaywBa PushTolnstall Windows OcTaHoBnEHD netsves
Cuality Windows Audio Video Experi..  OctaHoeneno LocalServiceA...
Jucneryep asTomatuyecknx nogkn..  OctaHosneno netsves
Jucnetyep nogaoyennid yaanert..,  Beinonxsetca netsves
RedCheckWeb Reports Service Ocranoeneno
RedCheck Update Agent Rrinnnkaetea
MapLupyTusauma n yaaneHHsIi gocl 3anycruts
¥xanenHblid peectp OcTaHoBUTE
CnyBa ynpasneHna paguo MepesanycTuTe IQ
ConocraenTent KoHeyHbx Todek RP
Joxatep yaaneHHoro BpI30Ea NPOLE Orkperts cyxber
Yaanennbii sbizoe npoueayp (RPC) Mowck & WhTeprere
MocTapu Mk pesynsTUpyoLLEd nonk MoapoBHo
Mogyne NoARERHKKN CNELMANEHON K., UCTaHOBNEHD netsvcs
Ancnetyep yuyeTHebix 2anucei Bezon...  BeinonHseTca
CmapT-KapTa OcTaHoenEHD LocalServiceA...
CayxBa nepeqncneHns ycTpocTs 4., (JcTaHosneHo LocalSystemM...
Mnadannei e 2anaHmii BrinnnHoeTea neteurs

[Ans CKaHMPOBaHWUSA CErMeHTa CeTu, B KOTOPOU ANs AreHTa yCTaHOBAEH
aNnbTepHaTMBHbIV MOPT, MCNOAb3yeTca yyeTHas 3anmcb RedCheck ¢ ykasaHuem
nepeonpeaeseHHOro NopTa No YMOAYaHUIO.

MN3meHeHMe nopta N0 yMoOnUYaHUIO

I'IopT no yMOAYaHUKO UCNOAb3YETCA ANnA CKaHUPOBaHMA B TEX CydasdX, KOrja He

yKa3aHo anbTepHaTnBHOe 3HayeHne B Y3 RedCheck.

,@)Check
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War 1. B b/, RedCheck HanauTe Tabanuy settings — B cTonbLe name Hanaute

none AgentPort v BHecTe HOBOE 3HayeHre nopTa;

B settings1

«] SELECT id, "name", string_value, bool_valc ::

= 13§id T [ AEE name 1[ 1| Aec string_value TT| [ bool_value TT|123int_value T1

E 19 24 WeusSvcCredentialld [MULL] 0

=20 | 25 UpName [NULL]

H 5] 26 UpHash [NULL]

- 2 | 27 ShowSetupMmapWar [v]

% ? 29 UseNrmapDictionaries [¥]

;. ? 33 SaveTempScanResult [1]

- ? 34 SaveTempScanResult [1]
? 35 SaveTempScanSc [1]
27 36 SaveTemplnventoryR []
28 37 SaveTempScadaResu [1]
? 38 SpecificTunnels 0 [MULL]
? 41 TestTunnelsBeforeRu [1]
BN 42 TimeoutPerObject [MULL] 120 000
2 | 43 LegOvalCollectingTir [1]
EN 44 WuaPort [MULL] 4733
24 45 ConrPod [hJL] 2734
35 46 | | [MULL] 8732
-5 E =T =1 | s BB L 3u 14 [TTOCL] ]
7 43 AgentOperationTime [MULL] 30
38 49 AgentFixOperationTir [MULL] 120
39 | 53 SendMailAfterSync []
a0 | 54 UseEmailDelivery []
T 55 EmailEnceding [MULL] 0
42 | 56 UseEmailSs| []

S 1 | 57 UseEmailAuth [v]

T 58 EmailServerPort [NULL] 25

War 2. Haxxmute Ctrl + Alt + Delete — Auncnertuep 3apau. Mepengute

B Cnyx6b1 — [TKM no RedCheckAgent — MNMepe3sanycTuTsb;
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R
Y&

15 Jnenetuep 3agay

Maiin  Mapametpel  Bug

Mpoueccer  MpowzssoautensHocte  Monssoeatenn  MoapoBHoctn  CmykBel

ma Wnan..
& Power 764
+ PrintNotify

< PrintWorkflowUserSve
S0 PrintWorkflowUserSve_61166
o Profove 3736

i PushTolnstall

L QWAVE

% RasAuto

. RasMan 2012

RedCheckAgent 57

- Remotefccess

“: RemoteRegistry

i RmSve

% RpcEptMapper 8p4
. Rpclocator

L RpcSs 264
: RSoPProv

4 sacsvr

£ SamSs 660
S SCardSvr

% ScDeviceEnum

ZE Schedule 1520

Menbwe | 55 Ortkpoits cnysBel

Check

Onucanne

Muranne

Paclunpenns u yBEAOMAEHUA 408 M...
PrintWorkflow

PrintWorlkflow_61166

CayxBa npodunei nonszoeatensi
Cayxba PushTolnstall Windows
Cuality Windows Audio Video Experi...
JncneTyep aETOMaTUHECKIX NOAK..,
JMCneTyep NoAKNOYEH A YAZNEHH. .
RedCheckWeb Reports Service
RedCheck Update Agent
MapLipyTuzauma n yaaneHHsIi goc
¥aaneHHblid pesctp

CocToaHne Mpynna
Beinonnsetca Dcomlaunch
OcTaHoBNEHD print
OcTaHoBNEHD PrintWorkflow
OcTaHoBnEHD PrintWorkflow
Beinonxaetca netsves
OcranesneHo netsves
OcranosneHo LocalServiceA...
(OcranoeneHo netsvcs
Beinocnxsetca netsvecs
OcTaHoBNEHD

Rrinnnwoetra
3anycTiTs

OcTanosnTe

CayxBa ynpasnenna pagno

MepezanyctuTe I‘J

ConocTaenTens KoHeYHbix Touek RP
JekaTep yAaneHHOro BEIS0EA NPOLE
¥YaanenHeid esizoe npoueayp (RPC)
MocTaewuk pesynsTHpyHoLWEd nonk
Mogyns NoAREp:KKN CNELWANEHOHA K.,
Juncneryep y4eTHbix 3anncei Beson..,
CmapT-kapTta

CayxBa NEpEYNCIEHNA YCTPOACTE Y.

MnaHMnARLLIAK 2303HAIE

OTkpeITe CyskBel
Mowck & MinTeprere

MoapotHo
UcTaHoeneHo netsves
Beinocnnsetca

OcranosneHo LocalServiceA...
Ocranoeneno LocalSystemM...
BrinnnsaeTra netsurs
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4.12 XXypHan cobbiTnii (10rm)

Mpwn BO3HMKHOBEHWM OLIMOOK BO BPEMS CKaHWPOBAHWUA TEXHUYECKOW NoaAepkKe
MOXET NoHaz0buTbCs dann ¢ noramm paboTsl ciykb Cuctemsl. RedCheck nossonset
COXPaHATb ABa TUMNa JIOroB: 06bIYHbIE U paclLMpeHHble. [10 ymonyaHumio

paclIMpeHHble 10T OTK/IHOYEHbI.
Ob6bIuHbIe norK pacnosiaratoTca B katanorax /var/opt

= /redcheck-api/log — cepBepHbIN KOMMNOHEHT;

= /redcheck-scan-service/log — cnyx6a ckaHMpoBaHuUS;
= /redcheck-sync-service/log — cnyxba cMHxpoHu3aumy;
= /redcheck-client/log — koHconb ynpaBaeHus;

= C)\ProgramData\ALTEX-SOFT\RedCheck\Logs\Agent — areHT ckaHMpoBaHUs:

PacwupeHHble norm

PaclumpeHHble norn Haxoaatca B katanore /var/opt/redcheck-scan-

service/jobs/uuid_job/*.xml

= UID_3aaaHunsa: Uctopua — — CsoucTtBa — none UID;

= uniqueld: UUID xocTa;
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4.13 Hactpoiika cepBuca AOCTaBKM OTUETOB

LWar 1. Packponte UHcTpymeHTbl — HacTpouiku — nepenante B JioctaBka — B
pa3gene Hacrpoiika cepBuca A0OCTaBKU Ha 3/1IEKTPOHHYIO

nouTy OTMETbTE Bknountb CepBUC AO0CTAaBKW,

_ = e " -
[AOCTABKA

¥ BraiouuTe cepsic docTagkn

JONOAHNTENBHO
e e e et T | mail.test-domain.com ]
CWHXPOHM3ALMA
Nopr 8888
Connection security [ssums v/
Ceprucuar cepaepa | Check certificate revocation
AyrenTudmKaLua ¥ Nenonssosats ayreHmidmkaumo
Norun [ |
R— [rrvenns ‘
E-mail otnpasutens | tetsBtest-domain.ru J
Koawposka nucem UTFa -
WWa6AoH yseaomMAeHIa 3aganue ‘PobScanType]’ (#llobld)) 3aBepuwenoa,

HasgaHve: JobName}
Onmcanme: lobDescription}

Hauano ckanmposanns: JobStartTime}
Xocron & sagarim: JobTargetsCount)

YenewHo npackaHunpoBaHHLc: {JobSuccesfullyScannedTargetsCount)
#TARGET#

Xocr: TargetName] | Cratyc (TargetScanResult)

YcraHoBMTh WabaoH no ymondaHno

E-mail nonyuareneii 41 0TNPABKA TECTOBOIC NWCHME some_email@mail.ru OTNpRaENTE TECTOBGE MHCEMO

War 2. YkaxuTte HeO6XO,£I,I/IMbIe AdHHbIE ANnA OTrpaBkKy nncemMm —

Ha>XMuNTe O'rnpanrb TecToBO€ NUCbMO /14 NMPOBEPKK,

TecTtoEwId email ycnewHo oTnNpaeneH, 4OCTAEKA

MUCEMAa BOZMOXHA € 2348P¥KOM B
23EMCMMOCTA OT NapaMeTpoE NOYTOEOro
cepeepa.

War 3. Y106kl fo6aBUTL email, HaxxmuTe [Lo6aBUTbL apapec AOCTaBKWM;
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AITXMAP RedCheck MOXKET AOCTAENATE Ha CETEELIE PECYPCH WM HA 3NEKTPOHHYKD NOYTY AGHHLIE O CKAHWPOEA

Afpeca AOCTAEKN OTUETOB (CETEBbIe PecypCkl M 3Apeca 3NeKTPOHHOM MouTk)

AONOAHWTENBHOD
i) Twn li | MNyTe/Anpec YUETHEA 3anuch

CHHXPOHW3ALKWA
HeTt gaHHeIx O

20 v

JoBasnTb agpec AoCTABKHN ..

LWar 4. YxaxuTte Tun agpeca gocraskv Email v agpec noutsl B

none Nyro/Appec— CoxpaHUTb;

Hoebii ajpec AOCTaBKH (CET'EBOﬁ KaTanor Wnu sneKTtpoHHasn nouTa)

YiammTe TpEﬁyEMbIE‘ NnapamMeTpsl ANA HOBOIND MAKM pelakKTUpyeMoro aapeca 40CTaBkKH.

Tun Email

MyTe/Agpec some_address@mail.ru

¥4ETHAA 3anuck

OTmena

N5 OTAPaBKM OTYETOB Ha NMOYTY MOC/E 3aBEPLUEHNS 3a4aHNA HEO6X0AMMO
co3zatb LWabJa0H OTYETOB.
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4.14 UcknroueHusa ana cpeacts 3awmtbl (CA3, C3N)

He pekomeHgayeTcs yctaHaBanBaTb RedCheck Ha oguH cepBep ¢ gpyrumu
CpeACTBaMM 3aLMTbl B MPOTUBHOM C/lyYae, MOryT 6biTb BHECEHbI N3MEHEHUA B
bubanotekn cpeapl GyHKLMOHMPOBaHMA, UTO HapywmnT paboTty RedCheck.

O6wWunin nepeyeHb ANPEKTOPUIM U UCMONHAEMBIX GalnNoB, NoAnexalumnx jobaBaeHnNo

B CMNCKN UCKTHOUYEHUI CpeacTB 3alnTbl, NCMONb3YEMbIX B CETU NPEANPUATNAL

CnnCOK ANPEKTOPUIA YCTaHOBKM NcnonHaembliin danin

OcHoBHble koMnoHeHTbl RedCheck

CepBepHbiii komnoHeHT (RestAPI): /redcheck-api
/reports-export/redcheck-reports-
/opt/redcheck-api export-service

KoHconb ynpaBneHus:
/redcheck-web
/opt/redcheck-client

Cny>x6a ckaHpoBaHus: /redcheck-scan-service

/opt/redcheck-scan-service /nmap

/opt/altxmap /nping

Cnyx6a cMHXpOHM3aLunu:
/redcheck-sync-service
/opt/redcheck-sync-service

JononHutenbHble KOMMNOHeHTbl (Windows-KOMMNOHEHTbI)
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CepBep 06HOBNEHMIA:

C:\Program Files (x86)\ALTEX- \RcUpdSrv.exe
SOFT\RedCheckUpdateServer

AreHT cKaHMpoOBaHMA:

C:\Program Files\ALTEX-
SOFT\RedCheckAgent \RedCheckAgent.exe

C:\Program Files (x86)\ALTEX-
SOFT\RedCheckAgent
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5 TepmuHbl n cokpaweHuns

[ oMKHOCTHOE MU0 OpraHmM3aLnn, yyacTBytoLLee B
AgMuHUCTpaTop  GYHKUMOHMpPOBaHUM CUCTEMbI U UMeroLee MOJIHbIe NpaBa Ko
BceM dyHKuUMAM Cuctemsl

MO, koTopoe faeT 6a30BOMY 060PYA0BaHNIO XOCTOB
BO3MOXHOCTb aBTOHOMHOTO 3arnycka v yrnpaBieHus

[Mnepsu3op
BMPTYyasIbHbIMM MalnMHaMU (MMerOLWLMMU NpaBa rocTeBbIX)
M30IMPOBAHHO OT annapaTHOW YacTu
NHTepHeT VIHpopMaLMOHHO-TeNIeKOMMYHMKaLMOHHasA ceTb VIHTepHeT
Jnyo, yyacteytoulee B GyHKUNOHMPOBaHUN CUCTEMbBI UK
Mosnb3oBatesb HO. ¥ yrot Py Hmonvp
Mcnonb3yrollee pesyibTatbl €é PyHKLMOHNPOBAHWUA
PykoBoacCTBO PykoBoacTBO agMuHUCTpaTopa
XocT JTroboe ycTponcTBO, KOTOPOE NOABEPraeTca CKaHMPOBAHUIO

Cucremon

AO «ANT3IKC-
OpraHuzayusa-pa3pabotumk Cucremsl

CODT»

ACY TT1 ABTOMAaTM3MpPOBaHHasA cucTeMa yrnpasaeHnsa TEXHONIOrMYECKUMMN
npoueccamu

b baza gaHHbIX

B NHdopmaumoHHas 6e3onacHOCTb

NC VHpopmaLmoHHasa cnctema

OoC OnepaumoHHasa cuctema
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Nno

Peno3utopuii
OVALdb

C3un
Cucrema
CYBA

y3

OCTIK Poccum
CPE

csv

CVSS

DMZ

DNS

FQDN

,@)Check

MporpammHoe obecneveHme

B/ onpeaeneHnn npobaem 6e3onacHOCTH

CpeacrBa 3aLnTbl UHPOPMaLUK

MporpammHoe cpeacTBO aHanm3a 3awmweHHoctn RedCheck
Cnctema ynpasneHusa 6a3aMu faHHbIX

YuéTtHana 3anuncb

depepanbHasn cny>xba NO TEXHNUYECKOMY M IKCMOPTHOMY KOHTPOIHO
Common Platform Enumeration — nepeuncneHne obwux
nnatdopm. CTpyKTyprpoBaHHan cxema meHoBaHua cuctem, MO un
nakeToB MHOOPMAaLMOHHbIX TEXHONOTUI. BkatouaeT B cebs
dbopManbHbIN GopmaT MMEHWN, METOZ MPOBEPKN MMEH B CUCTEME U

q>opmaT onucaHma ana NprBA3KN TEKCTa U TECTOB K UMEHU

Nmnopt xoctoB 13 CSV-daunna

Common Vulnerability Scoring System — o6wias oueHka
yasBumMocTeur. OTKPbITbIA CTaHAAPT, NCNOJ/b3YEMbIN AN pacyeTa
KONIMYEeCTBEHHbIX OLEHOK YA3BUMOCTH B 6e30nacHOCTH
KOMMbIOTEPHOW CMCTEMBI, OBBIYHO C LieNblo MPUHATL ee MpUopUTET

DeMilitarized Zone — gemunntapmnsoBaHHas 30Ha, AM3. CermeHT
CeTW, CoAep>KaLLNIM 1 NPesOCTaBAAOLWNA OpraHM3aLmm
0bLef0CTyNHbIE CEPBUCHI, @ TAKXKE OTAENSAIOLLMX UX OT OCTaNbHbIX
y4acTKOB JIOKa/IbHOW CETW, UTO No3BoaseT obecneunTtb
BHYTPEHHEMY MHPOPMaLMOHHOMY MPOCTPAHCTBY
LOMONHUTENBHYHO 3aLLMTY OT BHELLUHUX aTak

Domain Name System — cucrema AOMeHHbIX UMeH. TexHonorms,
KOTOpas OTBeyYaeT 3a XpaHeHne 1 06paboTtky nHbopmaumnm o
AOMeHHbIX agpecax. IHCTpyMeHT ncnonb3yeTca ans
npeobpasoBaHMa AOMEHHbIX UMeH B IP-agpeca B MOMEHT
OTNpaBKM NONb30BaTeNeM 3anpoca Ha cepeep

Full Qualified Domain Name — noaHocTbiO onpegeneHHoe nms
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HTML

IP-appec
Kubernetes

PDF

SCAP

SSH
TCP

uulib

VMware

,@)Check

AOMeHa. [JoMeHHOe MM, O4HO3HAYHO OMNpeaenstoLLee y3en B CETH
NHTepHeT. BkitouaeT B cebs MMeHa BCex poanTEeNbCKUX LJOMEHOB

HyperText Markup Language — f3bIk pa3MeTku runeprekcra.
CraHAapTM3npOBaHHbIN A3blK pa3meTkn Web-cTpaHuLy,

Internet Protocol — «MHTepHeT-npoTokon». Habop npasun,
peryanpytowmx GopmMar AaHHbIX, OTMPABASEMbIX YEPE3 UHTEPHET
WNN NIOKaNbHYHO CeTb

YHUKanbHbIV agpec, naeHTuGuUUmMpyroLlee yCTpPOMCTBO B MHTEPHETE
WIN NOKaNbHOW CeTu

MNopTatnBHasa pacwmpsemas niaatbopma C OTKPbITbIM UCXOAHbBIM
KOAOM AN yNpaBieHUsA KOHTEMHEPU3OBAHHbIMU paboummum
Harpyskamu 1 cepsrcammu

Portable Document Format — MmexxnnaTdopMeHHbIA OTKPbITbIN
bopMaT 3NEKTPOHHbIX AZOKYMEHTOB

Security Content Automation Protocol — npotokon aBToMaTtum3auum
yrnpaBaeHuns gaHHbiMK 6e3onacHOCcTM. Habop oTKpbIThIX
CTaHAAPTOB, ONpeAenstoLnX TeEXHNnYeckme cneyndunkaymm ans
npeacTaBaeHnNs N 0bMeHa JaHHbIMM 6e30MacHOCTH

Secure Shell — «6e3onacHas obonouka». CeTeBOW MPOTOKOA AN1A
yAaNeHHOro ynpasaeHusa onepauyoHHON CUCTEMOWN C MOMOLLbIO
KOMaHZHOV CTPOKW M Nepesayn faHHbIX B 3alIMPpoBaHHOM BUae

Transmission Control Protocol/Internet Protocol — npotokon
nepegaun AaHHbIx B ceTn NIHTepHeT

Universally Unique identifier — yHnBepcanbHbIl yHUKaNbHbIN
naeHTMdnKaTop. YHMKaNbHbIN naeHTUdMKaTop, CreHepnupOoOBaHHbIN
MaLUVHOW B OnpeAeneHHOM AnanasoHe

TexHONOrVA BUpPTyannsaumm cepBepa, co3gaHHas Ais
KOHCOMMAALMM CEPBEPOB YPOBHS NPEANPUATAS, OpraHM3aLLmm nx
HenpepbIBHOW paboThl, a TakXe A5 pPa3paboTUmKoB.
BupTyanmsaumsa tpebyetca ans Toro, Utobbl pa3gennTb cepBep Ha
MHOXECTBO M30ANPOBaHHbIX APYT OT Apyra BUPTYyasbHbIX
BblZlE/IEHHbIX CEPBEPOB
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XML eXtensible Markup Language — paclumpsemMsblii A3blK pa3MeTku
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