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= «ﬁg 10 TPEFOBAHHUSIM BE30TIACHOCTH MH®OPMALIUU

Ne POCC RU.0001.015H00 5 z

CEPTUOUKAT COOTBETCTBUS
Ne 3172

BHeceH B rocy/japCTBeHHBIi peecTp CHCTeMbI CepTU(dH
CPe/CTB 3aI{UThl MH(OpMaLuH 110 TpeboBaHkAM Ge30MacHOCTH MaLH
23 mionst 2014 1.

Boigan: 23 utons 2014 1.
[elicTBuTenen fo: 23 utoHs 2020 r.
CpoK JieHcTBUs IPOANIEH A10: 23 HroHst 2025 T.

Hacrosuumii ceprudukar ygocToBepsier, urto
RedCheck, paspaboranHoe u npoussogumoe AQ «
KOHTPO/sl  (aHajM3a)  3alUIEHHOCTH  HMH(OpMAHM!

7 110 6e30MacHOCTH MH(pOPMALH,

COCTaB/ISIOIMX TOCYAAPCTBEHHYIO TaiHy, COOTEETCTBYE
MH(POPMALMH, YCTAHOBJIEHHBIM B 0KyMeHTe «Tpe6osa

B TEXHUYECKOH 3all[UThl HH(OPMALK
OHHBIX TexHosorui» (PCTIK Poccuu,

yCTaHaB/IMBAIOLIMe YPOBHU [IOBEpHs K CP
U cpeicTBaM obecrieueH s 6e30macHOCTH

osusax TY AJIMHKO.501410.RC02-01

HBeJIeHHbIX B (hopmy/sipe AJIMEO.501410.

a/M3a 3aMUIEHHOCTH
OT», sABISETCS CPEJCTBOM
e Ccojiep)Kallleld  CBe/ieHui,
eboBanusaM 1o GesoracHocTH

2018) - o 4 ypOBHIO JIOBEpHs H Tex
TIPH BBITIOJIHEHUH YKa3aHUH T10 9KC
RC02-01.30.

TeXHWYecKoro 3axkmoueHus ot 10.03.2014,
epTU(UKAIIMOHHBIX ~ MCIBITAHWH  HMCTIbITATe/IHON
(arrecrar AKKpeJUTAL[UX or 11.04.2016
Ne C31 RU.0001.01BM 00 CIIePTHOTrO 3aKmoueHus oT 19.05.2014, odopmierHoro
OpraHom 10 cepTHd: Y «HUMU TIT3U &CTOK Poccum» (arrecrar
akkpeguraiuu or 05.05.2 C3U1 RU.0001.01B100.A002), TeXHHYECKHX 3aK/THOUEHHUI
or 25.05.2017, 1 2018 30.09.2020, odopM/IEHHBIX I10 pesy/IbTaTaM HCILITAHUH
HUCIbITaTe/IbHOM Jidboparopueri OO0 «LIBW», u 3KcrepTHOro 3akmodyenus ot 17.11.2020,
ocopmiTeHHOrO OpraHoM o ceprudukauu PAY «THUNM ITT3U ®CTIK Poccumn».

Ceprudukar BbIZaH Ha
0QOPMJTEHHOTO 10  pe3yJIbTaT:
naboparopueit 000

Tenb: AO «AJITOKC-CODPT»
141067, Mockosckas 061., I. Kopones, MKp-H Bomueso, yi1. MasKoBCKOro,
A. 10A, mom. VII

L
B./TroTukoB
Tp cepTHHLUP POAYKIHH, ¥ i B HacToALeM cepTHQHKATe COOTBETCTBHS,
Ha obbexTax (oGbexkrax unb ) A NpH ¥ 0 Heit B rocyjapc peectpe

CPeACTB 3aLUTh uud)ol;uauuu 10 TpeboBanmAM Ge3onacHOCTH HHGOPMALMK
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1.2 nQobROVALOG f Y

OnabesaAerboonb¥ EARDY t+rddqad rvéevydddy ndobRry
OVALdAdb OpdzQRfrdber Y, OVALdAdDb), e6ARecAEBdADDJY
&z O] »2to0bp) é .

nqobRrdbe+r ¥ OVALdAdDb ygevydddy bdyeddda ¥ e6ARaC
d A Ydts://ovaldbru.altx -soft.ru/.

onpabecaAery ¢ nqobRrdbecrr o2c(djddAgedn A DA Dbdop
gobjrero ¢ |Jebdbybe zgdbaAdsr RAcsr+r obonddodA A

Content Automati on ProtREas alig)d.d geoosdliB@ey o f ¥
OVAL (Open Vulnerability and Assessment Language).

0ebaq yboddodA, ecARcAEDJIADPEED @BBOADF AF qAODf
dfrpaocbonfr RrebéApb d eydodedndar eqdsedAar, dA
YogZoo, FEFyeedqddor oebfFREDIAMIGUAE DG nda 6y do ded
doesANgb3apnpryb¢g. | Qerbjranbddg o09Fery A ANeBr pDbgdo
oy ¢ dbbdegqdddérsr d o09FeryAervyar Gcydqo(dednpndsa
deoa3s ANq bEpbAecsqon+r ¥y yerdfr3ddyby¥Y f+ cAdoebddeAn
¢ eqobRfrdber¥ obygevyqddy ¢ dbd qQ j dong.

Qu

pabeaAery védevy(qddy bEe(dj bddosonb¥ ¥ abgdd d¢
eyFEda RAfroddeddbgApnoda 3Addonda fef yefijirfs3ddy
rddedj bgANdqegdyr e fer dbEddéddononde edevoa, fdy¥
rdobegRbgADFqQ, ¢ dba 3frde éEddeAfréApDfr q ¢ €7 i
oeb3IcNaand oecb} aydd.
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1.3 ze o+ REIEREeKs A

RedCheck dbddbfrd ¥R 090(de(s3ny yboobo-£ypdhbé, 6AR
¢ eNayANe (dj rob¥Y oeAdebead, dobdbEondes o8snyerb
dde¢deNe ¥ ¢ dbbdgqddqdér¢r d rdobegRosqaby¥Y erce
sdqdApbégy AN ddde bdobgonda ybaobo(dodb¢g bobA bjfoDo
dqdqyY. | erade eANdoe(j dedpnobdb ecAdobebqdnr ¥ ¥y

cfrdony onfrqQ.

RedCheck Update Servewr g e v Qdd¥y oD dbEYRAdd(Qegnda ¥ bad
ereoRfreoadddy bdjf Qegnb. ddqdAnbgy AN RedCh
DMZ-dQ3adondg dqqQdf jex bEFEobgedonr¥y ybod(dod
onddeondqd db ddbebod ybaobondondA RedCheck

8080/HTTP

e 8081/HTTP 8081/HTTP
443/H1IES 444/HTTPS » ¢ 444/HTTPS < >
R R
[ |

Ya
[
REDCheck Users REDCheck WEBClient | REDCheck REST API Integrations
= — = 5432/TCP
€———243/HTTPS A | 4——as/swp 1433 /TCP
AT\ Y&
| R ) [ | | R
7/ — > — o 5432/TCP
sync.altx-soft.ru 1433/TCP
syncN.altx-soft.ru REDCheck Update Server REDCheck Sync o
— 5432/TCP
. T P|E
TCP/UDP .
i n_ @ SQL Server

— REDCheck Scan

RedCheck abqQqd frdobegRbégANdg onddybegyhb
dgbbdegqdddégrr d rdobegRoaaby¥Y evredopRf Y.
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ldmponyer boAegndd €bRabgonbddr«

a 2ebedddq ¢édobendonry ¢€dde drfrob¢g RA} AD¥
20e qRA29dy dQeg¢rdb¢g¢ oA ybo(dsonde oabdqdAe.

VEoAsosqdo+r Q obddb g

RedCheck ¢dobenydd obrdy Aydrgndoe abdqdbg ¢ ¥
RA} Abobpbas o299e9 dqdqgde Ajeddb¢g. eexy bEDAc9qC
f &-NiPe qd, DNS, FQDN, NetBl OS, dfro bodgeAefrboop
gbRabgnbddg boe(Q} Qerdg obAe¥3¢frd AI(JondA RedChe
RA} Apfry €0(qeédq édrédedondd abddd abdsd EdJdg
dosedddgsyesra I3eo5020 t+¥fddqad, fer cydobedfecbgA

tyApfrebégAor qQ €dobenydddy EQAR onobelrbg ryedGIAY. ¢ o6 C

zojfrd ¢ e6qqgqfraQ e dndgqdde

a seNayANa § Aonpb3db AsjfdAN RedCheck obRégberqQd ¢
FQR o2ecfr greqQdryY ¢ ecqazajdrd e ndbGdr @ r &|ANQon ddddé
gdobepnrdg dedjoyerd dfrod dyAbrebgADfr Y ¢ o Aay

AtyANorecbgANAniiQo obgdipb@&@or Q dqQdqegbyY fongdondAs+ R
Scfréred3ryY jer booFerybgAonda desqF yAQqi b
a3b ¢dsedr ¥ ;

AL brdy osyRéroosbbdgddd Yo+ d Asj +dA sYRgrabddqy |
gdobendonr qa j bobenrddegnde dyefrodb¢ ey ¢
dqdaeb@dondAecr RAer ¥ | V.

A)lLbjEbe oAo@®¥eodor q obj EbsA o2AsbedY bDA bc
debgAec QY jery deq¥Fsqade dqdgqéds desqkF.

zo9jfrd 9YyReEgrabddgy
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RedCheck ¢€dobenydd e(dndeAesr RbgAponbq dqqdq¢gbq
abddb¢ DA pAefr3fr({ o9¥yRegrabdddyY yt, DbEe(ddr ddda
dqdqegb3b bEbeyoNNobrds/HogrAm.r  gdobenydddy ef Eb d
AN3IJdodA RedCheck, ©frEb DA bdonb¢gq EQRAIJodpnbY
sefrérelrecbgAnndoe 93ddndabRAEBADEY dFNDe ¢ g\
dbobddAdeyqQddy dbddbyonfr  oAsANaQdeb¢g dfr ddqad
dbj deqAsfroady ¢ bdyeddba nqobRrdber+ OVALdIDb ¥

zojfrd DbDEobgedonr ¥

RedCheck obR¢gbevy(qd bEpbAeosqrdg np(dsddAobégedonpd
sReANa dqdfr ¥ dobearebhgANdg pbp(dbEabjradd dddeyr
bEobéedonr Y. VyYyE)JQydAar A9sj¢rdA vydeyvyyddy AydosAe
Wi ndows ¥ Linux bodeAefrboond drddqad, A dAyqq
bEeqdr ddanbdb ¥ ocfyeAjobdb | yl.¢9 ¢ (QbdbdHHI b
obij degrégNdadp. ogQRebgdAd AsjfrdA bEobgedonr ¥

pbAfaQobégApr ¥y bEpnpbégedoryY, dédbddeddbée gdyNo,

pndj bddAye q3b bEonbéedonfry DA 9sRe( J(RIN¥ér dla@kb o
gdaobi Q bEnbégedory, dddeys pbA cobRrdber Y (EA
RAIcoRyr DFEobéedonr ¥.

tyANorebégAnr qQ éddobeonorydddy e+ Eb d frdobegRbéEADF
bdobéq EQRAI(QodonbY ddenbebdrr d fdobegRbégADF
RA2¢fddY (AdQed¥Y ~Yaery).

a RedCheck e(gAefr RbEgApD adoAbfr Ra 90cAgedonr ¥ DbF
desqEbY WSUS.

zotfrd yboor 3IosscAer+t Y

RedCheck obRébevy(qd AéddbaAdsr RrebgégANdg o0ebeddd
FQRboAdobdqdsr ¥ bdoedddgexydg bedonys dbbd¢gdddd
bd} Qegondea ybaoaobo(dodb¢g rer obddb¢g, ddApbj AedAa
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cQybadoi Nervya ¢€(doni beb¢g rer je693fra eoecr RDADDJ
RedCheck dbjdeqrd Ebegabq ybers3sdddgb Ibdbgda
bA bdobégq dedEbBEADF Y adqij o9sonAebjondea ddApji Aedb
ddApj Nedr RbgAbopbbd3b oabsaANdA SCAP obR¢gbexyqd ob
ddbebopofr d yboor3ocAerr, ¥ver ¥dobegRbgAdg dbF

tyANorebégAnr qQ éddobeonrydddy e+frEb d rdobegRbéADTF
bdobéq EQRAI(QodonbY d(denbebdrfr d fdobegRDbgADF
RA2¢fdqY (AdQed¥Y ~Yaerfry).

ongdodAcr RAerf ¥

RedCheck obRébevy(qd obessAdg j§ QdAegpnsy fpnabea
doeb3IcNaandea de(dj ddégNa dyApbfresada abddbé¢, ¢y
bEbeosj bgADFr Yy, ¢€dedfrfr ¥ 660} Ayer+¥r bo(QeAecrbpbonda
bEnobgedor¥Y ¥ fdqoesAgedn+r Y, oddAnpbégedonobq |
obegRbgANdqedqyY ¢ 3Ie909, d¢dqjdonfr¥y DbE DEgFfa 2AD
bd3sqdb¢g ¥ rdobegRDEgADF(J o©o95nyec+r+r Obpbndebeg o2DR
DR A3frdQegndq frRa(dodorry ¢ dbddA¢qQ oebdeAaanp
bEQdoqQqadosr ¥y dqdf. nqAe+r RbgAD AN é€bRabgonbddg fo

<

tyANorebégAnr qQ éddobeonorydddy e+ Eb d frdobegRbéADF
bdobéq EQRAI(QodobY ddenbebdrr d fdobegRbégADF
RA2¢fddqyY (AdQed¥Y ~Yaerfry).

pf ydqAerr (ybondebeg e€debddonbddr)

RedCheck abqQd bEbAesqfrdg f bobégqddsrdg b p(q
eQebddobdds ¢ ybpnarlosscAerbobponda aAYeAa, oANI¥ N
9ANYe hosts, oaAYe ybponoardoscAerfr 0qdqdqebib cy¥y
obndebeg obRégberyqd dq RAj Abpnb¥Y o0der bjr3onbdqdgy
ceebddnbdds cdAebbbnbpdea aAYeb¢g.
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obndebeg edebddonbddfr oAby ¥ oAYeb¢g bdoe(ddd¢g
pAfadobégApfr ¥y addbj ba ybodebegonbd3b dosaarebgAD
SHA256, SHAS512012Ey:) 34.11

tyANorebégAnr qQ éddobeonrydddy efrEb d rdobegRbéADF
bdobéq EQRAI(QodonbY ddenbebdrr d fdobegRDbgADF
RA2¢fdqY (AdQed¥Y ~Yaery).

zojrd t dAe

Ponycefr¥y zo¢rHetd @heck o6 j o ARD /NG Gdaw gx exb ¢ Q
SN Na(Qfeh&Er 3ocANer¥fr fefr Ooberdryq EQRBOAdJODDbddr

A dec QEbEADTF Y
A dec QEbEADTF Y
A dec QEbEADTF Y
A de QEbgEgADF Y

y OANebegonb¥ oberdry(;

y aqQdbj ANa Asd(odfr afr yAer ¥ ;

y s8ARIscApfr3dory jbddsoA Ae;

y e(qRec¢nbas yborecbéAnry ¢ ¢€Dd
tyANofrebégAor qQ éddobeonrydddy e+ Eb d frdobegRbéEADF
bdonb¢gq EQRAI(JondobY ddeonbebdr¢r dq frdobegRbEADF
RA2+r dqQY (AQed¥Y very).

zojfrd dfrddda ybodd¥Yn(decfr RAe¥ ¥

RedCheck obRébevy(qd ocbébjrdg ybaoedydond¥Y Asj
yboddYn(debg, eqAer RbgApbondese bA EARQ oeveAdabgecad
dAyqQ dfrdddad beyqddeAesr¢¥r ¥ aAd3dAE+rcbgADFf ¥

99pDyer¥r jbddoond oebgdeyfr DA o9YyRérabddr, yer
bEobgednsr ¥y EQRBOAdobddsr, o0pQqQ¢€¢dendd bpAddeb¥Yyr

roégdodAecr RAer ¥y, orydAer ¥ & oy/Oooyd/eeh esgd fedioeedad do b
o9o9pyecrbonAegonda ébRabqobdddyY  bddosoonA bdj qQegno
sYREerabddQFEe ARREEDocker d 930dba Aecard(ydocs
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tyANorebégApr qQ éddobeonydddy e+ Eb d frdobegRbEADF
bdonb¢gq EQRAI(QondonbY d(deobebdr¢r dqd frdobegRbEADF
RA2¢+dqQY (AQed¥Y ~Yerfy).

zotfrd 9yYyReEgrabddgyY zt d | |

zo9trd o9YyReErabdqdqyY zt d j ] o9e6dj oARDA3(dD jeY¥Y 06
syYyRgrabdddqyY oecbdbybeb¢g zt d || .

adyéde(or q 9vyReEgrabddqyY oebégbjrddy 0o09dqa dbobd
¢ Ae RedCheck, d fjdodroeoryAcrboondar d¢dj qos ¥
booFerybgAonbnba bA dyAbreoqaba obdqdq | V.

tyAprebéANAor Q@ €gdobenydddy A dqdgégba seb¢gn(,
rer 93(dondea RA2fdqQY (¢€dend¥Y Yery).

Lebéqey N  bdqdooonbddr

RedCheck bEeAj ANQd ébRabgonbddgy o2ebédeyr | bdd
jey eyEde dfrdddande sdqfrabg dyANQuedEd gN@mry) d o
93rddégNYy nbpAddebdnondq deAndobedd/ oecbdbybed Db
RedCheck ey dyAobfrecbéAbDf ¥.

nqRoegdAdba édobeodor ¥y RA}j Aory yvéerxqddy fpnab
gdobendonr ¥y dyAofrebégApry d oergreqdrvyar (AQed
bddoadddégosyer ¥ oA ANa(Qde pDAdqdebYyr .

tyANofrebégAor qQ éddobeonydddy e+ Eb d frdobegRbéEADF
bdonb¢gq EQRAI(JondobY d(deonbebdr¢yr d frdobegRbEADF
RA2¢+dqY (AdQedy¥Y ~Yery).

‘éAjAofx abdsd gdobenydgdy yAy o9b eAdOFfC

ebysa(dndrebgAnr d e ROEYGIQAAD)E Asji r dA
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pooyer Yy ebysadondr ecb¢ Aprop RgPReave@d Nodbb ¢ d\bvd  do/\e
dobecarebgégANdg bd3sqd ¢ t¥rddqaq ¢ dbeesAbp+rdg Q36
CSV refr XML.

tfrddqaAN obRébevy(d bdoeqddgexvydg bdoesAgys bdsC
dAyqQq e6ydobedrebégANdg e6(qRosegdAdd oecbgqeby ¢ o
bedAbfr RAe+ Y.

popbyefr¥y Obondebeg

eANDDbAY boerry O0ODBRéEbervy(qQd ¢€gdEeAdg e(RoegdAd dyA
RAf Aofr ¥y jerxy deAgon(dorry d obdedj sysfrar e6(Rsegd
obodebeg e AEBdAQd d RA} Abfrryar z9}j+d o9YyRegrab(
pegdondAectr RAer ¥ ¥ mrydAery. teANgodonrd obbégda b
gfrj dqdg oebfrRDb3(Q} 33+q fRa(dgo(donsr¥y oA obdd(.

Qu

)
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1.5 nbe ¢ ARed@Ghegk Qe g

a RedCheck jey eARIcADF3(dQonfr ¥ 26 AN¢g jbddsoAN 6C
LbegRbgANdQerar Egdddopgaoadbddgd s3ddodd RAo+fdr¥
ebyAegondd obegRbEgAIOeYNANREaACHeA ko e Ggbbey abj Qe
obegRbéEgANdqery ¢ t+frdddaq boe(j e vy JddrRy 3Pdbd coCear b
3Jeo002 EQRDBOAdobdds RedCheck:

REDCHECK_ADMINSSt s o e obegRb¢gAddeqg;
REDCHECK_ADMINIS3z j afr nfr dde Adbe 8 A;
REDCHECK_SYSTEM®t ¥+ ddqanondy¥Y zjafrpfr dde Adbe;
REDCHECK _USER3), begRbgAdQeg & A.

> > > >

L dedadong ¢ébRabgqonbddqyY ebed¥Y obevgRb¢Ad(

‘cbos/\géeé[kéobrF(pbqnbddg dbRj NgNdg, oebdaAder¥

A yEeAj NQd¢ ERIQmgo b ddrar
cANEbdd d ybondbegy 9026/

t90(eobegRDb¢gA

>~

dboe ANgedor  abddAar ( +7¥
abddb¢g) ;

dboesANgedor d 3eo9020ANAar¥ ;
Lebdabde 93ddondes RAODFfC
dboe ANgedor d RAj Abfr Yyar ;
Lebdabde ¥ 5953 Aedor q eC
dy AofrecbgADF¥ ¥;
dboecANgedonr d o@9snyer QY oft
gdobendonobdb RA} Abf ¥
A dbosAgeqor q bdsqdAar ;

A dosAgednr q oecboarervar j
sYyRérabdqdqyY / ybponoar doc
A dosAgednr q obegRbgAdqe
RedCheck
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tfrdqdqaond¥Y A} a

L begRbégANdedqg

REDCheck
\):

A

>\

v >y >y >

>\

v > > D>

>

ONoosdy dfroocbpnfr RAsrf vy
FQRboAdobdqds ¢ froaobedr
df 3oANdossg;

Lebdabde goenAeA dbEdcC
2eb3IesANaa(q;

dboe ANgedor  abddAafr ( +7¥
abddb¢) ;

dboe ANgedor d 3eso20Aarf ;
dboeANgedor @ 93qdondar R/
Lebdabde déb¥Ydd¢g RA} Ac
dboecAgedor  ocbarevyar j
svYyRérabdqdgyY / ybpopoar doc
9t Nedn+fr q dbegyb obegRE
2ebaredy) ;

ORa(donydg bAddeb¥Yyr Rec
ere(oRfrbobpnb3Ib yeysA);
OANosdy ¢ oDAddebYyA drfrc
FQRboAdobddr ;

Lebdabde goenAeA dbEdcC
2eb3IesANaa(q;

Lebdabde de¢byYddg eobddt
Lebdabde dgbyYdd¢g 3Iesoa
Lebdabde 93ddnda RAOJFfC
Lebdabde de¢byYddg RAj Ac
Lebdabde e(dRoegdAdbg¢ c
Lebdabde eAEbdd o90nycer
bdsqdA €doben(dononbdb R/
Lebdabde bds3 qdb¢g;
Lebdabde o9ebared¥ jery
syYyRérabdqdqyY / ybponoar doc
Lebdabde doeAéyfr b 06tk
OANosdy drpoposcbpfr RAcF+f vy
EQRboAdobddr ;
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1. 6 n Jd} RegdGheck

RedCheck jbddsasodn ¢ 3qdde(da eQj ANyerf ¥vo:

Basedoc Qf bddAéderydd ondbEabjradd fonddesadondd j e~
bEobgedonsr¥Y Windows ¥ Linux dfrddda oe¢f 2b¢dAqj
0t .

Professional 0g y ey 3 AQd ¢ ddFEY bdobéonb¥ obDAEbe ¢EbRabq
abofrdbefrpnIAN ¥ 90cAgedofry RAGFfFaeyonpnbddgy dqQqdqy

Expert ¢ yey3s AQd ¢€dq o9nyer¢¥r ¥ dyAbreosdad oeAds
Oebébjrdg ybaoedydondyY Asjrd EQRBOAdoDbdqds bEes
ybodd¥onder RAer¥ Docker.

Enterprise b Ee Af AQd ¢ddafr +f+adqyefardy o299pnpyef boAegno
trddqad. ndj Ayery ber(dndrfrebgADAN DA yeo02pdq ¥
bEe A NQd ¢E€bRabgonbddgy objyeys(dory jbobepnr d(e

Popyefr bonAegno

YyEoAeosq(donsr q obd

zotfrd osYyReEgrabdd

zotrd bEobéednpr

zo9tfrd ybpobpoar docA
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ongdondAscr RAer ¥ + + +

pf ydqAe+r ¥ ¥ ybod + + +

+ + -+

RA j bobepnfr dJegnos)
yber3qddgs oabd

zotfrd osYRegrabdd

Docker* 0 * +
Leb¢gdey AN j bddso + + +
+ + +

RA j bobepnfr dJegns)
yber3qddégs obd

Lebdbybed zi

+ + +
tedj ddégAN ybodQgyY 5 N N
beyddde Ae r ¥

+ + +

t QedroarecrobégADD
tfdqddad

REDCheck
'q}
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Zi NodAer ¥ ybpor RA j bobeonr ddegn

+
NARe ANEbdy AN fDjr . .
ybpofdoEMRDYAQD o} RA jbobensr dQegnp:c
nAd3fr edopnoAy 0D} RA j bobepnfr ddegn +
znkKé) 0o donz & 6ztt) zABnddOY L |
Lbiyeysdnrq
f bobeonfr ddegndae
dy Anpfr c b@e\mg @Qo R+ 0 0 " "
bd} Qegnob)
onob3dbobdbanb(
: + + + +
dy Anpr cbégApDm@r K
onob3dbobdbanhb(
dy AorebgAn+r q ¢ 0 + + + +
¥Yefyba (é)] donddd
abRabgnbdqdg fod 5 4 N +
obabegy Rest API
Web-y bodbeg 926 A¢ + + + +

*d3p A § AoondY abadod zojfrd 9vR¢Ercal/Nded (RD ¢bNFoc R b ¢
gqedrre@2y8dPANAnrocbgApDr ¥y b (b PAvhigwsdGe dbrdyd N\ FEg B

dy AofrecbgAD¥F ¥.

b3eApfr3(dn+vye fdobegRsasyase(dYdrY
290 DG NANEyWwNoOebIe Aaa(

e Qjf Nyer+ ¥

OpeabecaANer¥y b ¢€qedrr f oddApbégedoonde des

Re

REDCheck
'ﬁ}
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1.7 OredonRrebégADpf (

trdddaA eredoRfreosqddry dobydeRVdmotd ar)@ Ay € # ¥ a
RedCheck

trddqaAN eredoRrebéANAprry p(q DAyeA; dgANQd bIesAbD¥
ocb¢gbj rade Aosjrdb¢g, +o obédbe, A dAyqQq ybers
yANqj ba Asj+rdqQ ¢ o2e6(qQj qeAs fdobegRasaby¥Y erf e (dpR

teby 1 qQYddégr v er e QI RIMFEDMouddade v@d bEZec qddor q F
pbA 2 3bji AN frer Ebeq. a odQe¢rbji QqYVYddegr ¥y er e (o
EdQdoeAdob o0e6(jbddd@decdadqdy EARDBEAFJQesqy A, j bdd
ANydoaAegonbas ybod(donds EQqRboOAdobdds ¥ DbDEobbgednp

t ¢qj Qorrv BPE AydsAegpnde evredopRfryvya bDA £2z20 RedC
barer Negm/hded ddPoosFer ybgAboba dqAYd(Q
2 ¢ bj ohitpd:/Mvww.redcheck.ru ¥ boaf e f Nde/gbdb@ ¥y bao Ab¥ ¥

08¢2O6YO8yYYYO tvEOZz+OYEO & o6yYO¢gYzH LyO20yaz

(EULA)

Qu
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1.8 OAy obesossrdg dqddbgosy €dedry?

eevecfbEe(ddnsr ¥y ereoRff¥ RedCheck obp(QbEebjrfrab
zyez O] 2s00p] € ¢ d¢bEDPsaesPataofcrardesr ¥y o9Asdo de Ad
g N3Ja ¢ Q btpd/engy.altx -soft.ru/company/partner_net/

¢dbEd obesossrdg dqddbégsy ¢€dedfry RedCheck, pbQdb
EAY | 1e qYdr RedChedchYd y A3Adg dqddbgsy ¢€dedrf y.

LAY dXcfgBRecas bEdAdEBRDBYRAODenrdg bEYRADdQegnd(
ddddbébyY eredopR¥ ¥ .

EA3 a3.dQ3don+ q e AEB3d3Ib j oy DA ce(dydebopnsosy 9b:
Foj d bdoecAdge(donb dbbEe(dnsfr d ddddbgda efedpnR
ye Ndybdeosyer Y ob rdobegRDgADF Y.

RedCheck jbddsoso(dn ¢ dedjosyefo ¢€(dedf ¥vo:

AtQedrorerocMENDo Argbddef exqQg ¥ o I3bdsosj ANedd
Fddg bddosond ddedrorecrcbégAondd €dedsrf 06D
c(Q3osevydbe AN, rpbldadobgdb abgonb obess3rdg 9
dbbdgqdddgoayeqdb jrdderEgydbsA) ;

A YQdQedrorecrebgAboAY ddAs3AyY ¢gdedsrr (DbEeA]
pAabj rddy DA dqedroryANerr) .

t QedrorecrecbeégApDpDANY ot ) 20 nbddfrfr €qedr v RedChe
10 eANEb3fro j0qY¥Y. & obddAgys ¢gabj vd:

A dQedrorcrebgApoAYy ¢dedrvbjdrdiderdEsds ¢ b A

A ereoRfry DA EFeAoyq d osopfryAegopda yeysba;

A ybaoeqyd dbocbhb¢gbjrddegnb¥ f cecydoes-AdAc+ bop
pbdr dqQeq) ;

A ybory tQedrory ANdA dbbdgqdddér ¥y ot 20 nbdd

A NEbondQadond oA sAd3fre(donosy ddgen+frs3ddysy obj i
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L s b FEobj rbaZbodpdgre Qo+ v yd oM@ A ND FaGopreagdR s qd d ¥
ONe N eb3d3frpn/ oNebeg jey bddooA ¥ €(dodes d(dedr

YqdqedrorerocbgAnon Ay ¢€dedfr ¥ RedCheck obddAdex
dqado-BrecAEDb3froa j oqY. & obddAédgys abiji vd:

AeredoRry/ r¥ DA EFeAbyq d ospfryAegonda yeysba
A NEbondQadond bpA sAd3fre(donosy dden+frs3ddysy obj i
ce(dydebpoponb) .
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https://docs.redcheck.ru/smart/project-269/sync-offline

1.9 | ged3(dng objj qegfr gANQqade oeAdabea

Microsoft Windows

A XP'/ XP Embedded / Vista/7/8/8.1/10/11
A Server 2003 / 2008 / 2008 R2 / 2012 / 2012 R2 / 2016 / 2019® / 2022

Linux

AlmaLinux 8.x / 9.x

Amazon Linux 2 / AMI / 2023

CentOS Linux5/6/7/8

CentOS Stream 8 /9

Debian 6.0/7/8/9/10/ 11/12

Debian GNU/kFreeBSD 6/ 7

Debian GNU/Linux 2.2/3.0/3.1/4.0/5.0/6.0/7

FreeBSD 10/11/12

Linux Mint 17 /18/19/20

Mageia4/5/6/7/8/9

openSUSE 10.2/10.3/11.0/11.1/11.2/11.3/11.4/12.1/12.2/12.3/13.:
/13.2

openSUSE Leap 15.0/15.1/15.3/15.4/42.1/42.2/42.3

Oracle Solaris 10/11/11.1/11.2/11.3/11.4

Oracle Linux4/5/6/7/8/9

Red Hat Enterprise Linux 3/4/5/6.x/7.x/8.x/9.x

Rocky Linux 8 /9

Solaris 10/ 11

SUSE CaaS Platform 3/ 4

SUSE Linux Enterprise Desktop 10/11/12 /15

SUSE Linux Enterprise Server 10/11/12/15

SUSE Linux Enterprise Server for SAP 11/12/15

SUSE Linux Enterprise Point of Service 11

SUSE Linux Enterprise Real Time 1115

SUSE Linux Enterprise High Performance Computing 15

Ubuntu 4.10/5.04/5.10/6.06/6.10/7.04/7.10/8.04/8.10/9.04/9.10/
10.04/10.10/11.04/11.10/12.04/12.10/13.04/13.10/14.04/14.10/
15.04/15.10/16.04/16.10/17.04/17.10/18.04/18.10/19.04 / 19.10/
20.04/20.10/21.04/21.10/22.04/22.10/23.04 / 23.10/ 24.04

A VMware Photon 0S 1.0/2.0/3.0/4.0

Dy vy > D D D> D

DD DD DD D Dy D D
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yddsdddg¢ymndq

DD DDy D D D

ALT Linux SPT6/7

ALT 8 SP /10 SP

ALT9/10

AstraLinuxCEH yeye) 2. 12
Astra Linux SE 1.5 [/ 1.6 [/ 1.7 ye(Qe
RED OS MUROM 7.1/7.2/7.3
ROSA DX COBALT 1.0

ROSA SX COBALT 1.0

ROSA Cobalt 7.9

ROSA Enterprise Linux Desktop 7.3
ROSA Enterprise Linux Server 7.3
SberLinux OS Server

b qdqegbq bEbesj bgApf Q

v >y > D>

Check Point GAIA

Cisco I0S

Cisco NXOS

Forti Gate Forti OS 5.0 ¥ ¢da3(Q

Huawei VRP

User Gate UTM 6.1.0.10123F / 6.1.5.1

arcdoaAer RAef ¥

A

A

A
A
A
A

Microsoft Hyper-V Server 2008 / HyperV Server 2008 R2 / HyperV Server
2012 / Hyper-V Server 2012 R2

y Ag b eVdindows Server 2008 / Windows Server 2008R2 / Windows Server
2012 / Windows Server 2012 R2

ROSA Virtualization 2.1

VMware ESXi Server 5.0/5.1/55/6.0/6.5/6.7/7

VMware vCenter Server 5.1/55/6.0/6.5/6.7/7

VMware NSX

5 dbAe

A
A
A

REDCheck
'ﬁ}

IBM Db2

Jatoba

Microsoft SQL Server 2005/ 2008 / 2008 R2 / 2012 / 2014 / 2016 / 2017 /
2019/ 2022
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MySQL Server4.1/5.0/5.1/55/5.6/5.7/6.0/8.0/8.1/8.2
Oracle Database Server 11/12/18/19
PostgreSQL8/9/10/11/12/13/14/15/16

Pangolin

SAP HANA

)L

Codesys V2 /V3

Citect SCADA

Iconics GENESIS (32/64)

IGSS

Siemens Automation License Manager
Siemens SICAM PAS

Siemens Simatic WinCC

Siemens Simatic WinClexible
Siemens STEP7

Wonderware InTouch

N
1 >+
: > D> D>y D D> D> o > > D> D

a—
O
o

0 Z3INEN

0 0OAddba

o yg¢qQo

0O ?2edr¥

D Advantech APAXxxxxKW, ADAM xxxxKW
0 Ergon

0 Fast wel

0 Omr on

0 Real Lab!

0 Rockwel |l Aut omati on
0 Siemens Simatic S7
D @chneider Electric Modicon

0 Yokogawa FCN

Dy D> D Dy D D
a—a—a—a—a—a—a_a—a—a—a—a—a—

obndg¥Yonder RAe+ ¥

A Docker 1.13.0¢ ¢ d 3 (Storage Driver overlay?2)
A Kubernetes 1.18/1.19/1.20/1.21/1.22/1.23/1.24

lIRedCheck opqQ o2bjjQeqr ¢AQd dy Ao+ c PRM+ d Wi ndo\

dooppon(ev¥;
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RedCheck noQ o2bjjQeqr ¢AQd dyAofrebgApr Q@ Windo\
A3 dQondA;

S%eery Windows Server 2019 pnpQ o2e+fadopfra o950ye+ bl

‘eey VMware ESXi 7, bddsdddgsqd ¢€bRabqonbddg
yboor 3scANer ¥Y" ;

Lbend¥ o0(dedsdong obj j Qe o spbdguddidy q

aj] NEer e3ha Qf ddAdednd ébRabgndd edqfad dy
dbbdgqdddgoayesra dfr obg RA} Ab+ Y.

] N\Eere AN 1 yoQeAerbond dfrdddad

ZQer
dy Apfr eb¢éADF FreeBSD Solaris
RA} ANofr Y

zoi} frd
syRérabdqdqgy

zotrd DbEopbge

zotfd ybponor 3

ongqondAcr RAs A/RE
pfF ydqAer ¥ z!/ RE AL NA NA

zostrd ¢ edqfr BB BB BB BB
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https://ovaldbru.altx-soft.ru/

] N\Eere AN 2 £+ QqQdq¢gbq bEbeosj bgADF

ey Check
dy Aofr cbgAD¥ Huawei Point Cisco FortioOS UserGate
RA} ANof Y

z9oit frd
syYyRérabdqdgy

zojrd DEDD @ NA NA NA NA NA

zo9tfd ybpoor AL AL AL AL AL

ongdondAscr RA NA AL AL AL AL
pfr y qAer ¥ NA NA NA NA NA

NA AL

zostrd ¢ 6(Q
L Qodddd

BB BB BB BB BB

] N\BEere N 3 t¥rdddad €redoAer RAerf ¥ yboddYo(der

ZqQer
dy Aofr cbgADF Y VMWare Docker
RA} Aof Y

zoj rd
syYyRérabdqdgy

zot rd bEpnb¢e(

zojfrd ybpoboar do

zostrd ¢ edqrfa

0‘



dbdebgndd DbEDRDA3I(DF ¥

«A»0AN 3 (o d;

«AL»8F QR A 3S3H)d  (

«RE»EQRAIJod (Wi nRM) ;

«NA»de qqfra dyApnpfrecbgApry ¥ dfro RAjAbfrYy D(qQ 026Ff 0

«BB»dA9} +d aqQdbj ba 3denb3db ¥aeryA.

@)Check 34



1.10 | deds3dong fond(qdecfreoaade df ddda

RedCheck faqQqQd 1 dqYddégosye+r q frondqédadgonadgb deC

A Kaspersky KUMADoar e ¥ Aegn)y¥Y dAYd

A NeurodatSIEMpoaf e ¥ Aegn)d¥ dqAYd

A RVisionbafrer Negno)¥ dqAYd

A Security Vision;p 8 f e ¥ Aegn)d¥Y dqAYd

pddeosyery ob ¥fondd3ecAer¢¥ ¥ ybpnordoscAerr+
ARec ANEbd3fy A dSllocEM+ e+ o0c¢¥ DEcAG(DFF ¥ DF¥F
bii deayo.

O ®» Ou
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https://www.kaspersky.ru/enterprise-security/unified-monitoring-and-analysis-platform
http://www.cbi-info.ru/
https://rvision.ru/products/siem
https://www.securityvision.ru/

1.11 tesqBEAN ddenfr3ddyby¥Y objij deqyrf

] Qapnfr 3qdyfr qQ ¢€boebdd, d¢g¥yRAbopnd( d fdobegRbgAD
RedChecka bgqon b RA} XdgoqRBRgJd emwbizjd@eychy fr o9i bEonda
aNd dobdbEba:

A Web-2 b ¢ dpbneal.altx-soft.ru
A 2eqy dec b o b /sappost@adtd sbft.ru
A Web-d AYd 9 6 fegcleegkdul :

L ef DbDEecAe(Qon¢rf ¢ deosqFEos d(denfr3ddyb¥Y objj qeqyr

A nbade efe(dnpR¥ ¥ ;

A pnpbade ¥950bpbA ey eAd3fre(oonby¥Y ddenr3ddyby

A bAradQobgAnsrq o26QqQjddAgeyxyqabyY besIAofr RAest

A oegfrye(ordg obendq dyerponzxbdd byobA ybodber ,
oecbEFEedaA ¥ DbordAdg  qQYddgr ¥y, ybdbedd o6cf ¢

A ¢ dessANq barEby ¢ cAEDbdQ stfrdddad, oefysdo
dbbdgqdddégoayedyY deosqBEd, ¢ ybdbeba RAofrydr

t nq3deANadondba by ARApDf ¥ d(doonfr3qdyby¥Y objj deqyr
o AAYIHbr Rgbyj r dQey
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https://portal.altx-soft.ru/
mailto:support@altx-soft.ru
https://www.redcheck.ru/technical_support/
https://www.altx-soft.ru/support/regulation/

2 t¥rddqandq de qEbEADF ¥

t by deqApf Qq

A 2.1 (edFEbéADr Yy ¥ Ao22AsAdpbbas BEQdodsdory
A 2.2 1c6dFbégADFr Y ¥ o0eblsAaapbas bEQdodsdory
A 2.3 | cqFEbgApry ¥ dQdqébyY frpnpeasAddesydoasq
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2.1 J eQFEbéApDsr Yy ¥ AooAcAdpbpbas bE(Qdo(dsdr

eboasdyANqddy 9ddAnbbégy AN ybaobon(dondbg RedCh
cdba dfrdddaA édrecdoAer RAer+ beqoA Eddg
290dQ@ | cdFEbEANADF Y ¥ Oo0ebdsANaanbas bEQdDO

| cQEbgEgADFY ¥ ADOAeAdpopda eddosesdAa, ybdbedd pnd
cNEbdd RedCheck:

tbédadddon Ay o9ddApbgyA

t e dend¥Y yba

(redcheck-api)
obodbeg 906A¢g €] Xeon, 3AddbdA b pbfc
(redcheck-client) ¥i dse
tesqFBEAN dyADpf s yOdb npQq adonqqQq 12 |
(redcheck-scan-service) J] Odb npq adonqQ 2 E

tesqBEAN dfroaecbi
(redcheck-sync-service)

nNAR} Qegon Ay sddAobgyA

t qe¢gdendy¥Y yba €] Xeon, 3AddbdA pbpQ pFfC

(redcheck-api) ¥vi de
0bodbeg 906 A¢ yOb nQq aQonQqq 6 E
(redcheck-client) J] Od pqQ aQnqQqqQq 1 E

Z] Xeon, 3AddbdA g Dopfc
teosqEAN dyAbf e ¥vi de
(redcheck-scan-service) yOdb npQq aQonqqQq 6 E

LOdb pq adonQqQq 1 E
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Z] Xeon, 3AddbdA pbpQ DpFf (

teosqEAN dqfpobae bl ¥i de
(redcheck-sync-service) yOdb ngq a(QnqQqQq 4 E
LO6d nQq aQqoqQqqQq 1 E

Z] Xeon, 3AdqdbdA pbpdQ Dp¥fC
¥i de
t Qe ¢ Qe '+ bAe yOdb ngq a(QnqQqQq 6 E
Ll Odb oq adondgq 10 EA (eQy
bEy QoA Ae os¢ ¢gQdj Qo

ebobepnrdegnd ybaobodondd

Z]l Xeon, 3AddbdA pbpQg DbpfcC
¥vi de

yOdb nQq aQnqQq 6 E

LOdb 0oq adonqq 1 E

ebobepnr degndy
dy Apfr cbéADF

| s QEbgEgANADFY ¥ bEJ) das HDD o20e6dj ddA¢ge(dnd EC
boQeAcsrboonde dfrddda, &+t dAe ¥ je693b3Ib dr d

a4 dess3sANq eARage(onry dqqe¢ds AN t dbAe dbgadddohb
ANdodANeANdpndqQ dedEbéEéADFr ¥ dyeAj dgAyddrr.

OoAsQonfry ¢ dARereq réervryddy sdybadonj sqa
bder 3sNdgdy ¢ RAErdqrabddr bd dedopAecr Q¢
gdobenydg abordbefrnd obdedFe(donry CPU ¥
obde dFedonfry e6dqdoecedb¢g.

adj Qevyqady¥Y bEFE) qu HDD pbA dds¢ded Ae o26dj o ARDA
6A ¥ sQRoegdAdb¢g dyAorebgApry. | ef bosdj qedo
dedj asqd 93frddgANdg dedjosyefrd aAydbed:

A ybersqdd¢gb dyAopresqade oabddb¢g + ybersqddg
abddA;
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A 3ANddbdA ocbgbjrade dyAofrecbgAD+ Y;

A oQefrbj escAbndof ¥

yer(dondrcbgbanb o(dbKEabirad¥Y bE) Ja
boedj} Qerdg ob dedj sye(qyY

VHDDa& Vde NT

abesase:

cQRoegdAdbg dyAbrecbéADF ¥

HDD (je¥ bj

3JjqQ VabDOb EebjradyY bE) qodHOQDpsr EADENQe c qRoegd/

dyAorebgAD+r ¥ bDjpnb3ID

abddA,

Vdae 2 o6dybeN 3qQddghb dyAnfresdade oabddbg¢, dij.
Tooqefr bj o6 Ap(dpn+r ¥y e(RoevegdAdb¢g dyAofrecbgAbr ¥ ¢

] ANy, jterx¥ 26/ Aodpry e(RoevegdAdb¢ dqdondj Qegnbdb

dqadonfr q obesosdbj A, bp(dbEeabj+rab

j fdybgbdb oebddeAnddgA.

ObpAsdofry ¢dj qervrdabidb

dy Aof 69 dad(e b didjbEb 3 b

ober3qddégb dy¥ EAddbdA

bE)} QuA HDD
dfr oA ANsjfrdAN)

g¢di Qerdg 0, 002*

pA ddesgdesq A

26(dj ddAge

EA

abddb¢g
1 AR ¢ y¢éANed/ 3
YQq EbeqqQ 200 1 eAR ¢ aQdvye 6
1 AR ¢ pQdj Qqey 22
1 AR ¢ yéANed/5
yd 200 b 500 1 AR ¢ aQdvye 13
1 ¢ /MRJj¢gdey 53

yd 500 jb 20001 sAR ¢ ygAsd/ 20

REDCheck
\)D
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1 AR ¢ addre 52

1 AR ¢ n0ndqj Qey 212

1 AR ¢ y¢gANecd/ 35

2000* 1 AR ¢ adqd¥e 100

1 AR ¢ n0ndj Qey 400

*OpA3Qory 96djddAgednd fR odebgrr oacADdDF Y 6
ddsdonfr¢r bDjobdb 3Db} A.

*eey DbE(dodsdnry Edddebj qYddegr ¥y ¥+ o9a(dopg3(dnpr ¥
gdobenyvydade bo(dsAcerY d Ae s(Qybadonjsqddy + dAe
0dobegRbgADFrq SSD jbeqonb ogcradordgdy dbéadqdd
bodra+rRAcs+r ¢ dboyb¥Y oDAddeb¥Yyq t dbAe.
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2.2 JeqFEbegADF ¥ ¥ 0o0ebIecAaaonbas bE(Qdods(

| ceQEbEgADFY ¥ LV tevy ybee(dydobldb oopnpyerbponfrocb¢g
RedCheck:

Ay :
A Astralinux1.76SE t abedondy/ absbondq/ ysede) ;
A Debian 11;
A nbe yt 7. 3;
A SberLinux 8.8/ 8.9;
At dbAe:
A PostgreSQL¢ e d f ¥816;2 . 5
A Postgres Prog Qe d f M5;1 4
A AcAsRQese DA bdobé¢q ¥jeA Chromium;
A 0baApj oAy bEbebsy A Bash.
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https://www.postgresql.org/download/
https://postgrespro.ru/

23) e qEbEgADF ¥y ¥ dqddébyY fpoaecANddecoaydoasec(

aRAfrabj qQYyddegr q bdocqddgerqddy ob ocbdbybeAa
TCP/ 1 P. oOpnfefrAer¥y dqdgqé¢de €gRArabj qQYyddér Y Dbdo
rdobegRbgADF Qa j fopAafr3ddyroa obeodb¢g, boedj qed

adq obedd pbARDA3(QoDf ¥ abdsd Eddg odedboecj Qed
bEnopbgedonryY d borer Aegnbldb c(obRrdbef ¥y 06bf R¢g

df o ac b o f- Rips/syncn.altx-soft.ru).

] ANBer &0 Qe d3(dong dqddéde obedb¢g ¢R/MRedClieckQY dd ¢ ¢ ¥

YARDA3 Qo

aQ¥bondbe aQ¥bondbeg 8080/TCP HTTP/ aRA¥fabi Q

RedCheck RedCheck gq¥bodbegy
(edybadni sqdd
sddApbpbg+r dg SS
dqedrfr oar y ANd ¥
20e dboe g} Qqer d

tesqFEAN R tesqEA RE 8081/TCP HTTP/ aRAfrabj Q
RedCheck RedCheck desqEby¥Y REST
(edybadni sqdq
sdgdApbpbg+r dg SS
dqedrfr oar y ANd ¥
20e dboe g} Qqer d

ag¥bodbe t de¢gr d DN 53/TCP _
RedCheck DNS/ OAd2ebdd ¢
cs ANRe(d3z(pnfr ¥y fa

b esqEAN R AARA j Ab o 5432/TCP aRAfrabj qQYdd¢gr

RedCheck { A\bppdao
tesgqgEAN R tqeérd DN B53/TCP DNS/ OAoescbdd ¢
RedCheck s ANRe(d3z(pnfr ¥y fa
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https://syncn.altx-soft.ru/

t eaqEA

dy ANofrcb¢g

RedCheck

t eaqEA

dy ANofrcb¢g

RedCheck

t eaqEA

dy ANofrcb¢g

RedCheck

t eaqBEA

dy Apfr cb ¢

RedCheck

tesqgBEA

AARAN j Abop

z3(dond Red
pbA dy Abf g

bE) dydq d

z3(dond Red
Update DA
dy Anpf 69 a
bEy dydq d

AQRAJIQodo

dy Aofr cbgA
bE) Qy db ¢

Lty AD¥fr cbgA

dy Aoreb¢g edqraq

RedCheck

@)Check

el qondqddé

5432/TCP

8732/TCP

8733/TCP

22/TCP

80, 443/TCP

1433/TCP

3306/TCP

5432/TCP

1521/TCP

50000/TCP

39015/TCP

0-
65535/UDP-
TCP

aRAfrabj qQYdd¢gr
{ A\opdao

aRAfrabj qQYdd¢gr
AN3Qodba dy Abpr+
RedCheck

aRAfrabj qQYdd¢gr
AN3dodba bEDpDDGE
RedCheck

SSH/ AQRA3Qdodnp
dy Anfr ebéAbn+

HTTP/ HTTPS/ A(Q
dy AofrebgAn+
g GEbddsosoba

ty ANorebégApnr
t A\bbnda Micros
Server

ty ANorebégApr Q
{ A\bnda MySQL

ty ANorebéApr Q
{t A\bnbnda Postgr

tyAorebéAor
{t A\nnda Oracl e

ty ANorebégApnr Q
{t \nnda | BM DB

tyAorebéAor
{t A\nnda SAP HA

tyAorebéAor
dads ¢ edarfag
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t eaqEA
dy ANofrcb¢g
RedCheck

tesqEA
dy ANofr ecb¢g
RedCheck

tesqEA
dy ANofr cb¢g
RedCheck

t eaqBEA
dfr npaecbor
RedCheck

t eaqBEA
dfr npaecbor
RedCheck

tesqEA
dfr pacbor
RedCheck

tesqgBEA
dfr npaecbor
RedCheck

tesqEA
dfr pacbor
RedCheck

@)Check

1 QdqebyY ¥y,

t e gr d
ce(Qydebonp
ob3sdbégdeo
dbbEedof Y
mail

t deér d DN

AARAN j Abop

1 QdqebyY ¥y,

t de ¢ ds
bEobéedonr
RedCheck

L ebyd@ec ¢ ¢

t Qe ér

dr opescbpnf R
(https://syncn.altx-
soft.ru)

445/TCP

25/TCP

53/TCP

5432/TCP

445/TCP

445/TCP

3128/TCP
(obed
RAEr drf d
desqfd
ebydr)

443/TCP

SMB/ aRAf¥abj QY
y AdAeb3ba ¢ d
cANRade(donrfr ¢ | e
a6 Ab(donf ¥y bds(
c RosegdAdAa

dy Aofr cbgADF¥ ¥

SMTP/ ydoeAgyAN
s¢df baedofr Y D
c RoegdAdAa ¢

desqkd

DNS/ OAoebdd ¢
e ARe(3(ponfr ¥ fa

aRAfrabj qQYdd¢gr
{t A\nndao

SMB/ aRAfrabj QY
y N\ dAeb3ba DbED

dqddéba eARa(
boeAyobod(dndba

SMB/ aRAfabyj QY
y A\ dAeb3ba bEno

dde¢gdeq bEDDE
RedCheck

HTTPS/ ebddoso
dfr npaecbor RAer ¥
ebrReégbj rd(ex
o6 bydi@e ¢ ds

(https://syncn.altx-soft.ru)

HTTPS/ ebddso
dfr oacbofr RAerf ¥
2ebfr Réb} r dQexy
(https://syncn.altx-soft.ru)
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https://syncn.altx-soft.ru/
https://syncn.altx-soft.ru/

tesqBEA t de ¢gr d 25/TCP SMTP/ ydoesAgyA

dfr pacbofr ce(dydebnpo s¢dj baednr ¥ b
RedCheck b3dbgé¢de c RosegdAdAa ¢
dbbEedof Y deosqkd
mail
tesqEA 5+ Qe ¢¢f d DN 53/TCP DNS/ OAoebdd ¢
dr nocbor e ANRe(d3(pnfr ¥y fa
RedCheck

eey bEQdodadonfry dqdAEregonby¥ cAEbdd RedCheck,
bedApfr RAevr ¥ j beqo AN bEQdodsr gAdg o0ebooasdynsy
pg ofrqQq oefré¢dj dpob¥Y ¢ dAEer e (.

Lty ANof eb¢gAn

0obds 4} dAF¥@Qm
dy Anpf e b¢AL

Ly AD¥f 6 b @A
obde i dIBED

tybebddg o9Qedj A
OFfr d/ d

to9aaAendy¥Y DbE)] Qa
sRQe, OA

Lefrédi dQondq ¢ dAEered RoA3(dofry¥y eAdd3f dA
c6ddoecdbaoaybimj RN} AxRE¥p bbBdqOQqYdy Apfr cbgADF
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3 td d A REEhedk Nix

t by deqApf Qq

A 3.1 Astra Linux

A 3.2 nbde yt

A 3.3 SberLinux

A 3.4dd d A b Befi@hAck Update Server (Windows)

A 3.5 dbddAobégy AN AIdJdodA RedCheck (Wi ndows)
A 3.6 nARjdegpnA Ay o9ddApbéy N ybaobo(dondhb¢g
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3.1 Astra Linux

t by deqApfr Qq

dbd dApDbgy A t bAe
pddAeexyer ¥y RedCheck

Qu

bpnofr 3Ioac ANer ¥ RedCheck

> > > >
(e}

bjiyeysdonrd edobRrdberd¢g Astra Linux EQJR

@)Check 48
Q



bddADbgy AN + dAe

Ob3 ddear oAeA p Aelbgsh histbry . ¢ as N ew@ AJQ ¢bRDF
bafr Eyr dbRj AYdQ oaAYe, dbj deqAcdFombdHdddy
obi i deqyr

Bash (bEbebs3ayA Uni x)

sudo cat ~/.bash_history >>
[ home/ ddi3v _ftsdz LsoOIsjdzv/ 1 OctezL €/ 1 og. file

bddAobgy A t bAe PostgreSQL d sdobRf dber
EAY yHdyeb¥Ydq ddear o ABlt+dhbaFEfr o Ae+ QY
EAI aDb.Y} frdq obi root obegRDbéEgAdqeqa;

Bash (bEbebs3ay A Uni x)

sudo su -

Oder abdd EQR objyeysdosry y dqdsf 8pddsnp
y AEr 0nqQdq uwdd. tbriay elyiando+r  cdobRr dber ¢ Ast
o6nddeonqd

EAY eDEANEggdq Aj 6 qQd¢ e dAcRpt/sDlraes.list

Bash (bEbebayA Uni x)

deb https://dl.astralinux.ru/astra/stable/1.7_x86 - 64/repository
extended / 1.7 x86 -64 astra -ce main contrib non - free

eey | bEANE@OmRdbecr ¢ ¢ o AYe ec(dyba(donj o9(a
e dj N yndro s
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EAY ydyebYdqQ oaAYe d obabegy y¥ybaAbnji d (s uc

Bash (bEbebsayA Uni x)

nano /etc/apt/sources.list
EAY tXbofreo¥Ydq cqobRrdbeors ¢ ¢€ddAg gtdquU ¢ ¢
(Shift+Insert f ef e Agy NaddAgr dg)

LAY tDocAordd aAYe d oDbdcClrle@ye ey¥d adZd aobN\e/k
¥ o beged M Jq

LAY YyEZobégr dqQ oAy Qqdd;

Bash (bEbebs3ayA Uni x)

apt -y update
EA3 dddApbéEgr dqQ PostgreSQL;

Bash (bEbebs3ay A Uni x)

apt -y install postgresql

YAddebYy A PostgreSQL

EANY e ENE gdpabtgresql#Es ANgdbRADsdy;

Bash (bEbebs3ay A Uni x)

systemctl enable postgresq|l

rootEastra-db: / ‘apt ctl enable postgresaol
Sunchronizing of BS SE ce with SusV service script with /lib/systemds/systemd-sysv-install

EHEE!timg: /lib/systemdssuste SUS stall enable postgresgl

EAI tD R} AYdQ obegRbgAddey jey AjarpnprddefrchbgAl
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PostgreSQL 2b 95adafwaAbryy RO ERMYGR.d

Bash (bEbebs3yA Uni x)

sudo su postgres

psgl - U postgres

CREATE ROLE redcheck WITH PASSWORD '12345' LOGIN CREATEDB SUPERUSER;

rootldastra-db: /etc/apt# sudo su - postgres
postgres@astra-db:~% psgl -l postgres

psgl (14.5 (Debian 14.5-1.pgdg98+1))
BBequte "help”, 4rtobwe noay4ute cnpabky.

postgres=# CREATE ROLE redcheck WITH PRSSWORD '12345° SUPERUSER LOGIN CRERTEDB;

eey ¢€dabi AN fR EARJ j ANbapda postgres ¢¢Qqj

LAY OBA¢g Qe 3+ dqy ol M o gxly Y

EAY yHyeb¥Ydq j bddsesos ob dqqdf jexy ddeédeb¢g, DbpDA
sddApb¢gwHaoPRBITodA ¥ desqFE dyAofrebéAbf ¥y ¢ drF1

Bash (bEbebs3ayA Uni x)

echo "listen_addresses ='ip_ g >>
/etc/postgresql/14/main/postgresgl.conf

echo host all d W sdz! L s9 Odsy ddgf i3 19 5O ) Cn@l5 >>
/etc/postgresql/14/main/pg_hba.conf

i p_t dPA] sqQdA obddbg, DA ybdbsdoe osddApbg
dy AbpfrebégAnr ¥, desqgBEA dfropecbofrRAer¢¥ ¢ dqC
ray_EARJ_joAomd&ARd § Abodea, ybdbeAxy dbRj
RedCheck (9b sabe3Anfry RedCheck),
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fFay_obegRbgANDuw_ tdRg AbobIb cApqQq obeght
fraory_dqdr ogQdgANA\re+r bjfrop Ajedd, ybdbeda e
2efa(es, 192.168.100.0/24 frer 192.168. 1

etc/postoresql /ld/main/postaresgl . conf
i

Jetc/postgresql /1d/main/po_hba. conf

¢FdbEd osRMINA@d ippdde b YdJdgANA, rfimlaobegRoaYd(q ¥

EAY fJAQeqRAD9ddfrd PostgreSQL.

Bash (bEbebs3ayA Uni x)

systemctl restart postgresql

¢dbEd oebgQqerdg eAEDIDJO b dbyEmdAudjgs t dAe,

Bash (bEbebayA Uni x)

systemctl status postgresq|

Lefr opdbEFeabjrabddsr eARec(Qardq jbdqdoao ¥y dC
sdqdAobgy+sr EeAbjaAsece AN ufw fdobegRoaYd(q ¥

Bash (bEbebayA Uni x)

apt install ufw

Bash (bEbebs3ayA Uni x)

.@)Check
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ufw allow

REDCheck
fogo

5432 /tcp
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0 o d dAe eRedCGhack

adgq ybaApnjd ¢ fpopddeosyecr fo bgedoRben\ydyddedpu .0
p(dbEFabj rabddf fdobegRo¥Yd( obgda>(donr q 26 A

eey DEFEobéedonrov. . Be dEmdEk donr d RedCheck N

bddApbbégy AN ybaobo(dodb¢g

eey o90(eqadedonry ob yAdAeb&da YiAbesbwdRg Y d
20eqYdsr ¢ yAdAebéd/mMmnmnt, DbDAFf¥ 3¢f d(
¢dbFEd AéddbaAdfr3qdyr j bobenrdg bpAR¢ ApTal

EAY tlobodreoasy¥Ydq o9ddAobgb3sod¥bRrdecr Yi @ FAKgdr
adonqj;qds

0bj

apt - cdrom add

EAI | e qaqddsr dq dy A3 Apoomgpp-2ASBar¢g 96Bc heaack gz ¢
t fre(qydbery, bder3pnsy bd obegRbgANdQegdybdb yA

20eJaqeANqddy ¢ [/ mnt ;
Bash (bEbebs3ay A Uni x)

mv/ home/ ddi3v _ff sdz' L s9 Olsj dzv / | @eptw 22.890.§628.tar.dzc h e ¢ k
/mnt/

EAZ |[XeqY) rdq ¢ yANdAebd ¥ cARAcor@greoaYd(qQ i f

Bash (bEbebs3yA Uni x)

cd /mnt
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Bash (bEbebs3ay A Uni x)

tar -xf redcheck -repo -2.8.0.9628.tar.gz

LAY eDENEggdHer®PC ybdbedyY pDAabjrddy ¢ dbegyb =
cANRNANcorgrebéAANoopba yANdAebJd(;

Bash (bEbebs3ayA Uni x)

apt - key add redcheck -repo /PUBLIC - GPG KEY- redcheck

E A3 t5Bh R} AYd GdchebkYi ¥+ | bEAEggdq ¢ npQ3b RADfdg 6(

Bash (bEbebs3ay A Uni x)

touch /etc/apt/sources.list.d/redcheck.list
echo "deb file:/mnt/redcheck -repo/ 1.7_x86  -64 non - free dotnet" >
/etc/apt/sources.list.d/redcheck.list

LAY yE#EDDbgr dqQ oAy qdd;
Bash (bEbeb3yA Uni x)
apt -y update

EANY dddApbéEgr dqQ ybaobon(dodd RedCheck;

Bash (bEbebs3ay A Uni x)

apt -y install redcheck - dotnet -runtime redcheck - aspnetcore - runtime
redcheck -api redcheck - client redcheck - scan -service redcheck -sync -
service  redcheck -cleanup - service
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0 bpoar 3o cReRdCheck

Oder obdd pq objyeysdn y dqdtf b6dopddeondd, dpopAs
objf yeys(don, DoDA3p¢rdq d 3AIAN 6;

EAY £t13.dodereoaY¥Ydq ybi AydrgANAer¥sr ybaApj bY:

Bash (bEbebs3ay A Uni x)

redcheck - bootstrap get - code

rootHastra: /mnt# redcheck-bootstrap get-code
BBeguTe kawd AUUBHZUU:

Kog akTuBauuu:

EANY 2édber Ro@dide@déddedr arecfr eb¢g/comdpaa bsBoyb ¢ e (1

ebdfrpoDA ¥ aNebev;

Ob3fron/ oAsbeg obddAdgexydddy ¢d@g@dRy @edddsd
eyvdbFEJdg bdoaqsyw Ay d 18.05.2022) .

LleHTp cepTUdULMPOBaHHBIX 06HOBNEHMIA

Ina nony4eHUA 0GHOBNEHWA HEOBXOAMMO BbIBPaTh
Cnocob BXxona

JNorux u napone
MonesoBaTenbCKWe gaHHbIE

eToken
3NeKTpoHHBIA USBE-knou

@)Check 56


https://update.altx-soft.ru/

EAI nAANdye BR¥dQheck erece@ldROewdec Jdoysfr Y aANd poba
ereoRfrbopnbdb yeysA;

) AATIKC C b
C::-% - ncreMa ceptuULMpPOoE
BuibepuTe Temy:
,a}(wy—n‘ OBGHoBneHuA ans cepTduymposanroro MO (92) @
Daiine (28) [T]
PyxosoacTea (6) @
Ton enn MaTepuans no cepTHduumposarHomy MO (5) @
O6HoeneHnA Media Kit (21) @
YugTHaa sanuce: £30363
OpraHmsaums: ANTIKC-CODT Tect 2 Obroanenna VmWare (11) @
Mpeasayyil axoa: OBHOBREHKA KOHTEHTE (4) @
08.11.2022, 11:01:41 Met Check nuueHsmm (2) @
IP: 194.190.48.111
RedCheck nuLeHaum (2) *
BuliATH
| T B Knkou | Penakuma [1aTa OKOHU3HUA b
=y 0 000000000 | I RedCheck Enterprise 17.04.2025 14:03:06
3arpysnth
BlonneTeHs M3MeHenui RC
3172

YAqaradd® beonr dg Ay drégéN\Gjreydq e AndqQ dyborcbégApbnd
ANydr gNdmr DYy dg

BLINOAHMTE PYYHYH aKTHBALMIG

NHLEHZMOMHEIR KNou:

Kog a<Tveaummn: =

EA3 YA qartdyQ\s Adg

AKTHEEH daTa aKTHEALMK * | [efcTeA
kdl | ~ 163

False 10,12.2021 09:54:44 CKavYaTE

True 24.00,2020 11:09:35 CKadyaTk

EAJ tH.ooc ADf dlidense.AnY p
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EAN3 YOAqQdeb¥YdqQ ybaobon(dondd RedCheck;

L Qe qj obgdbeconbyYYyYgQpbadongp€eqdag e R JZFHNRY
{ A\bpnde.

Bash (bEbebs3ayA Uni x)

redcheck - bootstrap configure - c=all

Asj Qd RAo296(dp oebeddd ybonoardossAer+ ¥y¥bao
j A\bonde je¥y jbddsoA ¥y + dAe, eredoRfrbpnob3J
ybee(dydobyY ecAEDbdd tfrdddad. eApbob¥ ybaAp
bdonbéndq ybaoaobon(dndd RedCheck oA Dbjoba (

Oder ¢d frdobegRsqdq dbEdd¢gdononsy dadas ¢
dAEZefr3p0b oebddeAnddgb j beqob Eddg dbRj
rdqobegReaqddy dadaA public.

YA cdAo2q 3(donQgeAesrf dqedrory AdA je¥y oecbd
D AR¢g NmbEexAddr (ddeAnd), 3Ibebi AN, beIAbf RA
obsdd

EANY Oder obdd oQ objyeysdo ¥ dqQqdfr Soddeonqd,
aAYeba ¥ o9y Aqr dl@ensexdlg PdeAYe bj yeysdn, oy Aqrf d

eredoR¥f:
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LAY Oxler o ddAD brédehdab-clendup-<lelr vi ce, FEsj Qd 26 (dj ebc
pbAdqdebrdg desgBosobbbeddyd AAJdecbYyr DosqoDb 9¥/
redcheck-api ¢ abeaAdqQ http://ip:port, AN dAyqQ 95:
cbegy RedCheck_Admins.

Ob3dfr ronddAeexydbs Alvas/dptredbhech 3-Ay d d v ¢
common/log/configuration.log

Lef oDgbEabjrabddsr abqQqdq o cRedCheekyr ddhdebbadgoec

Aty Aot ecbégAps d WinRMbabag gy
A ebadopnsy Asddp RedSheck(Rezbergs) ¢
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